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Introduction

The purpose of the policies and procedures set forth in this manual are to establish standard operating
procedures and to guide the use and functions of the Homeless Management Information System
(HMIS). Users and participating agencies in the HMIS agree to adhere to all policies and procedures
included in this document.

Responding to the desires of the community ang
Housing and Urban Development (HUD), t
requires the use of the HMIS at all sub
contracts with the Coalition for Hg
The Indianapolis Continuum o
based software known as ClientTrack, ané
With HMIS under the management of CH
oversight of HMIS.

irements set forth by the US Department of
is, acting as the primary fiscal agent,
icable. The City of Indianapolis

ion (CHIP) to manage the HMIS.
The HMIS uses the web-
by a consultant, @ Work Solutions.
rectors and staff provide the direct

The administration of the HMIS as provid
that address the identified needs of the c
desire to maximize the effectiveness and
and adhering to client’s confidentiality. A
public policy and reflect best practices in

hieve effective community solutions

zht decisions and practices reflect the

ng service providers while respecting

ht decisions and practices seek to inform
ederal regulations.

Purpose and Benefit

The HMIS is an elect
who access the home
informational resour
in service provision.
service history in an ¢
single point of entry
HMIS provides stand:
platform to ensure cc
standardized aggrega
strengths, and needs

ata about persons
to network the
ease the efficiency
providers to check
MIS provides a
irements. The

Il as a monitoring
IS also provides
urrent efforts,

roviders, stre
| resources, t
lication of se
ervices, case

General Responsibi

CHIP has been selected by the C
operating and maintaining the H
quality.

ese responsibilities include
lans for privacy, security, and data

General Responsibilities of the HMIS Staff

e Ensuring participating agencies are entering the HUD minimum data elements as required and
provide ongoing training opportunities for participating agencies.
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e Ensure the compliance with current HMIS requirements.

* The first point of contact for users and agencies dealing with HMIS and HMIS related issues.

* Provide customized HMIS programming to collect and report locally identified client and community
level outcome indicators.

* Provide data quality monitoring and feedback to ensure that accurate and reliable information is
entered in the HMIS.

e Facilitate regular meetings of individual HMIS usgrs.

Partner Agencies

Partner Agencies in HMIS are co
homeless or are already expepni g
reporting computerized.data in a manne
responsibilities for.Partner Agencies.inclu

e of those who may become
pllecting, maintaining, and
y of the client. Roles and

¢ Create and maintain internal procedures 1@
compliance with the HMIS Privacy No
* Comply with current HMIS data collec
* Ensure that services are not denied td
HMIS.
* Consent to authorize the City of India
reporting, and grant writing.
* Consent to authofize
Care facilitator o
limitation, the de
Solutions Grants,
* Abide by the stip
* Abide by HMIS p¢
* Maintain onsite €
* Designate a Secu
requirements.

fire, and share client data, including

o0 consent to share personal data on
utilize aggregate data for planning,

ata o the Continuum of
e, without
Emergency

Site Administrators
Each Partner Agency. nsibilities of the
Site Administrator at

communications with other¥echnol

* Coordinate training for agency’s user d password protocols, logging off all
unattended computers, privacy notice, federal and local regulations, and HMIS Policies and
Procedures.

* Respond to feedback from CHIP about data quality and compliance with data collection.

* Provide support for generating agency reports.

* Monitor compliance with standards of client confidentiality and ethical data collection, entry and
retrieval.
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* Serve as the Agency’s Security Officer if no other staff is identified.
* Participate in meetings for individual HMIS users.

Individual End Users

The Individual End Users of the HMIS consist of any staff that input, utilize, or have access to data in the
HMIS. The roles and responsibilities of the Individ nd User include the following:

* Abide by the protocols set forth in thi

* Respect and abide by the policiesg
Security Policy.

* Using the HMIS in a mann®

ndividual User Agreement, and

Participation Exp ble Use Practices

* Ability to maintain adequate internet
participate in the HMIS system
* Meet with the HMIS Administrator to

0 begin to participate and continue to

a security issues

* Meet the minim Requirements
* Secure Partner Agency and Individual or gll staff who will have access to the HMIS
* Clients may see their ay request to have

their informatio
General HMIS partic
* Locate computer ises so that
information on t
* Abide by the esta
* Immediately repc
including but not
integrity, or any
* Only use the HM

* The data mainta
information.

emi-private a
by others.

| User Agreements.
d procedures,
or consent, data

py files of client

* Only allow staff who have been train
* Ensure timely and accurate input and maintenance of client data
* Continued compliance with the most current HMIS data collection standards

Description of data sharing between users, agencies, funders, and CoC
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Data sharing between stakeholders is pursuant to preventing duplication of services, coordination of
referrals, reporting requirements, community planning, gaps analysis, and informing public policy. Data
sharing for the purposes of reporting requirements, community planning, gaps analysis, and informing
public policy will be de-identified, aggregate data at the agency, collection of agencies, or community
level. Some examples would include (but not limited to) the annual Point-in-Time Count (PIT), annual
Housing Inventory Chart (HIC), and the Annual Homelessness Assessment Report (AHAR).

Requirements for agency/CHIP terminati

n notice to CHIP

. Upon termination, CHIP
HMIS as of the date of termination in
e most recent HUD defined export

* Agency may terminate HMIS

* CHIP may terminate Agen
may provide one copy of the data en
an export format agreed up by both
standard:

* Reasons for Agency or User access termin
Agency or Individual User Agreement
by the policies and procedures set fo

nclude, but not limited to, violation of
cure client level data, or failure to abide

Universal Data Eleménts

Universal data elemefiits rds must be

collected by all Parti

Program-Specific Da

Program Data Eleme
federal partner repo
lodging programs fro
federal partners per
accurate program en

y and exit ar
. The Progra
nizations (CH

comply with

are required for all
s required by

nts include

Project Descriptor D

Project Descriptor D
coding information.

Data elements that are organization spec sed by HMIS partneragencies include
information about the diagnosis or treatment of a mental illness, drug or alcohol addiction, HIV/AIDS,
history of sexual abuse or domestic violence history. All records from agencies that exclusively provide
those services (i.e. a CoC TBRA program from a community mental health center) are restricted from
sharing. Clients may provide written consent to Agencies to share this information.

HMIS Policies and Procedures 5



Security

All HMIS computers (any computer that accesses the HMIS) should be situated in secure locations (i.e.
locked offices). If HMIS computers are in publicly accessible areas (i.e. laptop in meeting room or front
desk area) they should be staffed at all times and screens should not be viewable by other individuals.
All workstations should be password protected. Thissis not the same password as your HMIS login,
rather a password to prevent access to the co A password protected screensaver should
also be used. All workstations should have s protection and should be secured by
either an individual or network firewa e HMIS should be treated as an
agency would treat hard copy file

HMIS usernames and passwords should
username/password information in.a pub
policies require the use of Strict Password
characters, must have at least one non-letter,
letter, and cannot be any of the previous
Specialist to reset their login/password.

r users. Users should not keep

otes on monitors). HMIS security

st one number, must be atleast eight
aracter, must contain at least one capital
used. Users should contact the HMIS

Log Monitoring

The HMIS Lead will revi Omation and manual r

Reporting Security |

Officer and the
access information
ve been notified,

rs and/or users of

If you witness or exp
HMIS Lead. A securit
has been lost, stolen
the HMIS Lead will in
any corrective action

The following is a list
* Lost or stole

Disaster Recovery Plan

The information in the Indianapolis HMIS environment is routinely backed up on ClientTrack,
Inc.’s off site servers every night and at several times during the day. Once every three months, @ Work
Solutions receives a copy of the entire database.

In the event of large scale data loss or corruption, the HMIS Specialist will be the primary contact
to CHOs and the CoC. The HMIS Specialist will inform the CHOs and the CoC on the data loss/corruption,
the extent of the loss/corruption, and corrective actions as they become available.
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In the event that ClientTrack is unavailable for an extended period of time, CHIP will work with
organizations to adequately record client information and transactions to be entered into the system at a
later time.

Annual Security Review

which includes reviewing the physical locations
ient data is entered, asking about select

al methods for monitoring data
procedures are appropriate

Every year the HMIS Lead must conduct a securiji
where clients are interviewed; the physical
personnel files, the machines used to i
security. The review will consist o
according to the following cheg

e User names andpasswords are n public area

e User names and passwords.are n
¢ Computers automatically lock afte
e Screen savers require a password to log
e Computers are logged off ClientT
e Computers have commercially av anti-virus software
* The Agency’s network has an acti

mercially available, auto-updating anti-

e Personal computers used to acces

virus softwaré and an active fire

e Client data stprag ices are g curity Plan
* Privacy Notic d and client
information i

stored

*  Physical Clie
e All corrective ccording to a
corrective ac

e All users have

Agencies required to i ity (such as an

agency covered by H om the last review.

Contracts and Othe

CHIP will retain copi@s inlstration and
management of H
inter-agency MOUs for progra itori i les, agreements for physical
security for equipment, and agreements equipment.

Transmission of Information

All CHOs will not transmit protected personal information (i.e. name, DOB, or SSN) via email. End users
will not save documents generated from HMIS with protected personal information onto the hard drive
of their local machine or their network without adequate protection.
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Technical Support

All technical issues related to the HMIS should be addressed to the HMIS Specialist at CHIP.

Trainings

Before an individual can gain access to the
New User) Training. This training is he
basic data entry functions, and bagi
trainings in addition to the Da#

go through the Data Entry (formerly called
he Privacy and Security Policies, the
ncies can request specific

ialist.

Additional and more advanced trainings i
on the same. day, once a month. The purg
increased functionality at an agency level and

Reports Training. All.of these are held
o'increase the system’s value through
8ta quality through better practices.

Data Disposal

If an agency stores information electronic ernal hard drive, etc., the agency must
reformat the electronic medium twice (o D passes) before the piece of equipment
can be disposed. Any paper copies of dat should be adequately shredded before
disposal.

Attachments
Partner Agency Agree
Site Administrator De
Individual User Agree
Privacy Notice (Posti
Privacy Notice (Full)
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Partner Agency Agreement
Indianapolis Homeless Management Information System

This Agreement, hereinafter referre goent”, is entered into this day of
, , by and between gporation whose principal place of
business is located at , Ing erred to as “Agency” and the
Coalition for Homelessness v . #fana nonprofit corporation
whose principal place of business is lg 00 W 42nd Street, Indianapolis IN
46208, hereinafter referred to as “CH ed to as the “Parties”.

1. The Parties recognize the b
report computerized data ta
pertaining to service provid
Homeless Management In
“HMIS’

e on efforts to collect, maintain and
ess Management Information System
meless and homeless clients. The
einafter shall be referred to as

2. ing, maintaining and reporting such
computeli af® near becoming or
are alrea mising the
privacy

Based on the foregc his/Ag i he Parties and
their rights and obli

Section 1. Term

- d shall continue
in effect for a perio ccordance with

Agency appoints CBIP as : i terized data
services and CHIP i set forth in this
Agreement.

Section 3. Professi

Responsibilities

Section 3.1. Rights and Responsibili

a) CHIP agrees to exert its best efforts and to exercise the highest degree of professional
skill and competence in operating and managing the HMIS in order that the HMIS
satisfies the needs of Agency.

b) CHIP shall have the sole authority to establish policies, procedures and forms for use of
the HMIS by Agency and shall provide Agency with a written copy of such policies and
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d)

Section 3.2. Rights and Responsibiligd

procedures. CHIP will provide opportunities for Agency to comment on policies,
procedures, and forms.

CHIP will provide to Agency regular opportunities to comment on the development and
the performance of the HMIS through regularly scheduled user meetings and community
progress updates.

CHIP will not release identifying client j
originating Agency or as identified ju

ormation to any organization other than the
gement or the Privacy Notice.

d)

g)

h)

Agency will display th he agency’s intake area.

Agency will adopt the
Notice to clients upon request.
persons with disabilities to ens

yvide copies. of the full Privacy
reasonable accommodations for
nd the Privacy Notice.

Agency agrees to use the HMIS P
consent, hereinafter referred to
information 1s shared through t
personal data may be entered it
Agency 18 prohibited from shat
HMIS. Agency agrees that it
denies Consent to Agency to ¢

provided by CHIP, to obtain client

client before any of his/her personal
refuses to provide Consent, his/her

r access by and use of Agency, and

1y other person or entity through the
frve any client because that client
Sonal data through the HMIS.

Agencies W igifa Slts refergli@Bd infthe document

S oroes to fi ef@ne (1) annual audit
of such doculille orjits demgnee at a tile to beldet giiby CHIP. Agency
to pM@kect hard copy @l that 1SYSEhC ,/ ated by or for
y forms, sign pnsent

a and Te

ndards and

Agency agre i urrent HUD

IS data coll@llon requi gency shall make
every effort data entered G@8hared in shall be truthful,
accurate, co
Agency agré olicigSs@lld pro@@dures, it gt not limited to,
those pertai onfj ality J@bllecting entdlihg minimum data

elements, t i and iniri@kthe intes of th@data. Policies and

nd WW.C \dy.org

aws regliliting the Qollection, storage,
and use of @ata. Age : a@@itional G@htinuum of Care privacy
policies on notificatioand/or

Agency agrees to ensure that p e HMIS, employees, volunteers and
agents, hereinafter referred to as “User” or “Users”, receive appropriate instruction on the
use of the HMIS, confidentiality, policies and procedures, and use of the system, and will
access the HMIS only for purposes authorized by Agency. Agency must allocate paid
staff time for training. The Agency is responsible for the actions of its Users and for their
training and supervision.
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)

k)

D

m) Agency agrees to immediately

Section 3.3. Ageng

Agency will ensure that all Users understand and comply with the Privacy Notice.

At Agency’s discretion, it may designate and terminate any User’s access to the HMIS.
Each User will have a unique user name and password that may not be shared with any
other person and which governs the security level for that User. Users will be required to
sign a User Agreement. Prior to access to the HMIS by any User, Agency agrees that no
User will access the HMIS until CHIP receives one (1) copy of such User’s executed
User Agreement. Agency further agrgg gotify CHIP promptly when Agency
designates or terminates any Use g to access the HMIS.

p.all client data entered in the

Agency will adopt a writteg
i i upon client request.

Upon receipt of @written requg
an opportunity to review his/hé
in the data, and to pursue a gric
data.

Icy agrees toprovide any client with
n in the HMIS, to request corrections
lata changes or corrections in the

iting any actual or suspected
ng but not limited to, violations
ent, data integrity, or any misuse of

violations of HMIS policies an
related to breaches of client co
the HMIS.

In the eventjof collaborative ag
responsible for providing CHILE ? fon iy order that CHIP thay establish

e atlng Agencies
must providese gl ; \ aring of data to
CHIP.

Agency mus igi : Site Adminis
i sues, includi

s the Agency’s
on, and

attendance 4

direct User i

ppropriate data

system colld@nsg i i . ATGti 1] responsible for
providing a i aphi i : Continuum-wide
reporting

Agencies tl : ce mu$ a) provide
quality, acclirate ti y scheduled

Agencies that do not
consent, confidentiality and ti
Agency participation fees as outlined

1d&by policies concerning
, and will still be subject to the
1n Section 6.

Section 4. HMIS Data

a)

Agency acknowledges that all data is highly confidential and agrees that it will not use or
disclose data other than as permitted or required by this Agreement or as permitted or
required by law. Agencies will use appropriate standards to prevent use or disclosure of
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the information other than as permitted by this Agreement, the HMIS Policies and
Procedures, or the Privacy Notice.

b) Agency agrees that it has appropriate data confidentiality protections in place, including
agency policies and procedures and training, to ensure that sensitive or protected client
information is properly collected, recorded, and/or shared, including but not limited to
HIV/AIDS, mental health, addictions, and disability.

c) Agency shall be able to view, enter lata pertaining to all of Agency’s clients and
services. Agency shall be able g orts by exporting data from the HMIS
or by any other appropriatcg

d) Approximately two pvide to Agency a report that
includes community-wide, agg ese reports. will contain raw, point-
in-time data that will net discld \formation pertaining to clients.
Agency may utilize the inform for any purpose. CHIP shall not
publicly report Agency’s propriet? ncluding but not limited to client
services, client procedures, or glien unless CHIP receives written
authorization from Agency.

e) Agency further agrees to autho ata for planning, reporting and grant
writing. Agency also agrees to concile and release de-identified
aggregate data to the Continuu or any other goverimental or other
entity for purposes that include b, the development off Consolidated
Plans, GapsAnalysis, HUD gp glter Grag onfinuum of Care
funding applica

f) CHIP may ¢ organizations t@aerfo dilinistration,
technical su ch and compligli@e with Rult latory
requirement e, data anal and data The Agency
grants CHIE Dn to access & tilize ¢ r the purposes
identified ak ractors will disclose except as
permitted ot ent, in the Prif@cy Notic ed by law.
Agency ma {IP congisactorsgat any ti > to the CHIP
System Ad

Section 5. HMIS aean d tivi

a) Agency sh i co Syst@ills, operd softw@re, networks and
Internet acd@s e teciillical spe@ications@et forth by CHIP
in “HMIS

b) Agency agfe e 1 te S8l red an@8emi-private areas on the
Agency’s premises.

c) Agency acknowledges that thc'SHOHOOnSeoRsenme H MIS or any software provided to

Agency by CHIP confers no ownership or other rights to the software, other than the
specific right to use the software according to the terms and conditions of this Agreement.
Agency, its employees, volunteers and agents are prohibited from and have no right to
sell, distribute or transfer an original or any copy of the software or software manual, if
any. Agency, its employees, volunteers and agents are also prohibited from allowing any
non-licensed party to access or use the software.
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d) ClientTrack, Inc. (the software developer) will maintain the server and software, perform
regular data backups and comply with industry standards for security of the server and
the data on it. The data and the software will be available for access 24 hours a day.
However, the server may be occasionally taken down for maintenance and service, but
ClientTrack, Inc. and @ Work Solutions will make every effort to avoid disruption during
daily operating hours.

e) Agency will be able to access a demog
data for demonstration and training
purpose.

Section 6. Compensation fo

version of the software with pretend client
data should never be used for this

a) To maintain the HMIS and to d
fee in the amount of $20 per ug
fees quarterly to the Agency in
payment of invoices by Agency 1
mvoice date..

o use HMIS; Agency agrees to pay a
k Solutions will invoice the license
ses may be temporarily deactivated if
y (@ Work Solutions within 45 days of

b) Data pertaining to homeless a
Agency; however, Agency ma

its may be entered in the HMIS by
ed to additional HMIS services for

clients served by programs tha arg ards homeless and/or homeless
prevention. fThese additional fi 1bed d on a case by casé basis.
c) CHIP and (@ Work Solutions y ide d tdghnical assistance for

troubleshoofing geneitio d exgb§, one-o e agld classroom
training for #8e ensiic customizations to thgsof(Ware a report
generation aliea Il A gclicy for an additiofil fee, Wbe gilled on a case by
case basis.

Section 7. Eligibil inati

Section 7.1 Eligibi

CHIP will have the ity for ¢ ining eligibiily for part y Agency in the

HMIS. Participatio IS by GESE®r morgief Agcli@y’s prog ot guarantee that

all of Agency’s progiam ligible t@ESETticipdiSln the M IS.

Section 7.2 Terming#ion

a) Agency majitermi his agi@@icnt e, upon
to CHIP.

b) CHIP may erminate¥gency’s
notice to Agency. In flile event

i (60)@ays written notice

MIS wiliout causefand without prior
IP, Agel€y will receive one (1)
export copy of all data“entered; MIS as of the date of termination.
Agency data in the system on will remain in the HMIS
indefinitely and may be utilized for any lawful purpose whatsoever. In the event of
termination, Agency agrees that all fees are non-refundable.

c) CHIP may terminate an individual User’s access to the HMIS without cause and without
prior notice to Agency. CHIP will immediately contact Agency if an individuals User’s
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access to the HMIS is terminated. Termination of an individual User’s access to the
HMIS may have no effect on Agency’s participation in the HMIS.

d) On termination of this Agreement, it is agreed by both Parties:

1) All records in the possession of CHIP and data in the HMIS, together with all
supplies or other items of property owned by CHIP and in Agency’s
possession, shall be forthwit

i) CHIP’s right to compeg
entitled to be compg
termination; ag

womediately cease, but CHIP shall be
gndered hereunder prior to the date of

Section 8. Renewals

Unless written notiee of expiration fro
expiration date of this Agreement, the
terms and conditions contained herein,
renewal terms shall apply to each subsg

ved thirty (30) days before the
tomatically renewed, under the same
-year term, and the same notice and

Section 9. Mailing and Notice Requ

(a) All notices and periodic statements
shall be delivered in person or by regu
shall be deemed communicated as of d
company, or on personal delivery.

greement shall be in writing, and
. Notices and periodic statements
to an express

CHIP:
Suite 350
08

AGENCY:

Section 10. Assignment

At all times this Agreement will inure to the benefit and constitute a binding obligation on the
Parties and their respective successors and assigns. This Agreement may not be assigned by the
either Party without the prior written consent of the other Party hereto.
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Section 11. Entire Agreement

a) This Agreement constitutes the entire agreement between the Parties, and no change will
be valid unless made by supplemental written agreement, executed and approved by both

of the Parties hereto.

b) Ifthis Agreement is executed in several counterparts, each shall constitute a complete

original Agreement which may be introd
without production of any of the othg

IN WITNESS WHEREOF, Ck
Indianapolis, Indiana on thg

Coalition for Homelessness Interven

By:

Title:

Date:

Agency:

By:

Printed:

Title:

Date:

ed in evidence or used for any other purpose
pparts.

ed this Agreement in

of Greater Indianapolis, Inc.
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Site Administrator Designation
Indianapolis Homeless Management Information System

The HMIS Site Administrator is the g
responsible for:

at the Agency. This person will be

Providing a singlepoint of contac
Homelessness Intervention and P

at the Agency and the Coalition for

Ensuring the stability of the Agen
through communications with other t¢

nternet and the HMIS, either directly or

Training and coordinating Agenc
protocols, logging off all unattend
HMIS Policies and Procedures.

Responding to feedback from CH
elements colléction.

notice, federal and local regulations, and

d compliance with minimum data

Monitoring ¢ ith g¥ ; i i igll data collection,

Participating

The following indiv i cy named below:

Agency Name:

Name of Site Admi

Title:

Phone Number:

Email Address:

Signature of Site Administrator
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Individual User Agreement
Indianapolis Homeless Management Information System

Name (Please Type or Print) /Program Name (Please Type or Print)

Email Address (Please Type or Print) umber with Extension
Indianapolis providers recognize the p
Indianapolis Homeless Management Inforn
improve community efforts that will Ig
need to maintain client confidentiality
utmost respect and care.

8 in the design and management of the
. These needs include the desire to

of homelessness in Indianapolis, the

personal data of individuals with the

As the guardians entrusted with this p¢ polis HMIS users have a moral and a
legal obligation to ensure that the data 8 accessed and used appropriately. It is
also the responsibility o h only usgiile thd ends to which it
was collected - endSiths e bee i Anciare co ith the mission of
the Indianapolis H he I@lia IS Policies and
Procedures Manual ding of client S@lfiden to achieving
these goals.

Relevant points re ntiality incl

* Partner Agencie rights to the @@lla pertai clients that was
created or enter in the [ apolisgd MIS SRartner A all be bound by all
restrictions imp ; g to fllSluse of@crsonal aiilicy do not formally

release.

* All Partner Agclifi SISle d g Agree with e Coalition for
Homelessness | i articipatGl the IS.

* C(Client data ma i ; id@iclient cQlSent.

* Client authorizfti [ IS may@®e revoked by that client at

* No client may be denied services f
the HMIS.

* Clients have a right to inspect, copy and request corrections in their HMIS records.

uthorization for sharing data within

* Indianapolis HMIS Users will maintain HMIS data in such a way as to protect against
revealing the identity of clients to unauthorized agencies, individuals or entities.
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* Any Indianapolis HMIS User found to be in violation of the Indianapolis HMIS Policies and
Procedures, the points of client confidentiality in this User Agreement, or the points of user
responsibility in this User Agreement, may be denied access to the Indianapolis HMIS.

I affirm the following points of User Responsibility:

* [ have received a copy of the HMIS Priyg .
the Privacy Notice.

I understand and agree to comply with

e I will only collect, enter, view,
necessary to perform my jg

be Indianapolis HMIS that is

* [ will keep my username and passy
with other individuals inside or ou

pot share myusername and password

* [ will maintain the confidentiality &
and in the Indianapolis HMIS Policies '@
Privacy Policy (to be approved by

cs Manual, the Privacy Notice, and the
Body).

h disabilities and persons that do not
Notice.

¢ [ will provide reasonable accommc
speak English to ensure that they

e I will comply with state and federa y ollection, storage, and use of client
information, and I will comply wit Care procedure for providing notice

* [ must take all r@ ‘ swordibh¥gically

ig HMIS and must et 0 ylilhere the computer
anapolis HMIS re leaINiRe area.

MIS “open 3 be left

e Iflam loggedi
1s located, I mu

* A computer tha
unattended.

nning

* Hard copies of rmation mus@@ kept in

they must be

*  When hard cop i S informationf@iie no long
properly destro i

* IfInotice or su i edf@ely notif AgBlicy Site
Administrator i IMISES ystem A isti@or at the Coalition

for Homelessne

* [ will comply oved @ the CoC

Planning Bod

(to be

I understand and aBree to cot i s li8ted abo

Signature, Indianapolis HMIS User Date

Signature, Partner Agency Site Administrator Date
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POSTING: Privacy Notice
Indianapolis Homeless Management Information System

When you request servicg armation about you and

members of your family.into a c¢ lled Indianapolis Homeless
Management Information Syste IS is used by many social
service agencies in Indianapolis ing and related services.

We collect personal information for reasons that are discussed
information by 1 gi'z? hat ¢ egate this
program. Othe
programes, to im e i er understand
the need of home we consider to
be appropriate.
We may use or d es. We may
also use or discle e assume that
you agree to all¢ s described in
the full notice. ¥ S you that we maintain.
You can also ask us to correct i lete information. You can ask
us about our privacy policy or practices. We respond to questions and complaints.
Read the full notice for more details. Anyone can have a copy of the full notice

upon request.
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A. What This Notice Covers

1.

N

(98]

b

Privacy Notice
Indianapolis Homeless Management Information System

This notice describes the privac
Management Information System
[Address, email/web address, telephone

es of the Indianapolis Homeless
Agency Name]. Our main office is at

The policy and practices in this cessing of protected personal
information for clients of [Name of Participating Organization]. If this agency is a

Protected Per. i i i i about a client

b. can be ma ify a specific
individual,

c. can be link client. When

this notice
We adopted t
Systems issu
our policy an

ent Information
ent. We intend

We may amend this notice and change our policy or practices at any time.
Amendments may affect personal information that we obtained before the effective
date of the amendment.

a. Amendments to this privacy notice will be approved by the HMIS System
Administrator.
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7. We give a written copy of this privacy notice to any individual who asks.

8. We maintain a copy of this privacy notice on the HMIS website at www.chipindy.org.

B. How and Why We Collect Personal Information

1. We collect personal information only
another specific purpose of our Qg
collect information for these g

ppropriate to provide services or for

a. to provide or cog
b. to locate otherprograms

c. for functions related to p
that we provide

d. to operate our organizatigasinel
audits, personnel, oversi

e. to comply with governme
f. when required by law

) assist clients
ement from others for services

dministrative functions such as legal,
ent functions

2. We only use le

ofisent of our
)rmation, we
d in this notice.

3. We normally ¢
clients. If you
assume that y:

4. We may also ¢

a.
b.
C.
d
e.
5. We post a sig Bt i sons we ask for
When you request services fro
members of your family that are Wity g computer system called
Indianapolis Homeless Management Information System (HMIS). The HMIS is

used by many social service agencies in Indianapolis that provide housing and
related services.

We collect personal information directly from you for reasons that are discussed
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in our privacy statement. We may be required to collect some personal
information by law or by organizations that give us money to operate this
program. Other personal information that we collect is important to run our
programs, to improve services for homeless individuals, and to better understand
the need of homeless individuals. We only collect information that we consider to
be appropriate.

We may use or disclose your infor
also use or disclose it to compl
that you agree to allow us to g
described in the full noticg

ovide you with services. We may
er obligations. We assume

0 use or disclose it as
ormation about you that
: complete

|cy or practices. We respond
or more details. Anyone can

|nformat|on You can ask us ab
to questions.and complaints. Ré

C. How We Use and Disclose Pe

1. We use or disclose personal inf es described in this part of the
notice. \We may or may not ma >
information se or disclosure of your personal
information forjthe purposes dg isclosures that

hared with other
be found at

a. to provide

C. 5 i i sonnel,
oversight, i

to create @ sed for research

ies with and is
limited to the

serious and im
public, and

safety of an individual or the

(2) the use or disclosure is made to a person reasonably able to prevent or lessen
the threat, including the target of the threat

g. toreport about an individual we reasonably believe to be a victim of abuse,
neglect or domestic violence to a governmental authority (including a social
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service or protective services agency) authorized by law to receive reports of
abuse, neglect or domestic violence

(1) under any of these circumstances:

(a) where the disclosure is required by law and the disclosure complies with
and is limited to the requirements of the law

(b) if the individual agrees to tj

(c) to the extent that the gli
regulation, and

ly authorized by statute or

() we belie® y rent serious harm to the
individual or othe

(1) if the individual is 2cause of incapacity, a law
enforcement or oth@ 8l authorized to receive the report
represents that the RRL isclosure is sought is not intended
to be used agai and that an immediate
enforcement acti pon the disclosure would be

materially and ad waiting until the individual is able

a family

al representative
at informing the
of the individual

) ization for use in a
ct condligi en research agreement approved
administrator (other than the

(a) by
research proj
in writing by a desigrenee e
individual conducting the research), or

(b) by an institution for use in a research project conducted under a written research
agreement approved in writing by a designated CHO program administrator.

and

HMIS Policies and Procedures 23



(2) any written research agreement:

to a law enforcement official fo
applicable law and standard
circumstances:

(1) in response to a lawful cou

(2) if the lawt enforcement offic

(4) i

()

(a) must establish rules and limitations for the processing and security of PPI
in the course of the research

(b) must provide for the return or proper disposal of all PPI at the conclusion
of the research

(c) must restrict additional use g
law

iclosure of PPI, except where required by

(d) must require that tjg
terms and congi

aally agree to comply with all

(e) is not a.substitute fo
Institutional Review E
subjects protection in

)riate) of a research project by an
d or other applicable human

ement purpose (if consistent with
) under any of these

d warrant, subpoena or summons
a judicial officer, Dena

equest for PPI th

issued b

(a) is signeg : ¢ gency seeking

itimate law

acticable in light
ccomplish the

inal conduct

distinguishing physical ch
if
(a) the official is an authorized federal official seeking PPI for the provision of

protective services to the President or other persons authorized by 18
U.S.C. 3056, or to foreign heads of state or other persons authorized by
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D. How to Inspect and Correct P

1.

22 U.S.C. 2709(a)(3), or for the conduct of investigations authorized by 18
U.S.C. 871 and 879 (threats against the President and others), and

(b) the information requested is specific and limited in scope to the extent
reasonably practicable in light of the purpose for which the information is
sought.

and

j. to comply with government
information systems ang
information system rg

ations for homeless management
)ce with homeless management

information that we maintain. We
not understand.

You may inspect and have a co
will offer to explain any information

We will consider a request fro
personal information that we m:
inaccurate or incomplete, we m
inaccurate or incomplete and to

of inaccurate or incomplete

f we agree that the information is
ay choose to mark it as
additional information.

To inspect, geta copy of, or as
agency case
screen or a pr

pur information, cbntact your
ing, to eilher on the
the

We may deny IS [ prmation if:

a. the informa i reasonable
comparabl

b. the informe
homeless f

individual ( are provider or

c. the informe
promise fr¢

other than a
the disclosure

If we deny a request fol§access e Wi the reason for the
denial. We will also include, as | information that we maintain,
documentation of the request afia e denial

We may reject repeated or harassing requests for access or correction.
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E. Data Quality

1.

F. Complaints and Accountabilit

1.

2. All members o

1.

We collect only personal information that is relevant to the purposes for which we
plan to use it. To the extent necessary for those purposes, we seek to maintain only
personal information that is accurate, complete, and timely.

We are developing and implementing a plan to dispose of personal information not
in current use seven years after the jg ion was created or last changed. As an
alternative to disposal, we may pidentifiers from the information.

We may keep informatio 0 do so by statute,

regulation, contract, o

We accept and consider questions about our privacy and security

policies and practices.

bur privacy and security policies
e following:

a. Any questions or co
and practices should

HMIS Site Ad JAgency name and address and phone
number]. The

unsatisfactory,
h the response
ed to the HMIS
0, Indianapolis,
nistrator will
complaint.

contractors and
associates) ar: ff member must

receive and ac
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