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How to meet the traceability challenge

Despite the ID chipping of components manufacturers will still need component traceability to protect their production
lines from the threat posed by counterfeiters, writes Debbie Rowland, sales manager at Charcroft Electronics

While everyone agrees that
counterfeiting is a risk that cannot be
ignored there is little agreement on
the most effective way to tackle the
problem. Only Japan, for example,
has ratified the Anti-Counterfeiting
Trade Agreement (ACTA) which aims
to provide a global framework for
cross-border protection of intellectual
property (IP) for all types of goods,
including electronic components,

The other 30 countries which are
signatories to ACTA are still facing stiff
opposition from groups as diverse as
civil rights activists and the global medi-
cal charity, Médecins Sans Frontiéres.

Even within the confines of the
electronics industry, different proposals
around the theme of traceability are
being put forward by government agen-
cies, non-government organisations and
supply-chain partners. These proposals
range from relatively simple processes
to the stuff of science fiction.

Perhaps the most advanced approach
is the Supply Chain Hardware Integrity
for Electronics Defence (Shield) pro-
gramme from the US Defense Advanced
Research Projects Agency (Darpa).

In February 2014, Darpa issued
a release asking for proposals for
the creation of a 100x100-micron
authentication 'die-let' which could
be co-packaged inside an electronic
component. The Shield die-let would be
fully isolated from the host component
and include a full encryption engine in
addition to anti-tamper sensors.
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Scanning the die-let with a smart-
phone or similar device would upload
a serial number to a central database,
which would send back a challenge
to the die-let; it would reply with an
encrypted response including data from
passive sensors monitoring for factors
such as exposure to light, an indicator of
tampering.

A slightly different approach in
component-level authentication is the
use of uncloneable 2D labels which can
be printed on anything from the com-
ponents themselves to the packaging in
which they are shipped.

Featuring a barcode matrix, similar
to a smartphone QR code, the label
would be created as a high-resolution
image but randomly printed at a lower
resolution. Trying to recreate the original
high-resolution code from the blurred
copy would definitely challenge poten-
tial counterfeiters.

While these examples focus on
component-level anti-counterfeiting
measures, other approaches focus on
the reliability and rigour of the processes
used to track a component throughout
the supply chain.

The importance of the traceability
process is highlighted by the fact that
the IECQ has introduced the Counterfeit
Avoidance Programme (CAP) as part of
its Approved Process Scheme, The CAP
includes independent surveillance of a
company’s counterfeit avoidance pro-
cesses in order to qualify for the IECQ
CAP Certificate of Conformity.
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This approach is reflected by the
Aerospace Industry Association (AlA)
which suggests that the US Department
of Defense's Trusted Supplier evaluation
methods should focus ‘on the robust-
ness of the processes used by buyers to
assure material authenticity’ rather than
approve companies as trusted suppliers.

This shift recognises that the suit-
ability of a supplier is specific to the level
of risk and the application in which it is
applied.

The need for tighter traceability is also
having an impact on suppliers which do
not operate solely in high-reliability sec-
tors like defence and aerospace. A new
type of distributor has been added to the
traditional models of franchised, author-
ised, non-franchised and broker: Hybrid
or blended distributors have begun to
add franchised lines to their linecards
which previously operated mostly in the
non-franchised supply chain.

Other distributors, again operating in
the non-franchised supply chain, are also
offering in-house component testing
as an alternative to providing trace-
ability back to the original component
manufacturer.

It is not just the non-franchised and
hybrid distributors who are working hard
to prevent counterfeit components from
reaching customer production lines:
even franchised distributors are finding
that providing complete traceability is
not always a simple process.

Matching manufacturer Certificates
of Conformity (CofCs) to back-to-back
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orders and shipments is relatively easy
but the process of storing a CofC and
then sending a copy with each shipment
of a scheduled order is clearly not so
straight-forward. This is why some
distributors are beginning to charge fees
of up to £15 to provide a copy of the
manufacturer CofC with the customer's
delivery.

It seems likely that customer demand
for more rigorous traceability will mean
that most distributors will have to im-
plement a storage and retrieval process
similar to the one Charcroft introduced
in 1985. By copying and archiving a copy
of the delivery note or CofC received
with every delivery, it is possible to
access and supply the batch number
and date code for any part, shipped to
any customer since the archive began
in 1985. More recently, the process
has been managed digitally, creating
a database which is searchable by the
component part number, batch number,
date code and customer order number.

With more than a million suspect
electronic parts found in the Penta-
gon supply chain during a two-year
investigation by the Senate Armed
Services Committee it seems that every
stakeholder in the electronics industry
will need to address the challenge of
counterfeit components.

Whether the industry opts for the
sophistication of an ID chip implanted
into a component, or the more basic
approach of a rigorous documentation
process, it seems likely that customers
will continue to look for traceability to
protect their production lines from the
threat of counterfeit components.
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