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Aus Cyber-Unfallen gelernt

Uber die Lehren der Incident Response und die
Widerspriche zwischen Pravention und akutem Vorfall

Dresdner Abwassertagung 2026 Jan Rahm
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1. Der Major Cyber Incident
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readme_safepay.txt

Datei  Bearbeiten Ansicht v =~ B 7 5 @ B~ ] 1@

Greatings! Your corporate network was attacked by SafePay team.
Your IT specialists made a number of mistakes in setting up the security of your corporate network, so we were able O spend quite a
long period of time in it and compromise you.
It was the misconfiguration of your network that allowed our experis to attack you, SO treat this situation as simply as 2 paid
training session for your system administrators.
zing your data, including all the sensitive and confidential information. As a result, all files of

importance h & ones of most interest to us have been stolen and are now stored on a secure server for further
explcitation and publication on the Web with an open access.
Now we are in passession of your files such as: financial statements, intellectual property, accounting records, lawsuits and
complaints, personnel and customer files, as well as files containing information on bank details, transactions and other internal
documentation.
Furthermore we S rs that are of vital importance to you, however upon reaching an agreement, we
will unlock them as soon as i es will be able to resume their daily duties. !
We are suggesting 2 mutually beneficia i i - pmit a payment to us and we keep the fact that your network has Ly
been compromised a secret, delete 21l your data and provide you with the key to decrypt all your data. WE ARE THE OMES WHO CAN o $ll
CORRECTLY DECRYPT YOUR OATA AND RECOVER YOUR INERASTRUCTURE TN THE SHORTEST TIME. DO NOT ATTEMPT TO DECRYPT YOUR FILES, DURING DECRYPT
YOURSELF YOU CAN DAMAGE THEM AND WE WILL NOT BE ABLE TO RECOVER THEM. $$$u
in the event of an agreement, our reputation is a guarantee that all conditions will be Fulfilled. Mo one will ever negotiate with us $$$u
later on if we don't fulfill our part and we recegnise that clearly! Ve are not 3 palitically motivated group and want nothing more d
than money. Provided you pay, We will heogure all the terms we agreed to during the negotiation process. b $$ll
in order IO contact us, please use chat below, you have 18 days to contact us, after this time & blog post will be made with a timer fh $$u
for 3 days before the data is published and you will no longer be able to contact us. $$

=

To conmtact us follow the instructions: g $
Tnstall and run «Tor Browser” from https:;’;’m-n-r.tor‘pmject.or‘g;’downluad/ P $
2) Go to http:jfsafepayxxxxxxxxxxxxxxxxx:«xxxxxxxxxxxxxxxxxxx.onionf

Log in with ID: 1234567898abcd21‘ghi]’k

When you first login, you need to set 2 password.

TMPORTANT if you are not a decision maker in your Company, do not login o the chat.

Contact and wait for @ reply, we guarantee that we will reply as soon as possible, and we will explain everything to you once again in

more detail.
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2. Organisatorischer Ausnahmezustand
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VERHALTEN BEI
IT-NOTFALLEN

Ruhe bewahren & IT-Notfall melden
Lieber einmal mehr als einmal zu wenig anrufen!

&

IT-Notfallrufnummer:

‘Wer meldet?

Welches IT-System ist betroffen?

ben Sie mit dem |T-System gearbeitet?
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htungaen
entieren

Bild: www.bsi.bund.de

auf dem Server
verschlUsselt

Meldeketten mit
veralteten
Nummern

nie unter Stress
getestet
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IT-Abteilung informiert alle
per Mail:
SWir wurden gehackt. Wirklich”

ZEITUNG |

Pressemitteilung sagt
,vorsorglich abgeschaltet”

gar nichts gesagt



https://www.bpb.de/kurz-knapp/lexika/lexikon-in-einfacher-sprache/292098/presse/
https://www.bpb.de/kurz-knapp/lexika/lexikon-in-einfacher-sprache/292098/presse/
https://www.bpb.de/kurz-knapp/lexika/lexikon-in-einfacher-sprache/292098/presse/

3. I\/Ienschlicher Ausnahmezustand
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Leugnung

Arger

Feilschen

Depression

Akzeptanz

© HiSolutions 2026



\‘4

—

%- Xa-

‘ v ety

Yy Polarmd

sy !\ WY : i/ (" - - -

64 "@ X \ " _ .‘?\“ 3 : . : - e"p OIa-r-.ng—
P A w2 3'3UnICred|t k ,' g

% UniCredit ‘

ine IT-Krise ist kein Sprint,
ine IT-Krise ist ein Marathon! r%







—  —— Unser IT-Dienstleister

3  Wirhabendas _ : |
. & Internet abgeschaltet! monitort uns Gber einen
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Natlrlich segmentieren

wir unsere Netze! — = 7% :
= > ~<<2 Unser Admin
= <~ der weild das.
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Backups!
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https://commons.wikimedia.org/wiki/File:CERN_Server_03.jpg
https://commons.wikimedia.org/wiki/File:CERN_Server_03.jpg
https://commons.wikimedia.org/wiki/File:CERN_Server_03.jpg
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Unsere Firewall loggt

... fur sieben Tage.
Unsere E3-Lizenz

enthalt Logging!

Der Log-Server liegt
auf dem HyperV.
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Es ist keine Frage, OB es passiert —sondern WANN —
und ob Sie dann vorbereitet sind.

Der schlimmste Zeitpunkt, Notfallplan zum ersten
Mal zu lesen, ist wahrend des Major Cyber Incidents.

Wasseraufbereitungs- und -behandlungsanlagen
horen nicht auf zu arbeiten, weil die IT steht. Sie zu
weiter steuern zu konnen, ist die Herausforderung.

© HiSolutions 2026


https://commons.wikimedia.org/wiki/File:2012-05-28_Fotoflug_Cuxhaven_Wilhelmshaven_DSCF9867_(crop).jpg
https://commons.wikimedia.org/wiki/File:2012-05-28_Fotoflug_Cuxhaven_Wilhelmshaven_DSCF9867_(crop).jpg
https://commons.wikimedia.org/wiki/File:2012-05-28_Fotoflug_Cuxhaven_Wilhelmshaven_DSCF9867_(crop).jpg

2022 — Fallbeispiel ASG (Abwasser- u.
StralRenreinigungsbetrieb der Stadt Gifhorn)

https://www.youtube.com/watch?v=0azNTp09J9|
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