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Nyheder | ArcGIS - /ndring i user types
Enterprise 11.5 - Item klassifikation
- Bruger reporter
- About

- API-KEYS (brugerl@gs service integration)
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GIS Professnonal Includes everythlng from GIS
‘ ~ Advanced Professional Standard, plus ArcGIS
NG X Pro Advanced.

.

) GIS Profegs_i\o'n‘al,Standard Includes everything from GIS
: @ . NN Professional Basic, plus ArcGIS
R i e Pro Standard.

GIS ProfgséibhalBasic Includes everything from Creator,
FAON plus ArcGIS Pro Basic.
/,.-O~ v'!,‘ T NN T B
Céeator Includes view, edit, and create access

w L to contentand apps in ArcGIS Online
o R _OrArcGIS Enterprise.

o / Mobile Worker View & edit features in ArcGIS
/ / Online or Enterprise, plus ArcGIS

Mobile Worker Includes tor — 2/

Field apps. N :
/ ‘ -~ 4 & N\
/ : Editor View & edit features in ' : 4 N S
' ArcGIS Online or ArcGIS Enterprise. N\, Q :
i Viewer View-only access to /
o ArcGIS Online or ArcGIS Enterprise. »
' P R g = ‘ ‘



Nthder | ArcGIS - Item klassifikation
Enterprise 11.5 :

#* GEOINFO @ esri s
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<« - C 25 httpsy//115web.gistek.local/server/admin/usagereports/Brugen%20af¥%20services/data?filterType=json&filter=%7B +"machines %3A™ "+ %7D&f=html

88 | 4¢3 Dynamics365Busin.. ® Jiratask ¥ S&DBoard [EJ Geoinfo - Confluence @Y ArcGIS Monitor @ MyApps [ Portaler [ Dokumentation [ GeoinfoSider [J Kunder [J V)

Nyheder | ArcGIS - Usage Reports e ———
Usage Report

Enterprise 11.5

Timestamp RequestCount of services/ ServiceUsageByUsers of services/

1755169200000 1028 System/PublishingTools.GPServer,annsophiegs@GISTEK,66
Hosted/Buildings_polygons.FeatureServer,ESRI_Anonymous,1
Hosted/Buildings_polygons.FeatureServer,anonymous,9
Hosted/Buildings_polygons.FeatureServer,annsophiegs@GISTEK,150
Hosted/Addresses_points.FeatureServer,ESRI_Anonymous,1
Hosted/Addresses_points.FeatureServer,anonymous,9
Hosted/Addresses_points.FeatureServer,annsophiegs@GISTEK,157
Hosted/service_1cef4f1ad20947c4b98a97fe91c574d3.FeatureServer,anonymous,3
Hosted/service_1cef4f1ad20947c4b98a97fe91c574d3.FeatureServer,annsophiegs@GISTEK,135

1755255600000 1733 System/PublishingTools.GPServer,sorenb@gistek,106
System /PublishingTools.GPServer,nacmic@gistek,13
Hosted/Afspaerringer.FeatureServer,anonymous,25
Hosted/Afspaerringer.FeatureServer,naomic@gistek,857

ut ies/PrintingTools.GPServer,anonymous,6
Ut s/PrintingTools.GPServer,naomic@gistek,26
ut ies.PrintingTools.GPServer,ESRI_Anonymous,1

- . Hosted/FindEjeren_Statistik_opsummering.FeatureServer,sorenb@gistek,275
€ > C =5 hitps;//115web.gisteklocal/server/admin/usagereports/add Hosted/FindEjeren_Statistik_opsummering.FeatureServer,anonymous,10

88 | 43 Dynamics 365 Busin.. ® liatask ® S&DBoard [EJ Geoinfo- Confluence @ ArcGIS Monitor RS MyApps [ Portaler [
Hosted/FindEjeren_Statistik_opsummering.FeatureServer,sorenb@gistek,395

ArcGIS Server Administrator Directory Hosted/FindEjeren_Statistik_opsummering.FeatureServer,anonymous,11

Home > usagereports > add

Create Usage Report

—Usage Report Properties

Usage Report {
(in JSON format):* "reportname”: "Brugen af services”,
"since™: "LAST_MONTH",

"queries": [

"resourceURIs": ["services/"],
"metrics”: ["RequestCount”, “"ServiceUsageByUsers"]

b

3
"metadata™: "Brugen af service den sidste maaned.™

Format: [JSON v|
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Portal Administrator Directory

Home > About

Nyheder | ArcGIS + About
Enterprise 11.5 S——

"organizationUrl™: “"https://REDACTED.example.com/portal”,
"currentBuild": "S56755",
"currentVersion": "11.5.8",
"machines": [{
"machineName": "REDACTED.example.com”,
"adminURL": "https://REDACTED.example.com:7443/arcgis”,
"role": "",
"webServerCertificateAlias™: "115web_27",
"hardware": {
"os": "Microsoft Windows Server 2025 (Datacenter) build 261ee”,
Portal: "cpu": "INTEL(R) XEON(R) SILVER 4582¥'n 1 physical CPU package(s)\n 2 physical CPU core(s)\n 4 logical CPU(s)\nIdentif
Stepping 8\nProcessorID: 20@0000080020088 \nMicroarchitecture: Sapphire Rapids"”,
"systemMemoryMB": 32766,
"systemMemoryAvailableMB": 5@@8,
"numPhysicalProcessors™: 4,
"numLogicalProcessors™: 2,
"localDiskUsage": [

"mount”: "CIWN,

"diskTotalSpaceGB": 126,
"diskUsableSpaceGB™: 5@,
"exceededDiskSpaceThreshold": false,
"directory": "INSTALL",

&« = & 2% htips://115web.gistek.local/portal/portaladmin/

BB | &5 Dynamics 365 Busin.. ® limtask ® S&DBoard [EJ Geainfo-C
< -2 c 23 htips://115web.gistek.local/portal/portaladmin/about/report

Portal Administrator Directo
id 88 | 4¢3 Dynamics365Busin. ® liratask ® S&DBoard [EJ Gecinfo - Confluence

Home o "
Portal Administrator Directory

Home > About > Report

Site Root - /
About Report

Version: 11.5 Redact Host Names: ®True O False

Resources: About System Security Federation Logs Machine

Supported Operations: Export Site Import Site

Supported Interfaces: REST

# GEOINFO éesri 2.
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Create developer credentials %

New item

Select credential type

Nyheder | ArcGIS

Developer credentials are used to get an access token for custom applications. Access tokens are required to authenticate requests to secure items and services.

Drag and drop your file or choose an option

Enterprise 11.5

API keys (brugerlgse integrationer)

Developer credentials —

Tile laye

Locator

A1 Yourdevice

URL

Access token privileges

Data store

Access token storage

Access token duration

Q E;a OAuth 2.0 credentials

For user authentication

Use for applications that require
your users to sign in with an ArcGIS

For app authentication

Use for public applications that do not require

your users to sign in and generate access tokens

account. server-side
Learn more Learmn more
Defined by the signed-in user's account Defined as a property of the credentials item

Dynamically created when a user signs
in

Up to 2 weeks and can be refreshed

Create developer credentials

Crec

ntial type: AP key » Setting

Privileges

General privileges
Enabled: 1/24

Sharing
Enabled: 075
Features
Enabled: 1/2
Edit

Allow application 1o sdit features in edisble layers that are not public, based on the edit options enabled on the lyer.

Edit with full contrel

Allow application ta sdd, delote, and updats faatures in an editable, hosed faturs layar, regardioss of the editing options enabled on the layer

Version management

Back

Dynamically created and stored serverside orin a
standalone console script

2 weeks

Create developer credentials
Credential type: APl key. » Settings > Privileges

Restrict item access

@ p API key credentials

For AFl key authentication

Use for public applications that do not require
your users to sign in or for personal scripting
apps.

Learn more
Defined as a property of the credentials item

Embedded in application

Up to one year and can be rotated

You have selected privileges which grant access 1o all tems for which you have permissions. It is strangly recommended that you restrict access to view the

specific items and edit the specific feature layer: d by these cre

the previous step.

2 and AP key authentication anly.

tials. You can select up to 100 items you own to override ite:

set

Q Search
B Selected:1 v | 1-470f47 = Datemodified
Tide - Modified ~  Owner =
Afsparringsarealer_test B Feature laye Sep 3,2025 itialadmin View details
web editor Sep 3, 2025 itialadmin View detalls
Untitled experience 1 Jul 8,2025 ladmin  View details
web editor [E Web map Jul B,2025 italadmin  View details
VeriGIS Studio User Preferences [ Web mapping application Jul7,2025 min  View detalls
Many layouts app VertiGIS Suppert [ Web mapping application Jul 7,2025 Wiew detalls
Afsparringsarealer_test Jul 3,2025 View detalls
buildings_test Jul 3,2025 min View details
buildings_test ition Jul 3,2025 nitieladmin  View details

Back

cial
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Hvad kommer i version 12 og derefter!
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version 12 og
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Al genereret metadata

# GEOINFO

Al-powered metadata suggestions

Review suggested item information

Open in Map Viewer

Open in Scene Viewer

Share

#+ Suggest

©

& esri

" Official
Distributor



Hvad kommer i
version 12 og
derefter?

Data Pipelines

Modelbuilder lignende vaerktgj til
hente/opdatere eksterne data |
ArcGIS Enterprise

® GEOINFO

ArcGIS Data Pipelines in ArcGIS Enterprise

Planned for Windows, Linux, and Kubernetes

Data Sources

« Files (CSV, JSON, Shapefiles..)
« Cloud storage (Amazon & Azure)
- Cloud data warehouses

+ ... and more

Experience

» No-Code Web App

- Drag & Drop UX

- Map & Table Previews

- Scheduling & Automation

Tools

- Filter, Select by Attributes
- Calculate, Update Fields
- Create Geometry & Time
- Join & Merge
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Hvad kommer i - Object Store (tidligere tileCashe) kan gemmes i obejct stores som i
Azure Blob storage eller Amazon S3.

version 12 og
derefter?

Cloud integration

- Support for Cloud based Relational database as Relation Datastore
(Hosted features) for AGE pa Windows eller Linux i skyen.
Dette kan allerede lade sig ggre for AGE on Kubernetes fra version 11.4

- Der arbejdes pa at alt andet indhold ogsa kan bruge Cloud services
Sa som:
- Portal content
- ArcGIS Server Config store
- Service cache,
- Temp folders
- System folders

- Output folders

* GEOINFO Eesri it
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Hvad kommer i - Nyt API til WebGisDr
version 12 og

derefter?
Backup

- Forberet logning, til debug af fejl
- Webhoock integration

- Email notifikationer
- Forbedret backup/restore tid fra Cloud storage
- Forbedret hastighed ved brug af Cloud storage

- Markant forbedret backup/restore ved normalt fil-sytem (on premise).
Da der ikke laengere bruges compression

* GEOINFO Eesri it
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Hvad kommer i - Brug data fra Elasticsearch og Opensearch til at publicere services til
Arcgis Enterprise

version 12 og

derefter?
Databehandling

- Services kan laese fra GeoParquet filer fra fildrev eller cloud storage.

Parquet er et anerkendt format, som i hgj grad bruges inden for Big data

* GEOINFO Eesri it



https://geoparquet.org/
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Hvad kommer i - Reality Mapping server
. - Publicering af services til nye datatyper som:
version 12 o
d f g « True Ortho
ere ter. - 3D Mesh
2 NyenServertyper . DSM
+ Point Cloud

- ArcGIS Velocity server
- En real-time ekstension, som giver mulighed for at tilgd data fra:
- 10T sensorer
+ Message brokers
+ 3rd-party API’s

- Erstatning til GeoEvent Server

# GEOINFO
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Hvad kommer i
version 12 og
derefter?

Hvad forsvinder?

® GEOINFO

ArcGIS Enterprise 11.5 prepares for 12.0

ArcGIS
Enterprise 12.0
will not include

Web AppBuilder,
Configurable Apps,
or Map Viewer

Classic. Other features
will be retired
as well.
These are
replaced by
Experience Builder,
Instant Apps,
and Map Viewer.

This includes
retirement of
ArcGIS Data Store
tile cache data store
and metadata
editor
classic.

Consider ArcGIS
Enterprise 11.5
until ready to
upgrade.

Blog for more
information.

(]
& esri ...
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Sikkerhed i ArcGIS Enterprise - Best Practice
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Sikkerhed | ArcGIS - gMSA — Group managed serviceaccount
Enterprise - Best « Brugerstyring - SAML og OpenlID

Practice - Proxy restrikstioner
- Hosted feature layer view

- Delingsrestiktioner

- Forbedret logs - Audit logs

* GEOINFO Eesri it
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Sikkerhed | ArcGIS - gMSA — Group managed serviceaccount
Enterprise - Best ' Serves
Practice

File Action View Help

| Gz HE » peanwp

. Services (Local) \é‘-é Services (Local)
Select an item to view its description.  MName - Description Status Startup Type Log On As

@Application Management Processes in.. Manual Local System
@App}{ Deployment Service (... Provides inf... Manual (Trig...  Local Systemn
:@,ArcGIS Data Store ArcGIS Data... Running  Automatic GistekgMSADT-egs
@ArcGIS Server ArcGI5 Serv...  Running  Automatic GistekgMSADT-egs
:S:!,ASP.NI:—I' State Service Provides su... Manual MNetwork Service
@Auto Time Zone Updater Automatica... Disabled Local Service

Log ind pa ArcGIS Enterprise @esri

- Brugerstyring - SAML og OpenID

ArcGIS-login ~
| & Brugernavn ~-.
| B Adgangskode ™~

[JSerg for, at jeg fortsat er logget ind

Glemt adgangskoden?

Geoinfo A/S

* GEOINFO Eesri it




Sikkerhed |1 ArcGIS
Enterprise - Best

# GEOINFO

Practice

- Proxy restriktioner

NAR VIDEN SKAL SES

Portal for ArcGIS Security Scan Report - 06/30/25

uc2025.esri.com (11.5)

Potential security items to review

Id Severity Property Tested Scan Results

PSO1 Critical Proxy restrictions The portal proxy capability is unrestricted. This should be limited to trusted web addresses. More information
Suggested "allowedProxyHosts" based on existing maps, services, and configuration settings:

droughtmonitor.unl.edu, earthquake.usgs.gov, sampleserver6.arcgisonline.com
PS14  Important Default print service The default print service distributed with your portal is currently enabled. Since the portal is already configured to use a
status print service from ArcGIS Server, it is recommended to disable the default print service. More information

PS03  Important Portal services directory  The portal services directory is accessible through a web browser. This should be disabled to reduce the chances that your
portal items, services, web maps, groups, and other resources can be browsed, found in a web search, or queried through
HTML forms. More information

PS06 Recommended Anonymous access To prevent any user from accessing the Home application without first providing credentials to the portal, it is
recommended that you configure your portal to disable anonymous access. More information

PS09 Recommended Cross-domain requests  Cross-domain (CORS) requests are unrestricted. To reduce the possibility of an unknown application accessing a shared
portal item, it is recommended to restrict cross-domain requests to applications hosted only in domains that you trust. More
information

PS17 Recommended KML service status The KML service is used by the portal to communicate with KML endpoints. If no KML endpoints will be accessed
through any web maps on the portal, it is recommended to disable this service. More information

PS16 Recommended RSS service status The RSS service 1s used by the portal to communicate with GeoRSS feeds. If no GeoRSS feeds will be accessed through

any web maps on the portal, it 1s recommended to disable this service. More information

(]
& esri ..
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Sikkerhed | ArcGIS - Hosted Feature Service Views
Enterprise - Best
Practice

Overview Visualization Settings

Open in Map Viewer v

Openin Scene Viewer

## Editthumbnail

Add a brief summary about the item. / Edit

9 Feature layer (hosted) by mortenm@GISTEK fo) in ArcGIS Desk
Penin Arc es 1Up hd

Itern created: Sep 15,2025 hem updated: Sep 15,2025 View count: 0

‘ Publish |
¥ Add to Favorites e
Description 7 & Choose the method for creating the view layer.

Add an in-depth description of the item.
[—'wk View layer
L~ Create a view of this layer

Create View Layer
Joined view layer

[_’1 Create a view by joining data from another

-QD

2. Define view (optional) ayer or table to this layer.

1. Choose layers
led. Decide what data to show.

Select the layers to be

2 Low High

Layer definitions
UC_Demo i AN

Billund

Add definitions %2
Cr

Vejle

Kalundborg

e a filtered view of your layer using attributes, by drawing

e from another layer.

by using a sk

More about view layers

T Add filter >

espjeramoN Kolding

’ HMurkebo
4] Area of interest ~

Hotorve; Odense

Hyborg

Delete area to start over

Ed5

Haderslev

Fields

& Select fields D]

OBJECTID

Faaborg- 5
Widtfyn

Aabenraa Svendborg

globalid

Name x

(]
(/s i & esri ..
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Public Submitters Vigw

& GEOINFO

@

&

4
+

>

Quérydisabled
Add only
Shared with public

&

@ ..

®

&

Vo =

Mobile Offliné View

Add only

Enable sync
Webmap offline areas
Shared with mobile

group

S

@

Parent Hosted
Féature Layer

)

+L&z
Approval View

Query enabled .
Update only
Shared with QA group

)
Ut

®

Edesri s
@
@
Q
©
K/j
View Only View

Configured with current
user keyword - New! |
Filtered by Status and
logged in user

View only |

Shared with org
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Sikkerhed | ArcGIS - Delingsrestriktioner
Enterprise - Best Security
PraCtice Policies

HTTPS

Allow access to the portal through HTTPS only. ()

Access and permissions

8

Allow anonymous access to your portal.

8

Allow members to edit biographical information and who can see their profile.

Allow users to create new built-in accounts.

N

Sharing and searching

8

Members who are not administrators can make their content, groups, and profile public. @

N

Show social media links on item and group pages.

* GEOINFO Eesri it
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Sikkerhed | ArcGIS - Feature Layer Security and Editing
Enterprise - Best :
Practice

[0 Keep track of who edited the data (editor name, date and time).

Data Source

[ Enable Sync (required for offline use and collaboration).

* Who can edit features?
Share the layer to specific groups of people, the organization or publicly via the Share |

* What kind of editing is allowed?

Disables "query"
[] Delete /

[J Update
* What features can editors see?

(O Editors can see all features

@ Editors can't see any features, even those they add

* Who can manage edits?
= You
= Administrators
= Data curators with the appropriate privileges

DUPPUILd QUTIY VVILI TTIDWUILIUC MUIINITHL [aide

Supports Coordinates Quantization: true

Child Resources: Field Groups ent Values
Supported Operations: Query Query Attachments Query Analy

Metadata Update Metadata

* GEOINFO Eesri it




Sikkerhed |1 ArcGIS
Enterprise - Best

# GEOINFO

Practice

- Forbedret log — Audit logs

Splunk report - Portal for ArcGIS 11.5 audit logs

All time v

v 132 events (before 12/10/24 10:14:45.000 AM)

20 per page ¥

i _time
> 12/10/24

10:02:00.000
AM

> 12/10/24
10:01:58.000
AM

> 12/10/24
10:01:58.000
AM

> 12/10/24
10:01:32.000
AM

> 12/10/24
10:00:43.000
AM

> 12/10/24
10:00:43.000
AM

> 12/10/24
10:00:22.000

event ¢

ITEM_METADATA

UPDATE_ITEM

ADD_ITEM

LOGIN

UPDATE_USER

UPDATE_USER

LOGIN

actor =

CharlieBrown

CharlieBrown

CharlieBrown

CharlieBrown

portaladmin

portaladmin

portaladmin

resource

/portal/sharing/rest/content/users/CharlieBrown/items/caa5e1d3258448d591a013b4c12d495a

Iportal/sharing/rest/content/users/CharlieBrown/additem

Iportal/sharing/rest/content/users/CharlieBrown/additem

Iportal/sharing/oauth2/signin

/portal/sharing/rest/portals/self/updateUserRole

/portal/sharing/rest/portals/self/updateUserLicenseType

Iportal/sharing/oauth2/signin

NAR VIDEN SKAL SES

Edit v More Info » Add to Dashboard v

N
w
»
o
)
~
2
(]

%
v

message +

Retrieving data for 'USA'

Added item "USA' to the portal.

User : CharlieBrown last login Tue Dec 10 10:00:06 PST 2024

Role for user CharlieBrown has been changed from 'Data

Editor' to 'Publisher’

User : portaladmin last login Tue Dec 10 09:56:23 PST 2024

& esri

" Official
Distributor
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