
1. Full Name Basic identity information To personalize service and verify identity
Collect only if necessary—minimize data
collection where possible. Store in encrypted databases; restrict access by role.

2. Email Address Used for communication, marketing, logins For order confirmation, newsletters, login
Use only with clear consent. Avoid spammy
practices.

Encrypt at rest and in transit; use multi-factor
authentication (MFA) for access.

3. Phone Number Used for support, authentication, marketing For shipping updates, customer support
Offer alternatives (email-only) to respect privacy
preferences.

Avoid storing in plain text; mask in user interfaces when not
needed.

4. Mailing/Billing Address Necessary for shipping, invoices, or verification For deliveries or invoicing
Use secure, paperless systems to reduce
footprint and risk.

Use secure CRM or eCommerce platforms with built-in
security features.

5. Payment Information Credit card numbers, bank details To complete transactions
Never store raw card data. Use trusted payment
platforms (e.g., Stripe).

Never store raw credit card data; use PCI-compliant
third-party processors like Stripe or PayPal.

6. Purchase History Records of customer transactions To offer relevant products, rewards, or receipts
Avoid over-targeting. Use to reduce waste (e.g.,
smarter restocking).

Store in CRM or POS system with access control and regular
audits.

7. Login Credentials Usernames, hashed passwords For accounts or memberships
Use secure password policies and explain data
protections clearly.

Store passwords using strong hashing algorithms (e.g.,
bcrypt); never store plain-text passwords.

8. IP Address & Device Info Tracks access, fraud detection, analytics For fraud prevention or analytics
Anonymize wherever possible. Be transparent in
your privacy policy.

Anonymize or pseudonymize when possible; secure
analytics platforms.

9. Customer Preferences Communication choices, product interests To tailor offerings, support ethical marketing
Let customers opt in. Don't profile beyond what's
needed.

Use secure, consent-based marketing platforms (e.g.,
Mailchimp, Klaviyo).

10. Support/Chat Records Help tickets, inquiries, feedback To improve service, solve problems
Only retain what’s essential. Regularly review
and delete old logs.

Secure ticketing systems with encryption and clear data
retention policies.

Minimize Data Collection
Only collect data you truly need.
Less data = less risk and energy use.

Use Encryption
Ensure data is encrypted both at rest and in
transit.

Work with Ethical Platforms
Use tools that are GDPR/CCPA compliant and
committed to ethical data use.

Enable Two-Factor Authentication
Add 2FA to all business platforms and admin
access points.

Restrict Access
Give access to customer data only to those who
need it.

Maintain Transparency
Explain clearly how and why data is collected in
your Privacy Policy.

Allow Easy Opt-Out
Let customers manage or delete their data with
ease.

Back Up Responsibly
Use encrypted, cloud-based backups powered by
renewable energy where possible.

Update Regularly
Keep your systems and software patched and
secure.

Educate Your Team
Make data ethics and privacy part of your
business culture.

As a sustainable business, your customer relationships are built on trust. That means protecting personal data is not just a legal obligation, it can be built into
your ethical commitment to do no harm. This can matter in a green business because trust is typically an integral part of the brand:

- Responsible data practices show customers you care about them and the planet.
- Data storage uses energy: Less data means lower digital footprints.
- Privacy is a right: Ethical data handling aligns with core values of sustainability like care, transparency, and accountability.
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