List of ISO/IEC 27000 Family Standards

The ISO/IEC 27000 family of standards, developed by the International Organization for
Standardization (ISO) and the International Electrotechnical Commission (IEC), is a
comprehensive set of standards for establishing, implementing, maintaining, and improving an
Information Security Management System (ISMS) and related cybersecurity practices. The
series addresses various aspects of information security, including risk management, controls,
privacy, cloud security, and sector-specific applications. Below is a list of key standards in the
ISO/IEC 27000 family, focusing on the most prominent and widely used standards as of October
2025, based on the latest available information.

List of ISO/IEC 27000 Family Standards

The ISO 27000 series includes over 50 standards, with some being core, widely adopted
standards and others providing specialized guidance. Below is a curated list of the most
significant standards, grouped by their primary focus:

Core Standards

1. ISO/IEC 27000:2018 — Information Security Management Systems — Overview and
Vocabulary

o Provides an introduction to the ISO 27000 family, defining key terms and
concepts used across the series.

o Describes the purpose and structure of an ISMS.
2. ISO/IEC 27001:2022 — Information Security Management Systems — Requirements

o The certifiable standard specifying requirements for establishing, implementing,
maintaining, and improving an ISMS.

o Includes 93 controls in Annex A (aligned with ISO 27002:2022) across
organizational, people, physical, and technological domains.

o Basis for third-party audits and certification.
3. ISO/IEC 27002:2022 — Information Security Controls

o Provides detailed guidelines for implementing the 93 controls listed in ISO
27001’s Annex A.

o Covers controls like access management, encryption, incident response, and
supplier relationships.

Risk Management



4. 1SO/IEC 27005:2022 — Information Security Risk Management

o Provides guidance on identifying, assessing, and treating information security
risks within an ISMS.

o Aligns with ISO 31000 (general risk management).
Implementation and Operation
5. ISO/IEC 27003:2017 — Information Security Management Systems — Guidance

o Offers practical advice for implementing an ISMS per ISO 27001, covering scope,
risk assessment, and control selection.

6. ISO/IEC 27004:2016 — Information Security Management — Monitoring, Measurement,
Analysis, and Evaluation

o Provides guidelines for assessing and measuring the effectiveness of an ISMS,
including metrics and audits.

7. I1SO/IEC 27007:2020 — Guidelines for Information Security Management Systems
Auditing

o Details procedures for conducting internal and external ISMS audits to ensure ISO
27001 compliance.

8. ISO/IEC 27008:2019 — Guidelines for the Assessment of Information Security Controls

o Provides guidance for assessing the effectiveness of implemented controls,
complementing audits.

Sector-Specific Standards

9. ISO/IEC 27010:2015 — Information Security Management for Inter-Sector and Inter-
Organizational Communications

o Focuses on securing information sharing between organizations, especially in
critical infrastructure.

10. ISO/IEC 27011:2016 — Information Security Management Guidelines for
Telecommunications Organizations

o Tailors ISO 27001/27002 for telecom providers.

11. ISO/IEC 27019:2017 — Information Security Management Guidelines for Process Control
Systems in the Energy Utility Industry



o Adapts ISO 27001/27002 for energy sector process control systems.
Cloud and Technology-Specific Standards

12.1SO/IEC 27017:2015 — Code of Practice for Information Security Controls for Cloud
Services

o Provides cloud-specific security controls, extending ISO 27002 for cloud providers
and users.

13. ISO/IEC 27018:2019 — Code of Practice for Protection of Personally Identifiable
Information (Pll) in Public Clouds

o Focuses on protecting Pll in cloud environments, aligning with privacy regulations
like GDPR.

14.1SO/IEC 27036 (Parts 1-4) — Information Security for Supplier Relationships
o Part 1: Overview and concepts (2014).

Part 2: Requirements (2014).

o

o Part 3: Guidelines for ICT supply chain security (2013).

o Part 4: Guidelines for security of cloud services (2016).

o Addresses supply chain and third-party security risks.
Privacy and Data Protection

15. ISO/IEC 27701:2019 — Security Techniques — Extension to ISO/IEC 27001 and ISO/IEC
27002 for Privacy Information Management

o ExtendsISO 27001 to include a Privacy Information Management System
(PIMS), aligning with GDPR and CCPA.

Incident Response and Resilience
16. ISO/IEC 27035 (Parts 1-3) — Information Security Incident Management
o Part 1: Principles (2020).
o Part 2: Guidelines to plan and prepare (2016).
o Part 3: Guidelines for incident response operations (2020).
o Provides a structured approach to managing security incidents.

17.1SO/IEC 27031:2011 — Guidelines for ICT Readiness for Business Continuity



o Focuses on ensuring ICT systems support business continuity and disaster
recovery.

Other Notable Standards

18. ISO/IEC 27006:2024 — Requirements for Bodies Providing Audit and Certification of ISMS
(Note: The 2024 version may not be officially released; verify with ISO for confirmation.)

o Specifies requirements for certification bodies conducting ISO 27001 audits.

19. ISO/IEC 27009:2020 — Application of ISO/IEC 27001 Requirements in Sector-Specific
Contexts

o Guides organizations on tailoring ISO 27001 for specific industries.

20. I1SO/IEC 27013:2021 — Guidance on the Integrated Implementation of ISO/IEC 27001 and
ISO/IEC 20000-1

o Supports integration of ISMS with IT service management.
21.1SO/IEC 27014:2020 — Information Security Governance

o Provides guidance on establishing governance frameworks for information
security.

22.1SO/IEC 27033 (Parts 1-6) — Network Security

o Multi-part standard covering network security principles, design, and
implementation.

23.1SO/IEC 27039:2015 — Selection, Deployment, and Operations of Intrusion Detection and
Prevention Systems (IDPS)

o Guides implementation of IDPS to enhance network security.
24.1SO/IEC 27040:2015 — Storage Security

o Provides guidelines for securing data storage systems.
25. ISO/IEC 27043:2015 — Incident Investigation Principles and Processes

o Details processes for digital forensics and incident investigations.

Note: The ISO 27000 family includes additional standards (e.g., ISO 27023 for mappings, ISO
27038 for digital redaction), but the above are the most commonly referenced. New standards
or revisions may emerge post-October 2025, particularly for Al and loT security.

Who Is Affected



e Organizations: Businesses, governments, and non-profits across sectors (e.g., tech,
healthcare, finance) adopting ISO 27001 certification or using other standards for
cybersecurity.

o Employees: IT, security, and compliance teams implementing ISMS and controls; all staff
require training.

o Third Parties: Vendors and suppliers handling sensitive data must align with controls
(e.g., 1SO 27036, 27017).

e Clients and Partners: Customers requiring ISO 27001 certification for trust or regulatory
alignment (e.g., GDPR, HIPAA).

¢ Impact of Non-Adoption: No direct penalties, but failure to certify (via ISO 27001) may
lead to lost contracts, reputational damage, or regulatory fines (e.g., GDPR’s €20M/4%
turnover).

Informational Resources

e 1SO Official Website: iso.org/isoiec-27001-information-security.html (overview, purchase
standards, FAQs).

e ISO/IEC 27000:2018: iso.org/standard/73906.html (free preview, paid full text).
e ISO/IEC 27001:2022: iso.org/standard/27001 (certifiable standard, paid).
e ISO/IEC 27002:2022: iso.org/standard/27002 (control guidelines, paid).
e Training and Tools:
o ISO Training Partners: iso.org/training (accredited providers).

o ISACA I1SO 27001 Training: isaca.org/training-and-events/iso-27001 (paid
certifications, e.g., CISM).

o Advisera 27001 Toolkit: advisera.com/27001academy (free templates, paid ISMS
software).

o BSI Training: bsigroup.com/en-US/1SO-27001/training (paid courses, toolkits).
¢ Industry Resources:

o “ISO 27000 Series Guide” (free PDFs from vendors like Secureframe, Vanta).

o IT Governance: itgovernanceusa.com/iso-27001 (checklists, toolkits).

o Cloud Security Alliance: cloudsecurityalliance.org (1ISO 27017/27018 resources).



e Community Support:
o ISACA Cybersecurity Community: isaca.org/connect (ISO 27000 forums, events).

o 1SO Community: iso.org/communities (discussion groups, webinars).



