
HIPAA Overview 

Summary 

The Health Insurance Portability and Accountability Act (HIPAA), enacted in 1996 (Pub. L. 104-
191), is a U.S. federal law designed to protect the privacy and security of individuals’ protected 
health information (PHI) while ensuring the portability of health insurance. Administered by the 
U.S. Department of Health and Human Services (HHS) Office for Civil Rights (OCR), HIPAA 
establishes national standards for healthcare entities to safeguard PHI, which includes any 
individually identifiable health information (e.g., medical records, diagnoses, billing data). Key 
regulations include the Privacy Rule, Security Rule, Breach Notification Rule, and Enforcement 
Rule. The HITECH Act (2009) strengthened HIPAA with stricter enforcement and breach 
reporting. Non-compliance can result in civil fines (up to $1.9 million per violation annually, 
adjusted 2025) and criminal penalties (up to 7 years imprisonment). As of October 2025, HIPAA 
emphasizes cybersecurity, cloud compliance, and telehealth data protection. (Note: This is the 
maximum annual cap per violation type, not per individual violation. Actual fines per violation 
range from $127 to $63,973 as of 2025.) 

Key Requirements 

HIPAA’s regulations set standards for protecting PHI across privacy, security, and breach 

response. Key requirements include: 

1. Privacy Rule (45 CFR Part 160, 164 Subparts A, E):  

o PHI Protection: Limit use and disclosure of PHI to the minimum necessary for 

treatment, payment, or healthcare operations (TPO) unless authorized by the 

individual. 

o Individual Rights:  

▪ Right to access and obtain copies of PHI (within 30 days). 

▪ Right to request amendments, restrictions, or confidential 

communications. 

▪ Right to an accounting of disclosures. 

o Notice of Privacy Practices (NPP): Provide a clear, written notice to patients 

explaining PHI use and rights, updated as needed. 

o Business Associate Agreements (BAAs): Require contracts with third parties 

(e.g., IT vendors) handling PHI to ensure HIPAA compliance. 

o Consent/Authorization: Obtain written authorization for non-TPO disclosures 

(e.g., marketing), except where permitted (e.g., public health reporting). 

2. Security Rule (45 CFR Part 164 Subpart C):  

o Safeguards: Implement administrative, technical, and physical safeguards for 

electronic PHI (e-PHI):  

▪ Administrative: Risk assessments, security policies, employee training, 

incident response plans. 

▪ Technical: Encryption (e.g., AES-256, TLS 1.2+), access controls, MFA, 

audit logs. 



▪ Physical: Secure facilities (e.g., locks, surveillance) for systems storing e-

PHI. 

o Risk Management: Conduct regular risk analyses and address vulnerabilities. 

o Vendor Oversight: Ensure business associates comply with Security Rule via 

BAAs. 

3. Breach Notification Rule (45 CFR Part 164 Subpart D):  

o Definition: A breach is an unauthorized acquisition, access, use, or disclosure of 

PHI compromising its security or privacy. 

o Notification:  

▪ Notify affected individuals within 60 days of breach discovery. 

▪ Notify HHS OCR (immediately for breaches affecting 500+ individuals; 

annually for smaller breaches). 

▪ Notify media for breaches affecting 500+ individuals in a state. 

o Documentation: Maintain breach logs and risk assessments to determine 

notification needs. 

4. Enforcement Rule (45 CFR Part 160 Subparts C, D, E):  

o Establishes procedures for OCR investigations, complaints, and penalties. 

o Civil penalties range from $127 to $1.9 million per violation type annually (2025 
adjusted). (Note: This is the maximum annual cap per violation type, not per 
individual violation. Actual fines per violation range from $127 to $63,973 as of 
2025.) 

o Criminal penalties for willful violations (up to $250,000 and 7 years 

imprisonment). 

Compliance Process: 

• Conduct annual risk assessments and update security policies. 

• Maintain BAAs with vendors and train staff regularly. 

• Document compliance efforts (e.g., NPPs, breach logs). 

• Undergo OCR audits or investigations triggered by complaints or breaches. 

2025 Context: Recent OCR guidance emphasizes telehealth privacy, cloud security, and 

ransomware protection, with proposed Privacy Rule updates (2024 NPRM) to strengthen patient 

rights and data sharing for care coordination. 

Who Is Affected 

• Covered Entities:  

o Healthcare providers (e.g., hospitals, doctors, clinics) transmitting PHI in 

electronic transactions (e.g., billing). 

o Health plans (e.g., insurers, HMOs, Medicare/Medicaid). 

o Healthcare clearinghouses (e.g., billing services converting data formats). 

• Business Associates:  

o Third parties handling PHI on behalf of covered entities (e.g., cloud providers, IT 

vendors, billing companies). 

o Subcontractors of business associates are also subject to HIPAA. 



• Individuals/Patients:  

o Individuals whose PHI (e.g., medical records, insurance data) is protected have 

rights to access and control their data. 

• Employees:  

o Staff handling PHI (e.g., doctors, IT personnel, billing clerks) must follow 

HIPAA protocols and receive training. 

• Regulators:  

o HHS OCR enforces HIPAA via audits, complaints, and penalties. 

o DOJ handles criminal prosecutions for willful violations. 

• Impact of Non-Compliance:  

o Civil fines ($127–$1.9M per violation type annually). 

o Criminal penalties (fines up to $250,000, imprisonment up to 7 years). 

o Reputational damage, lawsuits, and loss of patient trust. 

Informational Resources 

• HHS OCR HIPAA Website: hhs.gov/hipaa (official regulations, FAQs, compliance 

guidance). 

• HIPAA Privacy Rule: hhs.gov/hipaa/for-professionals/privacy (full text, NPP 

templates). 

• HIPAA Security Rule: hhs.gov/hipaa/for-professionals/security (guidance, risk 

assessment tools). 

• Breach Notification Portal: ocrportal.hhs.gov/ocr/breach/breach_form (report breaches 

to OCR). 

• Training and Tools:  

o HHS OCR Training Materials: hhs.gov/hipaa/for-professionals/training (free 

webinars, fact sheets). 

o NIST HIPAA Security Rule Toolkit: csrc.nist.gov/projects/security-content-

automation-protocol/hipaa (free risk assessment tool). 

o SANS HIPAA Compliance Courses: sans.org (paid training for Security Rule). 

o HIPAA Journal Training: hipaajournal.com/hipaa-training (free/paid resources). 

• Industry Resources:  

o “HIPAA Compliance Guide” (free PDFs from vendors like Compliancy Group, 

HIPAA One). 

o AHIMA HIPAA Resources: ahima.org (privacy/security templates for healthcare 

providers). 

o Healthcare Information and Management Systems Society (HIMSS): himss.org 

(cybersecurity guides). 

• Community Support:  

o OCR HIPAA Listserv: hhs.gov/hipaa/for-professionals/list-serve (updates, Q&A). 

o Healthcare Compliance Association (HCCA): hcca-info.org (HIPAA forums, 

events). 

 


