GLBA (Gramm-Leach-Bliley Act) Overview

Summary

The Gramm-Leach-Bliley Act (GLBA), enacted in 1999 (Pub. L. 106-102), is a U.S. federal law that
requires financial institutions to protect the privacy and security of consumers’ nonpublic
personal information (NPI), such as names, addresses, Social Security numbers, financial
account details, and transaction histories. Administered by agencies like the Federal Trade
Commission (FTC), Federal Reserve, and Consumer Financial Protection Bureau (CFPB), GLBA
aims to ensure consumer trust in financial services through three main rules: the Financial
Privacy Rule, Safeguards Rule, and Pretexting Provisions. It applies to a broad range of financial
institutions, including those not traditionally considered “financial” (e.g., tax preparers, debt
collectors). Non-compliance can result in FTC fines (up to $46,517 per violation), lawsuits, and
reputational damage. Recent updates (e.g., 2021 Safeguards Rule amendments, effective 2023)
emphasize stronger cybersecurity measures like encryption and multi-factor authentication
(MFA). (Note: This amount is adjusted annually for inflation by the FTC.)

Key Requirements

GLBA’s requirements are organized under three core components, focusing on privacy notices,
data security, and fraud prevention:

1. Financial Privacy Rule:

o Privacy Notices: Financial institutions must provide clear, conspicuous privacy
notices to customers at the start of a relationship and annually thereafter,
explaining how NPI is collected, shared, and protected, and offering opt-out rights
for sharing with non-affiliated third parties.

o Opt-Out Rights: Consumers can opt out of NPI sharing with non-affiliated third
parties (e.g., via a toll-free number or online form), though sharing with affiliates
or for operational purposes (e.g., payment processing) is exempt.

o Exceptions: Sharing is allowed for legal compliance, fraud prevention, or with
consumer consent.

2. Safeguards Rule (Updated 2021, effective June 2023):

o Security Program: Implement a written information security program to protect
NPI, tailored to the institution’s size and complexity.

o Key Controls:

= Designate a qualified individual (e.g., CISO) to oversee security.

= Conduct risk assessments to identify threats to NPI.

» Implement safeguards like encryption (at rest and in transit), MFA, access
controls, and secure system configurations.

= Regularly test/monitor safeguards (e.g., penetration testing, vulnerability
scans).

= Train employees on security practices and oversee third-party vendors.

= Maintain an incident response plan and report significant breaches to the
FTC (within 30 days for incidents affecting 500+ consumers, per 2023
amendment).



o Documentation: Keep records of risk assessments, testing, and incident
responses.
3. Pretexting Provisions:
o Prohibit obtaining NPI through false pretenses (e.g., impersonating a customer to
access account details).
o Require policies to detect and prevent pretexting (e.g., employee training, identity
verification protocols).

Compliance Process:

e Annual privacy notices and ongoing security program updates.

o Regular audits or self-assessments for Safeguards Rule compliance.

e FTC or state regulator oversight; no mandatory external audits but subject to
investigations.

Who Is Affected

o Financial Institutions:

o Broadly defined under GLBA to include banks, credit unions, insurance
companies, investment firms, mortgage brokers, tax preparers, debt collectors,
check cashers, payday lenders, and any entity significantly engaged in financial
activities (e.g., scholarship platforms processing financial aid).

o Includes non-traditional entities like retailers offering credit or colleges handling
student loans.

e Consumers:

o Individuals (not businesses) whose NP1 is collected for personal, family, or
household purposes (e.g., customers opening bank accounts, students applying for
loans).

+ Employees and Vendors:

o Staff handling NPI must follow security protocols.

o Third-party service providers (e.g., cloud providers, payment processors) must
comply with Safeguards Rule via contracts.

¢ Regulators:

o FTC (primary for non-banking institutions), CFPB, Federal Reserve, FDIC, OCC,

and state agencies enforce compliance.
o Impact of Non-Compliance:

o FTC civil penalties (up to $46,517 per violation, adjusted annually). (Note: This
amount is adjusted annually for inflation by the FTC.)

State AG lawsuits under unfair/deceptive practices laws.
Consumer lawsuits for damages (e.g., identity theft losses).
Reputational damage and loss of customer trust.

Relevance to Scholarships: If your scholarship program processes NPI (e.g., Social Security
numbers, bank details for disbursements), you’re considered a financial institution under GLBA.
You must issue privacy notices, secure data, and comply with opt-out rules, especially if
partnering with schools or financial entities.



Informational Resources

e FTC GLBA Resources: ftc.gov/business-guidance/privacy-security/gramm-leach-bliley-
act (official guidance, FAQs, compliance checklists).
o CFPB GLBA Overview: consumerfinance.gov/rules-policy/regulations/1016
(Regulation P for Privacy Rule details).
e FTC Safeguards Rule Guide: ftc.gov/business-guidance/resources/financial-
institutions-safeguards-rule-what-you-need-know (2023 updates, sample security plans).
e Training and Tools:
o FTC’s “Protecting Personal Information: A Guide for Business” (free PDF,
ftc.gov).
o SANS Institute GLBA training (sans.org) for cybersecurity compliance.
o Compliance templates from NAFCU (nafcu.org) or ABA (aba.com) for privacy
notices and risk assessments.
¢ Industry Resources:
o “GLBA Compliance for Dummies” (free e-book via vendors like OneTrust or
Varonis).
o Wolters Kluwer GLBA Toolkit: wolterskluwer.com (checklists, vendor
management guides).
e Community Support:
o FFIEC (ffiec.gov) for interagency guidance on financial institution compliance.
o Privacy Rights Clearinghouse (privacyrights.org) for consumer-focused GLBA
advice.



