
GDPR Overview 

Summary 

The General Data Protection Regulation (GDPR) is a comprehensive data protection law 

enacted by the European Union (EU) on May 25, 2018 (Regulation (EU) 2016/679). It 

establishes strict requirements for the processing of personal data of individuals in the EU and 

European Economic Area (EEA), aiming to enhance privacy rights, ensure transparency, and 

protect against data misuse. Administered by national Data Protection Authorities (DPAs) and 

overseen by the European Data Protection Board (EDPB), GDPR applies globally to any 

organization processing EU/EEA residents’ personal data, regardless of location. It covers all 

types of personal data (e.g., names, emails, IP addresses, biometrics). Non-compliance can lead 

to hefty fines (up to €20 million or 4% of annual global turnover, whichever is higher), lawsuits, 

and reputational damage. As of October 2025, GDPR enforcement focuses on cross-border data 

transfers, AI-driven processing, and cookie consent compliance. 

Key Requirements 

GDPR outlines principles and obligations for lawful, transparent, and secure data processing. 

Key requirements include: 

1. Lawful Basis for Processing:  

o Process personal data only with a lawful basis (e.g., consent, contract, legal 

obligation, legitimate interest). 

o Obtain explicit, informed consent for sensitive data (e.g., health, biometrics) or 

automated decision-making. 

2. Data Subject Rights:  

o Right to Access: Individuals can request access to their data and details on how 

it’s processed. 

o Right to Rectification: Correct inaccurate or incomplete data. 

o Right to Erasure (“Right to be Forgotten”): Delete data when no longer 

necessary or consent is withdrawn, subject to exceptions. 

o Right to Data Portability: Receive data in a machine-readable format for 

transfer to another controller. 

o Right to Restrict Processing: Limit data use in certain cases (e.g., disputes over 

accuracy). 

o Right to Object: Object to processing for direct marketing or legitimate interests. 

o Right Against Automated Decisions: Avoid decisions based solely on 

automated processing (e.g., profiling) causing significant impact. 

3. Transparency and Accountability:  

o Provide clear privacy notices at the point of data collection, detailing purposes, 

recipients, and retention periods. 

o Maintain records of processing activities (RoPA) for accountability. 

o Appoint a Data Protection Officer (DPO) for organizations with large-scale or 

sensitive data processing. 

4. Data Security:  



o Implement technical and organizational measures (e.g., encryption, 

pseudonymization, access controls, MFA) to protect data. 

o Conduct regular risk assessments and security audits. 

5. Data Breach Notification:  

o Notify DPAs within 72 hours of discovering a breach likely to risk individuals’ 

rights. 

o Inform affected individuals without undue delay if the breach poses high risk. 

6. Cross-Border Data Transfers:  

o Ensure data transfers outside the EU/EEA meet safeguards (e.g., Standard 

Contractual Clauses (SCCs), Binding Corporate Rules (BCRs), or adequacy 

decisions like EU-U.S. Data Privacy Framework, updated 2023). 

o Assess third-country data protection risks (per Schrems II ruling). 

7. Data Protection by Design and Default:  

o Integrate privacy into system design (e.g., minimize data collection, default to 

privacy-friendly settings). 

o Conduct Data Protection Impact Assessments (DPIAs) for high-risk processing 

(e.g., AI, biometrics). 

Compliance Process: 

• Map data flows and maintain RoPA. 

• Respond to data subject requests within 30 days (extendable to 90 days). 

• Conduct DPIAs for high-risk activities and regular security audits. 

• Enter contracts with processors ensuring GDPR compliance. 

• Face DPA audits or investigations based on complaints or violations. 

2025 Context: Recent EDPB guidelines focus on AI compliance, cookie banners (no “implied 
consent”), and stricter enforcement of data transfers post-Schrems II. (Clarification: This applies 
specifically to non-essential cookies; essential cookies may not require consent.) 

Who Is Affected 

• Organizations (Controllers and Processors):  

o Any entity processing personal data of EU/EEA residents, regardless of location, 

if offering goods/services to or monitoring behavior in the EU/EEA (e.g., tech 

companies, retailers, employers). 

o Includes businesses, non-profits, and public entities (with exemptions for small-

scale personal use). 

• Data Subjects:  

o EU/EEA residents whose personal data is processed (e.g., customers, employees, 

website users). 

• Employees and Vendors:  

o Staff handling data must follow GDPR policies and training. 

o Third-party processors (e.g., cloud providers, marketing firms) must comply via 

contracts. 

• Regulators:  



o National DPAs (e.g., CNIL in France, ICO in UK) and EDPB enforce GDPR. 

• Impact of Non-Compliance:  

o Fines up to €20M or 4% of annual global turnover (whichever is higher). 

o Consumer lawsuits for damages (material or non-material, e.g., distress). 

o Reputational damage and loss of customer trust. 

Informational Resources 

• EDPB Website: edpb.europa.eu (guidelines, FAQs, DPA contacts). 

• EU GDPR Portal: eur-lex.europa.eu/eli/reg/2016/679/oj (full text, free access). 

• ICO (UK DPA): ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-

general-data-protection-regulation-gdpr (practical guides, post-Brexit UK GDPR). 

• Training and Tools:  

o EDPB Training Resources: edpb.europa.eu/our-work-tools/training (free 

webinars, toolkits). 

o IAPP GDPR Training: iapp.org (paid certifications, e.g., CIPP/E). 

o OneTrust GDPR Compliance Tools: onetrust.com (free templates, paid software 

for RoPA, DPIAs). 

• Industry Resources:  

o “GDPR Compliance Guide” (free PDFs from vendors like TrustArc, DataGuard). 

o Future of Privacy Forum: fpf.org (GDPR/CCPA comparisons, best practices). 

o GDPR.eu: gdpr.eu (checklists, privacy policy templates). 

• Community Support:  

o IAPP Privacy Community: iapp.org/connect (GDPR forums, events). 

o Privacy Professionals LinkedIn Groups: linkedin.com (peer discussions). 

 


