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Executive Summary 
 

As the United States faces a veritable “feeding frenzy” of ransomware 
crime, the insurance sector risks contributing to the problem by 
subsidizing and encouraging ransomware crime by allowing victims to 
pass ransom costs on to insurance carriers. This paper outlines how this 
has been occurring, with the effect that spiraling costs associated with 
such crime have driven huge premium increases for cyber insurance 
policyholders and are leaving portions of the insurance sector “teetering 
on the edge of profitability.” To help meet this challenge and bring the 
ransomware epidemic under control, changes are clearly needed.  
 
The adoption of a new model of sector-wide cybersecurity risk 
assessment and mitigation could contribute to this goal, but especially 
while we still await successful adaptation by the insurance sector, various 
public policy interventions also deserve evaluation. The following pages 
outline several such possibilities: banning insurance coverage for ransom 
payments; strengthening and better tailoring the cybersecurity reviews 
required for insurance coverage; increased government use of “primary” 
sanctions against ransomware threat actors coupled with “secondary” 
ones against those who pay ransoms to them; broader government 
regulation of the cyber insurance market; and the development of 
improved data-sharing within the industry and with government 
stakeholders. As an initial step, in advance of broad agreement upon one 
or more of those approaches, this paper advocates the development of a 
new public-private partnership (PPP) framework to facilitate the 
aggregation and analysis of cybercrime incident, threat activity, and 
ransom payment-related data in support of risk mitigation, improved 
actuarial management, law enforcement, and other shared objectives in 
the fight against cybercrime. 

 
 

I. Introduction 
 
The United States—and indeed the whole of the developed Western world—faces a 
veritable “feeding frenzy” of ransomware crime.1 There are many aspects to this 
problem, but they include not merely the impact that such crime is having upon the 
cyber insurance industry, but also the ways in which the availability of insurance 
reimbursement for cyber ransom payments (typically in bitcoin or other cryptocurrency) 
may be fueling the ransomware epidemic by making it “easy for ransomware victims to 

 
1  Brian Fung & Zachary Cohen, “DOJ signals plans to coordinate anti-ransomware efforts with the same protocols as it does for 

terrorism,” CNN (June 3, 2021) (quoting Brett Callow of the cybersecurity firm Emsisoft), available at 
https://www.cnn.com/2021/06/03/politics/doj-ransomware/index.html. According to the U.S. Department of Homeland Security, 
about $350 million in ransom was paid to cybercriminals in 2020, more than a 300 percent increase from 2019. Federal 
Insurance Office, Annual Report on the Insurance Industry, U.S. Department of the Treasury (September 2021), at 77. 
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pay off criminals using other people’s money.”2 This paper explores these insurance-
related challenges, and assesses various proposals that have been suggested to help 
bring things back under control. 
 
 

II. The Cyber Insurance Context 
 
This insurance arena is in some respects particularly challenging from a U.S. national 
policy perspective because insurance regulation is traditionally considered the 
prerogative of individual states, not the federal government—a position made explicit by 
the McCarran-Ferguson Act of 1945.3 As a result, most insurance regulation is done by 
states, which require insurers and insurance-related businesses to be licensed before 
being permitted to sell insurance goods and services. The specific requirements 
imposed upon insurers vary from state to state, creating a complex regulatory 
environment for insurers that operate in more than one jurisdiction.4 
 
The McCarran-Ferguson Act did not prohibit federal insurance regulation. Though it 
provided generally that “[n]o Act of Congress shall be construed to invalidate, impair, or 
supersede any law enacted by any State for the purpose of regulating the business of 
insurance,” it allowed an exception to this rule for cases in which “such Act [of 
Congress] specifically relates to the business of insurance.”5 Congress, therefore, can 
regulate insurance to the degree that its enactments do so clearly and directly, and 
indeed federal authorities have sometimes reached into the insurance market in various 
ways,6 even while leaving most insurance regulation to the states. 
 
Insurance coverage specifically for cyber-related risks dates from at least 1999, when 
Lloyd’s of London reportedly offered its first cyber liability policy.7 In subsequent years, 
so-called “affirmative” cyber policies—that is, those that expressly cover cyber risk, 
rather than being deemed to cover it impliedly as part of a more general policy, which is 
known as “silent cyber” coverage8—emerged as being a very profitable line of business 

 
2  Christopher Ford & Charles Clancy, “Breaking the Ransomware Cycle: U.S. National Policy Options,” MITRE Corporation (July 

13, 2021), available at https://www.mitre.org/sites/default/files/publications/pr-21-2052-breaking-the-ransomware-cycle-u.s.-
national-policy-options.pdf.  

3  Act of March 9, 1945, Chapter 20, 59 Stat. 33, presently codified at 15 U.S.C. §§ 1011 et seq. This act declared that “the 
continued regulation and taxation by the several States of the business of insurance is in the public interest, and that silence on 
the part of the Congress shall not be construed to impose any barrier to the regulation or taxation of such business by the 
several States,” and provided that “[t]he business of insurance, and every person engaged therein, shall be subject to the law 
of the several States which relate to the regulation of taxation of such business.” Id. at §§ 1011 & 1012(a). 

4  See, e.g., Professional Insurance Marketing Association (PiMA), “An Overview of the Regulatory Framework of Insurance,” 
(undated), available at https://www.pimainsights.org/blogs/michael-baccelli1/2020/06/25/overview-of-the-regulatory-framework-
of-insurance; see also, generally, National Association of Insurance Commissioners, “State Insurance Regulation: History, 
Purpose, and Structure,” (undated), available at https://www.naic.org/documents/consumer_state_reg_brief.pdf. 

5  15 U.S.C. § 1012(b). 
6  See, e.g., Public Law 106-102 (November 12, 1999) (a.k.a. Graham-Leach-Bliley Act) (facilitating affiliations among banks, 

securities firms, and insurance companies); Public Law 111-203 (July 21, 2010) (a.k.a. Dodd-Frank Wall Street Reform and 
Consumer Protection Act) (increasing regulation of financial services industry); Public Law 111-148 (March 23, 201) (a.k.a. 
Patient Protection and Affordable Care Act) (comprehensive reform of health insurance).  

7  Renee Dudley, “The Extortion Economy: How Insurance Companies Are Fueling a Rise in Ransomware Attacks,” ProPublica 
(August 27, 2019), available at https://www.propublica.org/article/the-extortion-economy-how-insurance-companies-are-fueling-
a-rise-in-ransomware-attacks.  

8  See GAO, “Cyber Insurance: Insurers and Policyholders Face Challenges in an Evolving Market,” GAO-21-477 (May 2021), at 
14, available at https://www.gao.gov/assets/720/714429.pdf. Cyber insurance can be provided as one component of a broader 
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for insurers.9 (In 2020, some 780 insurers in the United States provided cyber coverage, 
though this market was relatively concentrated, with the top 10 cyber writers having a 
market share of approximately 63 percent, and the top 25 holding nearly 85 percent.10) 
 
Cyber insurance directly affects the ransomware problem because cyber insurance 
policies commonly cover the cost of paying ransoms. As the ransomware epidemic has 
grown, some companies wishing to have insurance for such challenges have tried to 
use existing kidnapping and ransom (“K&R”) policies to this end as a “quick fix,” but 
K&R policies are generally designed to protect companies in the event of the personal 
physical seizure of corporate executives and “tend to be less suitable for [the data 
seizures of] ransomware than cyber policies and payouts tend to be lower.”11 
Accordingly, the trend—both in general for covering the range of cyber risks and more 
specifically as ransomware victims have attempted to cover the cost of paying such 
ransoms—has been toward more cyber-specific coverage, either as an express cyber-
related endorsement on existing K&R coverage or as part of a freestanding cyber 
insurance policy.12 
 
Cyber insurance policies that cover ransom payments are apparently quite common. 
According to one recent study by the Organization for Economic Cooperation and 
Development (OECD), “[i]n almost all countries, the vast majority of cyber insurance 
policies (if not all) offer some coverage for expenses resulting from cyber extortion.”13 
Although that assessment includes coverage of expenses beyond simply the payment 
of ransom (e.g., those incurred in investigating an incident, business interruption, and 
software or hardware restoration during recovery), another analysis of more than 100 
insurance policies from three major U.S. jurisdictions indicated that “approximately a 
third did include coverage for extortion or ransom.”14  
 
 

III. Fueling the Ransomware Epidemic  
 
As understandable as it may be for companies to wish to insure the cost of paying a 
cyber ransom, many observers have nonetheless noted “[t]he potential for cyber 
insurance to incentivise negative behaviours,”15 particularly vis-à-vis ransomware crime. 
It would indeed appear that “the ease with which victims can pass ransom costs along 

 
insurance “package,” as “stand-alone” coverage specific to cyber threats, or through such “silent” coverage. See, e.g., Federal 
Insurance Office, supra, at 74. 

9  See, e.g., Jon Bateman, “War, Terrorism, and Catastrophe in Cyber Insurance: Understanding and Reforming Exclusions,” 
Carnegie Endowment for International Peace (October 5, 2020), at 29, available at 
https://carnegieendowment.org/files/Bateman_-_Cyber_Insurance_-_Final.pdf; see also Dudley, supra. 

10  Federal Insurance Office, supra, at 75. 
11  Grant Davis, “What You Need to Know About Ransomware Insurance,” GDI Insurance website (undated), available at 

https://gdiinsurance.com/blog/what-you-need-to-know-about-ransomware-insurance-and-cyber-insurance/. 
12  OECD, “The Role of Public Policy and Regulation in Encouraging Clarity in Cyber Insurance Coverage” (2020), at 9, available 

at https://www.oecd.org/finance/insurance/The-Role-of-Public-Policy-and-Regulation-in-Encouraging-Clarity-in-Cyber-
Insurance-Coverage.pdf. 

13  OECD, supra, at 19; see also id. at 5-6 & 21. 
14  Sasha Romanosky, Lillian Ablon, Andreas Kuehn, & Therese Jones, “Content Analysis of Cyber Insurance Policies: How do 

carriers write policies and price cyber risk?” (undated draft published on FTC website in 2017), at 16, available at 
https://www.ftc.gov/system/files/documents/public_comments/2017/10/00012-141437.pdf. 

15  Jamie MacColl, Jason R.C. Nurse, & James Sullivan, “Cyber Insurance and the Cyber Security Challenge,” Royal United 
Services Institute (June 28, 2021), at 25, available at https://static.rusi.org/247-op-cyber-insurance-fwv.pdf. 
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to insurance carriers”16 has contributed to today’s ransomware problem. Facilitating the 
payment of ransoms to cyber criminals, it has been noted, “add[s] fuel to the fire by 
incentivising cybercriminals’ engagement in ransomware operations and enabling 
existing operators to invest in and expand their capabilities.”17 Ransom payments 
facilitated by insurance coverage have “fuel[ed] the continued ransomware business,”18 
as well as providing money that funds organized crime more generally.19  
 
Nevertheless, at least until recently—when it has been suggested that “[g]rowing losses 
from ransomware attacks” may now be starting to make “the current reality … not 
sustainable for insurers”20—insurance companies often have felt that insuring the cost 
of covering ransom payments is in their interest.  
 

“The FBI and security researchers say paying ransoms contributes to the 
profitability and spread of cybercrime and in some cases may ultimately 
be funding terrorist regimes. But for insurers, it makes financial sense, 
industry insiders said. It holds down claim costs by avoiding expenses 
such as covering lost revenue from snarled services and ongoing fees for 
consultants aiding in data recovery. And, by rewarding hackers, it 
encourages more ransomware attacks, which in turn frighten more 
businesses and government agencies into buying policies. … [According 
to the Chief Technology Officer for the cybersecurity firm Emsisoft,] 
‘Paying the ransom [can be] a lot cheaper for the insurer [than paying for 
damages and recovery]. … Cyber insurance is what’s keeping 
ransomware alive today. It’s a perverted relationship. They will pay 
anything, as long as it is cheaper than the loss of revenue they have to 
cover otherwise.’”21  

 
Cybercriminals themselves appear to understand that “victims with insurance are more 
likely to pay,”22 and ransomware operators often make it an important part of their pre-
attack intelligence gathering to try to steal or otherwise ascertain how much cyber 
insurance coverage their would-be victims have, so that ransom demands can be set at 
the upper end of a policy’s payment ceiling.23 Cybercriminals specifically target 
companies they know have cyber insurance,24 as was recently confirmed in a 

 
16  Ford & Clancy, supra, at 23. 
17  Jamie MacColl, Jason R.C. Nurse, & James Sullivan, “Cyber Insurance and the Cyber Security Challenge,” Royal United 

Services Institute (June 28, 2021), at vii, available at https://static.rusi.org/247-op-cyber-insurance-fwv.pdf. 
18  Frank Bajak, “Insurer AXA to Stop Paying for Ransomware Crime Payments in France,” Insurance Journal (May 9, 2021) 

(quoting Josephine Wolff of Tufts University), available at 
https://www.insurancejournal.com/news/international/2021/05/09/613255.htm. 

19  Dan Sabbagh, “Insurers ‘funding organised crime’ by paying ransomware claims,” The Guardian (January 24, 2021), available 
at https://www.theguardian.com/technology/2021/jan/24/insurers-funding-organised-by-paying-ransomware-claims.  

20  MacColl et al., supra, at vii. 
21  Dudley, supra. 
22  MacColl et al., supra, at 39. 
23  See Frank Bajak, “Cyber Insurance Industry in Crosshairs of Ransomware Criminals,” Insurance Journal (July 7, 2021), 

available at https://www.insurancejournal.com/news/national/2021/07/07/621416.htm; MacColl et al., supra, at 39; Bajak, 
“Insurer AXA to Stop Paying,” supra. 

24  See, e.g., John Edwards, “What You Need to Know About Ransomware Insurance,” Information Week (July 12, 2021), 
available at https://www.informationweek.com/strategic-cio/security-and-risk-strategy/what-you-need-to-know-about-
ransomware-insurance/a/d-id/1341465; Dudley, supra; Rachel Lerman and Gerrit de Vynck, “Ransomware claims are roiling 
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provocative public comment by a representative of the ransomware gang known as 
“REvil.” When asked whether that outfit’s operators specifically target organizations that 
have cyber insurance, the representative made very clear that they did: 
 

“Yes, this is one of the tastiest morsels. Especially to hack the insurers 
first—to get their customer base and work in a targeted way from there. 
And after you go through the list, then hit the insurer[s] themselves.”25  

 
Such behavior has also been tracked “in the wild” by cybersecurity experts, who have 
observed the criminals behind the “Conti” ransomware working to “exfiltrate and track 
corporate breach victim insurance policies and documents before extorting and deciding 
how much to blackmail them for.”26  
 
The economics of cyber insurance suggest that insurers may often prefer to pay 
ransoms than to cover their clients’ costs in the event that ransomware criminals delete 
or the data that they have taken hostage. According to the abovementioned OECD 
study, for instance, 
 

“[t]here have been some suggestions that insurance reimbursements of 
ransom payments may be fueling the rise in cyber-extortion and that 
(re)insurance companies may be incentivised to encourage ransom 
payments to avoid costly business interruption and data restoration claims 
(which, according to one recent study, are usually multiples (23x) of the 
average ransom demand).”27  

 
Additionally, a recent study by the Royal United Services Institute (RUSI) in Britain 
suggests that “it is often cheaper to pay off extortionists than it is to rebuild IT 
infrastructure or cover losses from business interruption.” As a result, “faced with 
potential bankruptcy or several weeks of downtime, many businesses will opt to pay 
irrespective of whether they have insurance policies”28—a situation in which insurance 
payouts for ransom may also in themselves seem a rational choice. 
 
And indeed, journalists have unearthed multiple illustrative examples of ransomware 
victims who have chosen to pay ransoms because doing so “was preferable to 
rebuilding [targeted computer] systems from scratch.”29 As one Texas-based 

 
and entire segment of the insurance industry,” Washington Post (June 17, 2021), available at 
https://www.washingtonpost.com/technology/2021/06/17/ransomware-axa-insurance-attacks/; OECD, supra, at 24. 

25  Dmitry Smilyanets, “‘I scrounged through the trash heaps … now I’m a millionaire:’ An interview with REvil’s Unknown,” The 
Record (March 16, 2021), available at https://therecord.media/i-scrounged-through-the-trash-heaps-now-im-a-millionaire-an-
interview-with-revils-unknown/; see also Lerman & de Vynck, supra; Bajak, “Cyber Insurance Industry in Crosshairs,” supra. 

26  Vitali Kremez & Yelisey Boguslavskiy, “Hunting for Corporate Insurance Policies: Indicators of [Ransom] Exfiltration,” AdvIntel 
(August 16, 2021) available at https://www.advanced-intel.com/post/hunting-for-corporate-insurance-policies-indicators-of-
ransom-exfiltrations. 

27  OECD, supra, at 24 (internal citations omitted). 
28  MacColl et al., supra, at 38-39. 
29  Dudley, supra (also discussing the cases of named municipal and school district ransomware victims in Florida, Michigan, and 

Maryland). Data recently released by one major California-based hospital chain suggests the scope of the potential problem. 
After a ransomware attack in May 2021, Scripps Health reported that it expected to lose $106.8 million as a result – principally 
in lost revenue ($91.6 million) but also heavily on account of response and recovery costs ($21.1 million). Scripps claimed that 
it had only received $5.9 million from its insurers. See Catalin Cimpanu, “Healthcare provider expected to lose $106.8 million 
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cybersecurity company executive described the problem, both ransomware victims and 
their insurers simply want to get through the problem as quickly as possible and are 
willing to pay for the privilege: 
 

“They figure out that it’s going to take a month to restore from the cloud, 
and so even though they have the data backed up, [paying a ransom to 
obtain a decryption key is faster]. … [The attitude is:] Let’s get it 
negotiated very quickly, let’s just get the keys, and get the customer 
decrypted to minimize business interruption loss. … It makes the client 
happy, it makes the attorneys happy, it makes the insurance happy. … I 
know it sucks having to pay off assholes, but that’s what you gotta do.”30  

 
It is not clear that this ultimately makes sense even on its own somewhat cynical 
economic terms, for ransomware frequently turns into an iterated game rather than a 
one-time problem—and an iterated game, moreover, in which the very payment of 
ransom singles out the payor to ransomware gangs as a better target in the future. 
According to one recent survey of more than 1,200 cybersecurity professionals in 
various industries in the United States and six other countries, 80 percent of 
organizations that previously paid ransom are attacked again, often by the same 
ransomware criminals.31  
 

“… [W]hile companies may believe paying the ransom is the most prudent 
(even if [a] painful) course of action, paying the ransom indicates to 
cybercriminals that you’re more likely to pay again. Further, many malware 
programs cybercriminals contain hidden tools that are often used to 
launch a second attack. Often, inexperienced IT personnel working to 
clean up compromised systems overlook these items and fall victim 
again.”32 

 
Paying ransom, in other words, should be regarded not as a way to put the problem 
behind you, but as simply the beginning of a costly ongoing abusive relationship with 
ransomware criminals who will see your organization as a well to which they can return 
whenever thirsty. 
 
What’s more, it is becoming increasingly apparent that paying ransom frequently does 
not, in fact, resolve one’s problems of data loss and business interruption even if the 
ransomware criminals don’t come back. According to the Washington Post, for instance,  
 

“… [o]rganizations that pay ransoms often don’t receive the decryption 
keys needed to recover their data. A 2016 survey found that 1 out of 5 

 
following ransomware attack,” TheRecord (August 17, 2021), available at https://therecord.media/healthcare-provider-
expected-to-lose-106-8-million-following-ransomware-attack/.  

30  Dudley, supra. 
31  Nicole Sganga & Musadiq Bidar, “80 percent of ransomware victims suffer repeat attacks, according to new report,” CBS News 

(June 17, 2021) (describing survey result from United States, United Kingdom, Spain, Germany, France, the United Arab 
Emirates, and Singapore), available at https://www.cbsnews.com/news/ransomware-victims-suffer-repeat-attacks-new-report/.  

32  Alvarez Technology Group, “Why Ransomware Victims Suffer Repeat Attacks” (2020), available at 
https://www.alvareztg.com/ransomware-victims/.  
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companies that paid a ransom failed to get its data back from the 
attackers. A 2021 report estimated that only 8 percent of victims who paid 
a ransom got all of their data back, and 29 percent were unable to recover 
more than half of the encrypted data.”33  

 
Paying ransom, then, looks more and more like a fool’s game: it singles out the payor 
as an easy mark for future plunder, and payment often does not restore the encrypted 
data anyway. 
 
So far, however, neither victim organizations nor insurance companies seem to have 
fully internalized this lesson, and the incentives to pay ransom often seem still to be 
strong. Disturbingly, moreover, ransomware criminals seem to recognize these 
incentives enough even to use them as a potential pressure point against their victims, 
seeking not just to inflict public reputational damage for ineffective cybersecurity upon 
recalcitrant victims but perhaps also to leverage insurers against companies that take a 
moral stand against paying ransom by drawing attention to policyholders who have 
opted to take the more expensive course of attack recovery. The criminals behind the 
“Maze” ransomware campaign, for instance, recently “published a ‘shaming site’ which 
lists all the companies they’ve infected that haven’t paid the ransom.”34 
 
In these respects, therefore, cyber-insurance may actually tend not merely to incentivize 
ransom payment itself, but also to disincentivize the use of cybersecurity “best 
practices” associated with implementing data backup and recovery in the face of 
ransomware attack. Both of these dynamics—the former rewarding ransomware 
criminals for their effort and thereby encouraging more ransomware attacks, and the 
latter making victims less able to face ransomware attack and thereby encouraging 
more ransom payments—may be creating dangerous amplifying feedback dynamics in 
the “game theory of catastrophe”35 that lies behind the modern ransomware explosion. 
 
 

IV. Market Responses  
 
To some degree, at least, the insurance market has itself begun to react to the recent 
explosion of ransomware crime. Earlier in the development of cyber insurance, there 
was reportedly something of a “race to the bottom” in making it easy for companies to 
get cyber coverage and not asking too many questions about the state of their 

 
33  Josephine Wolff, “Five Myths About Ransomware,” Washington Post (June 10, 2021), available at 

https://www.washingtonpost.com/outlook/five-myths/five-myths-about-ransomware/2021/06/10/b1e00344-c8b1-11eb-81b1-
34796c7393af_story.html. 

34  Dan Burke & Scott Goettelman, “Ransomware Attacks and Your Cyber Insurance: A Complete Action Plan,” Woodruff Sawyer 
website (February 20, 2020), available at https://woodruffsawyer.com/cyber-liability/ransomware-cyber-insurance-action-plan/. 
The “REvil” group reportedly “also plan[s] to start using stolen files and data as public leverage to get victims to pay ransoms.”  
Brian Krebs, “Ransomware Gangs Now Outing Victim Businesses Who Won’t Pay Up,” KrebsOnSecurity (December 16, 
2019), available at https://krebsonsecurity.com/2019/12/ransomware-gangs-now-outing-victim-businesses-that-dont-pay-up/.  
(This latter comment, however, may refer to so-called “double extortion,” in which ransomware gangs post sensitive stolen 
information on the Internet in order to increase the pain felt by ransomware victims, encouraging these victims to believe that 
paying a ransom will cause such exposures to stop.)   

35  Ford & Clancy, supra, at 8. 
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cybersecurity practices.36 The explosion of ransomware costs, however, has prompted 
some insurers to begin to rethink.  
 
Cyber insurance premiums increased markedly in 2020, including a reported 10 to 30 
percent price spike for many policies in the last quarter of that year alone—thereafter 
followed by reported month-to-month increases of 29 percent, 32 percent, and 39 
percent over the first three months of 2021.37 By one account, at least, the payout rate 
faced by cyber insurers now “top[s] 70%, the break-even point” for insurer profitability, 
leaving parts of the business “teetering on the edge of profitability.”38 
 
In response, many insurers are now reportedly taking steps such as restricting how 
much coverage they will offer, placing new terms or limits on coverage, tightening 
underwriting guidelines, asking more questions about policyholder cybersecurity 
practices, and starting to partner with cybersecurity specialists to vet companies’ 
protocols and security readiness.39 Ransomware costs are also accelerating the move 
away from “silent cyber” coverage to explicit policies where such conditions can be 
required and coverage rules specified more clearly.40  
 
Some companies have reportedly even begun to exclude ransom payments from 
covered expenses.41  This is apparently not yet happening widely, however, because 
there is concern that taking this step unilaterally would concede market share to rival 
insurers who remain willing to offer such coverage.42 So far, the most important player 
to stop offering ransom coverage is the French insurance giant AXA, which announced 
this new policy in May 2021—though the extent to which it did this for market reasons is 
not clear. (The company only took this step after expressions of concern from 
government justice and cybersecurity officials in French Senate testimony, and AXA 
continues to offer ransom payment coverage outside France.43) 
 
Overall, the cyber insurance sector seems to be at something of a crossroads in 2021, 
with the U.S. Government Accountability Office (GAO) reporting that “[t]he extent to 
which cyber insurance will continue to be generally available and affordable remains 
uncertain.”44 New York regulators have also warned that huge industry losses remain 
possible,45 and industry modeling in the wake of the “NotPetya” and “WannaCry” cyber 
attacks has suggested the possibility of sectoral losses from ransomware incidents that 

 
36  MacColl et al., supra, at 26-27. 
37  GAO, supra, at 12; Bajak, “Cyber Insurance Industry in Crosshairs,” supra; see also Lerman & de Vynck, supra (claiming that 

“[i]n some cases annual premiums that companies are expected to pay have increased by as much as 50 percent,” but not 
specifying the period over which this occurred). 

38  Bajak, “Cyber Insurance Industry in Crosshairs,” supra. 
39  See, e.g., Dan Burke, “Cyber 101: Understand the Basics of Cyber Liability Insurance,” Woodruff Sawyer website (November 

2, 2020), available at https://woodruffsawyer.com/cyber-liability/cyber-101-liability-insurance-2021/; Lerman & de Vynck, supra; 
GAO, supra, at 15; Burke & Goettelman, supra; Bajak, “Cyber Insurance Industry in Crosshairs,” supra; OECD, supra, at 20.  

40  GAO, supra, at 15. 
41  Edwards, supra; Bajak, “Cyber Insurance Industry in Crosshairs,” supra. 
42  OECD, supra, at 24. 
43  Bajak, “Insurer AXA to Stop Paying,” supra; see also generally Robert Lemos, “Cyber Insurance Firms Start Tapping Out as 

Ransomware Continues to Rise,” Dark Reading (May 24, 2021), available at https://www.darkreading.com/risk/cyber-
insurance-firms-start-tapping-out-as-ransomware-continues-to-rise/d/d-id/1341109; MacColl et al., supra. 

44  GAO, supra, at 9. 
45  Bajak, “Cyber Insurance Industry in Crosshairs,” supra. 
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in a high-end event have been projected to potentially reach as much as $193 billion 
worldwide—more than the damage incurred by Hurricane Katrina.46 According to one 
senior official at an insurance brokerage quoted recently in the Washington Post, “[t]his 
is a tipping point this year.”47  
 
The ransomware epidemic, therefore, has certainly gotten the market’s attention. It is far 
from clear, however, whether market reactions in themselves will result in adaptations 
that bring ransomware back under control. A powerful case can be made for migrating 
cyber insurance—hitherto too much of a mere “paper drill” in which applicants receive 
policies after a comparatively simple process of filling out standardized forms about their 
cyber hygiene on an annual basis—to a model more reminiscent of approaches used 
for insuring physical facilities.  
 
In facilities management insurance, it is common for insurers to interact with 
policyholders on an ongoing basis through professional inspectors who provide 
engineering-based risk and mitigation assessments through “kicking the tires” in actual 
inspections of insured facilities.48 Where inspectors find things below “best practices” as 
understood for any given type of facility,49 premiums increase or a policy might even be 
canceled; where the insured policyholder can demonstrate compliance with facility-
relevant “best practices,” premiums will be lower. Such a model could surely be adapted 
to cybersecurity risk through the development of improved risk profiles, some form of 
certification inspection by suitable cybersecurity professionals, and mitigation planning 
that is tailored to specific institutions and informed by state-of-the-art understandings of 
cyber threat actor tactics, techniques, and procedures (TTPs).  
 
It is not yet clear, however, whether the cyber insurance sector understands this need 
clearly enough to support migration to such a new model. To date, as we have seen, 
many insurance providers reportedly still worry that refusing to offer ransom coverage 
will give competitive advantage to their rivals, and ransomware victims and their 
insurers face apparently strong incentives to pay off ransomware criminals where the 
sums demanded are less than the cost of business disruption and data recovery. (This 
latter incentive has likely only increased as a result of “the increasing prevalence of 
ransomware attacks on high-impact targets, the nature of which tends to deny victims 
time and negotiating options.”50) Left to itself, therefore, the insurance business may not 
be able to contain the ransomware explosion. This has naturally raised questions about 
what sort of policy intervention might help bring things back under control. 
 
 

 
46  Bateman, supra, at 7-8, 24, & 51. 
47  Lerman & de Vynck, supra. 
48  See generally, e.g., “Two Reasons for Property Insurance Inspections,” Insurance Risk Services website (May 25, 2020), 

available at https://insuranceriskservices.com/blog/two-reasons-for-property-insurance-inspections/; Alayna Giesting, “Facilities 
Management Checklist: 14 Must-Have Items on Your List,” GoFMX (June 5, 2020), available at 
https://www.gofmx.com/blog/facilities-management-checklist/; Anthony Jones, “Building Inspections for Facility Managers,” 
Plan Brothers website (August 16, 2016), available at https://blog.planbrothers.io/en/building-inspections-for-facility-managers.  

49  Cf., e.g., Travelers Insurance, “Tips to help safely manage your facility” (undated), available at 
https://www.travelers.com/resources/facilities-management.  

50  Ford & Clancy, supra, at 22. 
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V. Potential Policy Interventions 
 

A. Banning Ransom Coverage  
 
The abovementioned recent OECD study concluded that “[u]ltimately, the most effective 
approach [to stopping ransomware problems] would be a commitment by companies 
and governments to not pay ransoms.”51 The U.S. Conference of Mayors, in fact, called 
for just such an approach in the summer of 2021, adopting a resolution at its 87th 
Annual Meeting that declared the conference to be “united against paying ransoms in 
the event of an [information technology] security breach.”52 
 
It is already the case that public policy and regulatory restrictions place some limits on 
insurance coverage. In the field of traditional kidnapping, some countries (e.g., Australia 
and the United States) have general policies against paying ransoms, and some (e.g., 
Brazil, Colombia, Italy, Portugal, and Russia) explicitly prohibit insurance 
reimbursement of kidnapping ransom expenses, while others (e.g., Germany) permit it. 
Public policy restrictions on cyber extortion—that is, on paying off ransomware 
criminals—apparently exist in some jurisdictions, but in many others, as we have seen, 
insurance policies can indeed cover ransom expenses (though insurers are not always 
permitted to advertise such coverage).53 In principle, there is no reason that either state 
or federal authorities in the United States could not adopt regulations prohibiting ransom 
reimbursement coverage. 
 
So far, however, the idea of a prohibition remains controversial. Some outside 
observers describe the idea of a ban as an obvious necessity, a “no-brainer” in the 
words of one lecturer at the Copenhagen Business School,54 but many cyber insurance 
companies are still “mostly resisting calls to halt reimbursements for ransoms paid.”55 
Opponents of a prohibition argue that it would not stop ransom payments, since some 
victims would likely continue to pay either way, perhaps especially among small or 
medium-sized enterprises that may struggle to find the resources to maintain proper 
backup and recovery capabilities or to absorb business disruption expenses during such 
recovery.56 Some have also suggested that any such reimbursement ban would need to 
have exceptions for extreme cases (e.g., to preserve essential services such as in the 
health care or energy sectors57) though this argument seems less compelling with 
respect merely to reimbursement of ransom costs than in the context of a more general 
potential criminalization of ransom payment. Additionally, creating such exceptions 
might even be counterproductive if the availability of ransomware reimbursement 
continued to fuel an expansion of ransomware attacks in precisely the critical sectors 
where ransomware is arguably most dangerous.  

 
51  OECD, supra, at 24. 
52  U.S. Conference of Mayors, “Opposing Payment to Ransomware Attack Perpetrators” (undated), available at 

https://www.usmayors.org/the-
conference/resolutions/?category=a0D4N00000FCb3LUAT&meeting=87th%20Annual%20Meeting. 

53  OECD, supra, at 20. 
54  Bajak, “Cyber Insurance Industry in Crosshairs,” supra (quoting Jan Lemnitzer). 
55  One apparent exception is Chubb Limited, the CEO of which has endorsed outlawing payments. Id.  
56  See generally, e.g., MacColl et al., supra, at 52; OECD, supra, at 24-25. 
57  See generally, e.g., MacColl et al., supra, at 52; OECD, supra, at 24. 
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There seems to be general agreement that a public policy-based ban on ransomware 
reimbursement is an available option for government regulators, but less agreement on 
the actual merits of doing so. The recent RUSI study of these issues, for instance, 
merely recommended that the UK’s National Security Secretariat “conduct an urgent 
policy review into the feasibility and suitability of banning ransom payments,”58 without 
taking a clear position on the matter itself. 
 

B. Strengthening Security Reviews  
 
As part of the process of extending cyber insurance coverage, it is already 
commonplace for insurance companies to do at least some due diligence about the 
strength of would-be customers’ cybersecurity practices—even if this is, as noted 
above, too often merely a paper-based exercise. This is obviously a relevant factor in 
how likely they are to become the victims of a covered cyber incident in the first place. 
There may once have been some temptation not to look hard at such matters, but cyber 
insurers are reportedly taking this function more seriously today.  
 
One at least partial contribution to meeting today’s ransomware challenges would be to 
step up such diligence even further by having industry and/or regulators (or potentially 
federal authorities59) identify and make insurance coverage dependent upon compliance 
with a much stronger set of “best practices.” Ultimately, this would help make policy 
holders “harder targets” for ransomware attack—ideally, as described earlier, through a 
wholesale sectoral migration to a risk mitigation model based upon what is done in 
facilities management insurance. 
 
There is certainly today no shortage of proffered cyber-related “best practices,” though 
such articulations are usually hortatory and exemplary rather than mandatory. At the 
U.S. federal level, for instance, the National Institute of Standards and Technology 
(NIST) has provided standards for cybersecurity across the industrial sector, offering a 
general “Cybersecurity Framework” on its website,60 a Ransomware Protection and 
Response website,61 and a series of ransomware-related standards documents related 
to protecting data from ransomware attack and recovering from “a data corrupting 
event.”62 For those interested in commissioning a review of an entity’s cybersecurity risk 

 
58  MacColl et al., supra, at x. 
59  In support of improved cybersecurity standards, the Department of the Treasury has called for the prompt and uniform adoption 

of a new Data Security Model Law by the U.S. states, arguing that if action is not taken to this effect within five years, the U.S. 
Congress should step in. (This call was made in 2017, however, and no such adoption has occurred. Nor has the National 
Association of Insurance Commissioners (NAIC) included such a recommendation in its own insurance accreditation 
requirements.) See Federal Insurance Office, supra, at 80. 

60  See NIST, “Cybersecurity Framework” (undated), available at https://www.nist.gov/cyberframework.  
61  NIST, “Ransomware Protection and Response” (updated August 16, 2021), available at https://csrc.nist.gov/ransomware.  
62  See, e.g., William Barker, Karen Scarfone, William Fisher,& Murugiah Souppaya, “Cybersecurity Framework Profile for 

Ransomware Risk Management (Preliminary Draft),” NISTIR 8374, NIST, (June 2021, available at 
https://csrc.nist.gov/CSRC/media/Publications/nistir//draft/documents/NIST.IR.8374-preliminary-draft.pdf; Jennifer Cawthra, 
Michael Ekstrom, Lauren Lusty, Julian Sexton, & John Sweetman, “Data Integrity: Detecting and Responding to Ransomware 
and Other Destructive Events,” NIST Special Publication 1800-26 (December 2020), available at 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-26.pdf; Jennifer Cawthra, Michael Ekstrom, Lauren Lusty, 
Julian Sexton, & John Sweetman, “Data Integrity: Identifying and Protecting Assets Against Ransomware and Other 
Destructive Events,” NIST Special Publication 1800-25 (December 2020), available at 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-25.pdf; Timothy McBride, Michael Ekstrom, Lauren Lusty, 
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management program and the effectiveness of its controls within such a program, the 
American Institute of Certified Public Accountants (AICPA) sets out a framework to 
assess performance at any company that stores and processes consumer data.63  
 
There also exist a number of generally membership-driven agencies, organizations, and 
advisory boards that help with the regulation of insurance companies and provide some 
oversight in the development of standards for both the financial services and insurance 
markets,64 which could also play a role in developing and promulgating improved anti-
ransomware standards. Additionally, U.S. state regulators seem increasingly interested 
in setting new cybersecurity rules that could affect ransomware exposure—most 
prominently in New York, where the Department of Financial Services (NYDFS) has 
issued a cybersecurity regulation imposing more strict security standards upon state-
chartered banks, licensed lenders, insurance companies, and other covered entities.65 
 
Whether as a voluntary measure within the industry or as a “command performance” 
insisted upon by state regulators or via federal legislation, it might well be possible to 
articulate an improved set of “best practices,” not just in basic cyber defenses but also 
in terms of effective data backup and hardware and software recovery capacities that 
would help make policy holders more resistant to ransomware attack. With improved 
understanding of cybersecurity threat actor TTPs and different sub-sectoral risk profiles, 
moreover, “best practice” standards could perhaps be tailored for specific parts of the 
policyholder community rather than treated as a “one size fits all” solution, and 
compliance with which such standards could be made a precondition for cyber 
insurance coverage.  
 
Notably, RUSI’s recent study of cyber insurance challenges in the UK called for insurers 
to work with government cybersecurity officials to agree upon “a set of minimum 
security requirements as part of risk assessments,” and “beyond which insurers can 
require additional controls based on claims data or other risk frameworks.” Upon the 
articulation of such standards, insurance “[c]ontracts could contain security obligations 

 
Julian Sexton, & Anne Townsend, “Data Integrity: Recovering from Ransomware and Other Destructive Events,” NIST Special 
Publication 1800-11 (September 2020), available at https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-
25.pdf. (Note that MITRE cybersecurity experts Michael Ekstrom, Lauren Lusty, Julian Sexton, John Sweetman, and Anne 
Townsend contributed to the development of these standards documents by NIST’s National Cybersecurity Center of 
Excellence.) 

63  Such reports are known as Systems and Organization Controls (SOC) reports, of which the “SOC 1” type addresses 
management’s description of a service organization’s system and the suitability of the design of its controls and the “SOC 2” 
type looks at management’s description of a service organization’s system and the suitability of the design and operating 
effectiveness of controls. These reports are “used by [a company’s] customers or stakeholders to gain confidence and place 
trust in a service organization’s systems.” American Institute of Certified Public Accountants (AICPA), “SOC for Service 
Organizations: Information for Service Organizations,” (undated), available at 
https://www.aicpa.org/interestareas/frc/assuranceadvisoryservices/serviceorganization-smanagement.html. SOC 2 reports 
have been increasingly used in undertaking cybersecurity risk management evaluations. AICPA, “Information for service 
organization management” (2018), at 18, available at 
https://www.aicpa.org/content/dam/aicpa/interestareas/frc/assuranceadvisoryservices/downloadabledocuments/infoformanage
mentofsvcorg.pdf; see also, generally, PiMA, “An Overview of the Regulatory Framework of Insurance,” (undated), 
https://www.pimainsights.org/blogs/michael-baccelli1/2020/06/25/overview-of-the-regulatory-framework-of-insurance.  

64  PiMA, supra (discussing the International Association of Insurance Supervisors, the Insurance Capital Standard, and the 
National Association of Insurance Commissioners). 

65  Id. (discussing NYDFS Cybersecurity Regulation 23 NYCRR 500). NYDFS sent a guidance letter to financial services entities 
under its purview (including insurers), identifying nine security controls that it believed they should implement. The Department 
has apparently also initiated enforcement action against insurers that have failed to implement Multi-Factor Authentication or 
“reasonably equivalent or more secure access controls.” Federal Insurance Office, supra, at 79. 
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that make claims payments condition on the implementation of security controls,” which 
could “help increase the baseline cybersecurity for many … businesses.”66  
 
With it becoming increasingly clear that cyber insurance coverage for ransom payments 
is actually a factor that attracts the attention of ransomware criminals, it might even be 
possible through such means to articulate the principle that actually paying ransom is 
not consistent with sound cybersecurity practice. Such regulations could, therefore, 
attack the ransomware problem from both the “supply” and the “demand” side, making 
would-be victims more resistant to cyber intrusion, reducing the likely payoff criminals 
expect from such attacks, and improving victims’ ability to recover effectively from 
ransomware incidents if and where they occur anyway. 
 

C. Insurance and Sanctions 
 
The possibility of the federal government imposing sanctions penalties on companies 
that pay ransom to ransomware operators that are themselves sanctioned entities—a 
scenario in which ransom-payers “materially assist” or “provide financial support” to 
such designated entities, a possibility discussed in an earlier MITRE paper67 and that 
has been explicitly floated by the U.S. Treasury’s Office of Foreign Asset Controls 
(OFAC)68—is an area of growing interest and activity. In September 2021, for instance, 
OFAC imposed sanctions against the Russia-based cryptocurrency broker Suex—a 
company reported to have received upwards of $160 million in bitcoin and other 
cryptocurrency from illicit or high-risk sources since 2018—thereby making it illegal for 
anyone subject to U.S. jurisdiction to do any business with that company.69  
 
Ransomware victims who pay ransoms increasingly can face legal penalties for doing 
so. As summarized in a recent U.S. Congressional Research Service (CRS) report, for 
instance, while “[n]o federal statutes expressly criminalize making ransom or 
ransomware payments,” 
 

“… federal laws heavily restrict transactions with certain parties and could 
implicitly make ransomware payments to such parties a crime. For 
example, one of the federal material support of terrorism statutes prohibits 
conduct such as knowingly providing currency or other property to entities 
designated by the Secretary of State as foreign terrorist organizations. At 
least theoretically, an individual might incur criminal penalties under the 
statute for making a ransomware payment to a recipient that he knows is a 
foreign terrorist organization. As another example, in a September 2021 
advisory, the Treasury Department explained that federal regulations 

 
66  MacColl et al., supra, at ix-x, 18. Absent such a uniform standard, the RUSI experts note, “potential purchasers of cyber 

insurance can simply choose a carrier that asks the fewest questions and requests less stringent security requirements.” Id. at 
27. 

67  Ford & Clancy, supra, at 23-24. 
68  U.S. Department of the Treasury, Office of Foreign Assets Control, “Advisory on Potential Sanctions Risks for Facilitating 

Ransomware Payments” (October 1, 2020), at 2, available at 
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf. 

69  “Chainalysis in Action: OFAC Sanctions Russian Cryptocurrency OTC Suex that Received Over $160 million from 
Ransomware Attackers, Scammers, and Darknet Markets,” Chainalysis website (September 21, 2021), available at 
https://blog.chainalysis.com/reports/ofac-sanction-suex-september-2021.  
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prohibit ransomware payments to individuals or entities on the Office of 
Foreign Assets Control’s (OFAC) Specially Designated Nationals and 
Blocked Persons List (SDN List) or those ‘covered by comprehensive 
country or region embargoes.’ The Treasury Department stated that such 
payments could be subject to civil enforcement; and, if an individual is 
aware that such a ransomware payment is unlawful—for example, if he 
knows that the recipient is on the SDN List or otherwise subject to 
embargo—then making that payment may incur criminal penalties.”70 

 
The growing use of sanctions designations against cryptocurrency brokers such as 
Suex, or against ransomware gangs themselves, would make “secondary” penalties 
increasingly likely against those who pay ransom. 
 
For purposes of discussing cyber insurance issues in the context of the ransomware 
epidemic, however, it suffices here merely to point out the importance of not permitting 
federal penalties against ransom-payors to be reimbursable under their cyber insurance 
coverage. Fines and penalties paid to regulatory authorities, after all, apparently can 
today sometimes be covered by insurance. The recent OECD assessment of the cyber 
insurance business, for instance, noted that in its inquiries, 
 

“[s]ome coverage for fines and penalties was found in all but five of the [35 
stand-alone cyber insurance] policies reviewed. In most countries … the 
vast majority of cyber insurance policies offer some coverage for fines and 
penalties.”71 

 
To be sure, most countries appear on public policy grounds to prohibit insurance 
reimbursement for criminal fines and penalties, and it is also common for cyber 
insurance policies to contain express policy exclusions along the lines of the 
longstanding Lloyd’s Market Association sanctions clause: 
 

“No (re)insurer shall be deemed to provide cover and no (re)insurer shall 
be liable to pay any claim or provide any benefit hereunder to the extent 
that the provision of such cover, payment of such claim or provision of 
such benefit would expose that (re)insurer to any sanctions, prohibition or 
restriction under United Nations resolutions or the trade or economic 
sanctions, laws or regulations of the European Union, United Kingdom[,] 
or United States of America.”72  

 
Nevertheless, because of the difficulty of the difficulty for insurers of ascertaining 
whether a payment to any given ransomware actor is in fact supporting a designated 
entity—for ransomware operators are unlikely to identify themselves as such, and 
indeed have sometimes been seen to rename and “rebrand” themselves in order to 

 
70  Congressional Research Service, “Ransomware and Federal Law: Cybercrime and Cyber Security,” CRS Report R46932 

(October 5, 2021), at 7, available at https://crsreports.congress.gov/product/pdf/R/R46932.  
71  OECD, supra, at 16. 
72  Quoted in id. at 24. 
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avoid such identification73—there is likely to remain market for insurance coverage in 
this arena. The OECD study suggests the need for greater clarity in insurance policies 
about exactly what is (or is not) covered,74 but this may also be an area in which some 
broader policy intervention is needed. 
 
This is also an arena in which various other anti-ransomware improvements could 
provide substantial synergetic benefit. Improved data-sharing through public/private 
partnership collaborations, for instance, could contribute to and combine with improved 
threat actor analysis and blockchain analytics in order to improve attribution in ways that 
allow private actors better to distinguish between sanctionable and non-sanctionable 
ransom payments—unless and until, that is, all ransom payments were blocked on 
public policy grounds. 
 

D. Broader Cyber Insurance Reform  
 
Debate is underway today in the cyber insurance community about whether broader 
reforms—far beyond simply meeting the ransomware challenge—may be needed, 
driven in part by the ways in which modern cyber hazards have exposed problems in 
how the industry has traditionally handled certain exclusions. The “NotPetya” 
cyberattack on Ukraine that ricocheted around the Internet in 2017 causing billions of 
dollars in damage, for instance, has sparked litigation over how to interpret longstanding 
“war exclusions” in insurance coverage. After suffering an alleged $100 million in 
damages from NotPetya, the global food conglomerate Mondelez was denied coverage 
for this event by its insurance provider, Zurich International, on the grounds that the 
attack had been attributed by U.S., British, and Australian authorities to the Russian 
government75 and that it was thus an incident caused by agents of a foreign government 
behaving in a hostile or warlike way within the meaning of Zurich’s “war” policy 
exclusion. Mondelez sued Zurich in U.S. court, and the issue remains under litigation.76 
Meanwhile, another affected company, Merck, was able to collect from some of its 
insurers, but not from others, with this case also being litigated in a different U.S. 
court.77 
 
These disputes over the scope and nature of “war” exclusions in cyber insurance arrive 
in a context in which state-sponsored, state-proxy, or state-facilitated cybercrime seems 
to be ever more common, raising potentially enormous definitional and evidentiary 
problems under existing insurance policies and calling cyber insurance coverage into 
question for some of the worst of today’s threats. These challenges have been said to 
illustrate “fundamental challenges in the cyber insurance market,”78 and they have 

 
73  Koven, supra. 
74  Id. at 21-24. 
75  See, e.g., Dustin Volz & Sarah Young, “White House blames Russia for ‘reckless’ NotPetya cyber attack,” Reuters (February 

15, 2018), available at https://www.reuters.com/article/us-britain-russia-cyber-usa/white-house-blames-russia-for-reckless-
notpetya-cyber-attack-idUSKCN1FZ2UJ; Australian Minister for Law Enforcement and Cyber Security Angus Taylor, 
“Australian Government attribution of the ‘NotPetya’ cyber incident to Russia” (February 16, 2018), available at 
https://www.dfat.gov.au/sites/default/files/australia-attributes-notpetya-malware-to-russia.pdf.  

76  Mondelez International, Inc. v. Zurich American Insurance Company, Complaint No. 2018L011008 (October 10, 2018), 
available at https://www.scribd.com/document/397265756/Mondelez-Zurich.  

77  See, e.g., OECD, supra, at 11.  
78  Bateman, supra, at 10. 
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prompted calls to develop alternatives to the industry’s traditional ways of approaching 
war and terrorism exclusion.79  
 
As long as there remains some kind of exclusion analogous to the “hostile or warlike” 
state action terms of the “war” exclusion at issue in the Mondelez case, there remains 
considerable scope for U.S. or other governments’ attribution of cyber incidents to have 
a dramatic impact upon cyber insurance coverage—potentially to the extent of leading 
to sweeping denials of coverage. President Barack Obama, for instance, is said to have 
chosen to term the 2014 North Korean cyberattack on Sony Pictures an act of 
“cybervandalism”—rather than an act of “war” or some other form of hostile state 
activity—precisely in order to avoid potential prejudice to Sony’s insurance claims.80 
(Because insurance exclusions of this sort tend to apply to all coverage, however, the 
utility of carefully-phrased government incident-attribution determinations specifically 
against ransom payments is likely to be very limited or nonexistent. There may be 
sound public policy reasons to try to stop ransom payments, but not to vitiate insurance 
coverage for incident investigation and data recovery, which presumably the 
government ought to be encouraging.) 
 
Nevertheless, to the extent that such debates do result in a broader effort to restructure 
how insurance covers cyber risks, there may be opportunities to build anti-ransomware 
measures into some such reform package. There have been calls in the UK, for 
instance—though not as yet much broad support—for “mak[ing] cyber insurance 
mandatory, putting it [for businesses] on the same statutory footing as professional 
liability insurance.”81 Closer to home, some have also called for the United States to 
create a “government backstop” for catastrophic cyber risk analogous to the Terrorism 
Risk Insurance Act (TRIA) adopted after the terrorist attacks of September 11, 2001,82 
to ensure the continued availability of terrorism-related insurance while at the same time 
reassuring the industry with certainty regarding the outer limits of such liability.83  
 
 
 
 

 
79  Bateman, supra, at 13-16, 19, 22, & 30; see also generally, e.g., Aaron Klein and Scott R. Anderson, “A federal backstop for 

insuring against cyberattacks?” Brookings Institution (September 27, 2019) (discussing challenges of coverage under existing 
exclusions), available at https://www.brookings.edu/blog/techtank/2019/09/27/a-federal-backstop-for-insuring-against-
cyberattacks/; OECD, supra, at 6 (calling for “greater clarity on coverage for cyber risk”); MacColl et al., supra, at 49 (calling for 
more work to explore the possibility of “standardizing coverage and language” in exclusions). John Bateman, for one, offers a 
proposed reform of war and terrorism exclusions, creating a broader, new exclusion for “catastrophic cyber risk” irrespective of 
war or state sponsorship, alongside a revised “war” exclusion tailored more specifically for dealing with actual wars and state-
sponsored cyber damage. See Bateman, supra, at 3, 33-45. 

80  Bateman, supra, at 17. 
81  See MacColl et al., supra, at 48. 
82  Terrorism Risk Insurance Act of 2002, P.L. 107-297 (2002), available at https://www.govinfo.gov/content/pkg/PLAW-

107publ297/html/PLAW-107publ297.htm. (This act has been repeatedly extended beyond its original expiration date, most 
recently being extended until December 2027. See Tamera Fall, “Congress Enacted and President Signed 7 year TRIA 
Extension in End of Year Appropriations Bill,” UWC website (January 3, 2020), available at 
https://www.uwcstrategy.org/congress-enacted-and-president-signed-7-year-tria-extension-in-end-of-year-appropriations-bill/.) 

83  See generally, e.g., Robert K. Knake, “Creating a Federally Sponsored Cyber Insurance Program,” Council on Foreign 
Relations Cyber Brief (November 2016), https://cdn.cfr.org/sites/default/files/pdf/2016/11/CyberBrief_Knake_Cyber-
Insurance_OR.pdf; Klein & Anderson, supra; Bateman, supra, at 4, 23, 50, & 52; see also OECD, supra, at 13 (discussing UK 
“Pool Re” terrorism backstop); MacColl et al., supra, at 51 (discussing Pool Re). 
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E. Data Sharing 
 
One of the problems with the cyber insurance market—in general, but also with regard 
to ransomware challenges—is the relative paucity of actuarial data on the basis of 
which insurers would ordinarily seek to price risk (and reflect it in insurance premiums). 
Cybercrime is traditionally “something that business leaders grappled with relatively 
quietly”84 on account of fears of reputational damage (e.g., as a poor steward of 
customer data), and the level of “official” incident reporting is believed to be far below 
the actual prevalence of cyber incidents. A representative of one important blockchain 
analytics firm, for instance, recently that their aggregated figures on ransomware 
episodes run much higher than official reports, since their analytics software does not 
record the identity of victims whereas companies tend to be reluctant to admit problems 
on the record.85 
 
Given the protean and fast-evolving nature of cyber technology, cyberspace risks may 
be difficult to estimate under the best of conditions,86 but the relative lack of actuarial 
data makes it particularly hard for insurers to build sound risk models.87 Insurers could 
improve such modeling by sharing claims data among themselves, but the industry 
resists this, seeing such information as intellectual property and the source of 
competitive advantage vis-à-vis rivals in the insurance sector.88 Nor, while U.S. 
healthcare providers are required to report ransomware incidents to the Department of 
Health and Human Services,89 is there presently a generalized obligation for 
ransomware victims to report incidents.  
 
Even apart from the specific question of insurance claims data, risk mitigation in this 
sector could also be significantly advanced by better means for sharing information 
about cyber threat activity, ransom-related cryptocurrency exchange or “wallet” 
identifiers, and attacker TTPs—particularly, as we have seen, in connection with the 
development of risk assessments and mitigation policies tailored to specific types of 
policyholder and to individual institutions. Yet here, too, the state of the art is not yet 
very advanced. 
 
In short, to date, there seems to be relatively little mandatory reporting, too little 
voluntary reporting, and a more generalized difficulty in ensuring the kind of 
“collaborative approach between insurers and intelligence and law enforcement 
agencies”90 that would be needed to fight the ransomware epidemic more effectively. 
This suggests the importance of taking steps to improve both reporting and data 
sharing.  
 

 
84  Ford & Clancy, supra, at 7. 
85  Unclassified presentation (August 19, 2021) (attended by the author). 
86  Bateman, supra, at 6. 
87  GAO, supra, at 16-17; see also Federal Insurance Office, supra, at 76 (noting that the insurance market is challenged by the 

difficulty of insurers to “sustainably price cyber risk products in an ever-changing market”).  
88  MacColl et al., supra, at viii. 
89  Krebs, supra. 
90  MacColl et al., supra, at viii. 
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The RUSI study, for instance, recommends that insurers make pre-ransom-payment 
reporting to government cybersecurity officials—in Britain’s case, the National Cyber 
Security Centre (NCSC) and the National Crime Agency (NCA)—a requirement for 
giving policy coverage.91 In the United States, such a step could be taken by insurers 
themselves, by state regulators, or even at the federal level in order to prevent 
competitive disadvantage to insurers that cooperate. Combining a reporting mandate 
with an improved public/private collaborative mechanism for data-sharing and 
analytics—perhaps involving a federally funded research and development center 
(FFRDC) capable of bringing more analytical firepower to the task than the typical 
government agency. Using an FFRDC as an “honest broker” able to appropriately 
anonymize and protect private insurers’ proprietary data would not only allow 
improvements in overall risk-modeling but also facilitate leveraging the information 
insurers collect on ransomware incidents to support broader efforts to establish 
ransomware operators’ identities and disrupt technical activity.92 Such a mediated 
sharing arrangement could also improve two-way sharing that involving government 
threat intelligence and breach notification data, forming a collaborative public/private 
anti-ransomware partnership in which “government and industry … meet in the 
middle.”93 
 
 

V. A First Step in Meeting the Challenge: A New 
Cybercrime Data PPP  

 
A range of potential (at least partial) answers have thus been suggested to some of the 
more insurance-specific aspects of the contemporary ransomware crisis. Some of these 
would approach the problem more directly, such as by barring insurance reimbursement 
of ransom payments or by prohibiting reimbursement for sanctions penalties in 
conjunction with more aggressive federal use of primary sanctions against ransomware 
gangs and of derivative sanctions against those who provide such groups with material 
support by paying ransom. Other steps would be more indirect, such as using insurance 
coverage preconditions to require significant qualitative improvements in cybersecurity 
standards (i.e., making clients “harder targets” for cyber criminals) and in cost-effective 
backup and data recovery (i.e., making clients more resilient if attacks happen anyway). 
Changes to how the insurance sector handles ransomware issues—and cybersecurity 
risk management more generally—could also form a part of any broader cyber 
insurance reform effort, such as the potential creation of a federal backstop for 
catastrophic cyber events. 
 
Any of the aforementioned measures, however, would require the development of a 
new consensus on counter-ransomware policy in the insurance sector, or at least in its 
associated policy and regulatory communities. Such a consensus may indeed now be 
emerging, but it seems not yet to have developed to the point of being able to catalyze 
and sustain a significant shift in approach.  

 
91  Id. at x & 54. 
92  See, e.g., id. at 53. 
93  Id. at 45-46. 
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Yet there is at least one step that could be taken in the immediate term that does not 
require the pre-existence of such a reformist consensus; nor would it necessarily require 
significant muscle movements by the insurance sector as a whole, or by executive 
branch, regulatory, or congressional stakeholders. The fruits of such a move, moreover, 
could nonetheless help provide a more solid analytical and actuarial foundation for 
follow-on efforts at ransomware-related reform and policy innovations. This step is to 
create a new public-private partnership (PPP) for data-sharing about and analysis of 
cyber threat and ransom payment activity. 
 
As indicated above, the cyber insurance market seems to be undercapitalized, as it 
were, in terms of the actuarial information that insurance firms use to construct their 
business models for pricing risk and incentivizing risk mitigation. While a new 
ecosystem of blockchain-analytical specialists is also emerging in the private sector,94 
there is also still too little collection, aggregation, and analysis of the full spectrum of 
transactional data on threat activity and ransom payments. More and better data could 
do much to assist law enforcement in recovering ransomware payments and 
prosecuting the gangs that collect them, and could also help regulators and legislators 
better understand and address the evolving challenges presented by cryptocurrency-
facilitated cybercrime. In the absence of widespread mandatory reporting, however, 
firms often remain reluctant to share information on ransomware and other cybercrime 
incidents—and on ransom payments—even with the government, and they are certainly 
reluctant to share such data with their commercial competitors.  
 
This suggests the need for a new PPP—on a voluntary and collaborative basis between 
key federal and regulatory stakeholders and a broad range of private sector entities 
(including cyber insurance providers)—to collect, appropriately anonymize, aggregate 
and analyze, and share insights about threat activity, ransom payment data, and related 
cryptocurrency transactional information.95 At present, no federal stakeholder is well 
positioned to serve as such an information clearinghouse, much less actually to 
undertake the aggregation and analysis of any significant volume of such data. No 
private sector actor, moreover, seems likely to be sufficiently trusted by other, 
competing private sector actors to be able to do so. Nevertheless, an FFRDC could fill 
such an intermediating role as an “honest broker” at the center of a new PPP 
collaboration. 
 
A unique form of U.S. organization, FFRDCs were created after the Second World War 
in order to “provide the [federal] government with access to a specialized, agile 
workforce available to respond quickly to complex national challenges” and to “operate 
outside of the standard marketplace, so that commercial conflicts of interest did not 
compromise their objectivity.”96 As described in the Federal Acquisition Regulations 

 
94  See, e.g., Ford & Clancy, supra, at 20. 
95  Cf., e.g., Federal Insurance Office, supra, at 80 (noting that “[i]nsurer data security—and cybersecurity more generally—are 

national policy issues that require coordination and uniformity among federal and state public sector entities, as well as 
partnership between the public and private sectors”). 

96  “FFRDCs – A Primer: Federally-Funded Research and Development Centers in the 21st Century,” (MITRE Corporation, 2015), 
at 1-2, available at https://www.mitre.org/sites/default/files/publications/ffrdc-primer-april-2015.pdf. 



 
20 
 
 

(FAR), FFRDCs are designed to meet “special long-term research or development 
need[s] which cannot be met as effectively by existing in-house [government] or 
contractor resources.” In return for this special relationship with their federal sponsors, 
they are given  
 

“access, beyond that which is common to the normal contractual 
relationship, to Government and supplier data, including sensitive and 
proprietary data, and to employees and installations equipment and real 
property.”97  

 
Operating “in the public interest as strategic partners with their sponsoring agencies” in 
order to “ensure that the highest levels of objectivity and technical excellence are 
applied to the research and development they conduct on behalf of the government,”98 
FFRDCs exist specifically in order to accomplish tasks that “cannot be met as effectively 
by the federal government or the private sector alone.”99 Significantly, they have a 
“public interest mission” and operate “unencumbered by investor or shareholder 
concerns.”100  
 

“… [T]he FAR requires that an FFRDC be ‘free from organizational 
conflicts of interest.’ To ensure a complete absence of conflict, the FAR 
prohibits FFRDCs from ‘competing with any non-FFRDC concern in 
response to a federal agency request for proposal for other than the 
operation of an FFRDC.’ More than any of the other FAR-prescribed 
criteria, constraints, and obligations, the bar against competition is a 
supremely defining FFRDC value, which sharply differentiates FFRDCs 
from commercial contracting organizations. … [T]he bar against 
competition mitigates against commercially driven concerns that might 
compromise FFRDC objectivity. It also reinforces the FFRDC collaborative 
model, which allows them to reach across organizations to share findings, 
promote cooperation, and resolve differences among parties with 
potentially competing interests. FFRDCs frequently mediate among 
multiple stakeholders, including commercial interests, to resolve issues 
involving technical, policy, and economic dimensions.”101  

 
As this author recounted in another recent paper,102 one recent example of an FFRDC-
mediated cross-sectoral collaboration involving diverse private sector entities—many of 
which were commercial rivals—can be seen in the “COVID-19 Healthcare Coalition” (C-

 
97  Federal Acquisition Regulation, 35.017. 
98  “What are FFRDCs?” Institute for Defense Analyses (October 2019), at 1, available at https://www.ida.org/-

/media/corporate/files/general/ffrdc_one-pager.ashx?la=en&hash=FFA95BE99F9BBB00D14AFEC545CA3C2C. 
99  Congressional Research Service, Federally Funded Research and Development Centers (FFRDCs): Background and Issues 

for Congress, Report R44629 (April 3, 2020), at 4, available at https://crsreports.congress.gov/product/pdf/R/R44629/6. 
100  “FFRDCs – A Primer,” supra, at 19. 
101  Id. at 10 & 19. 
102  Christopher Ford, Charles Clancy, & Duane Blackburn, “A ‘Horizon Strategy’ Framework for Science and Technology Policy for 

the U.S. Innovation Economy and America’s Competitive Success,” MITRE Corporation (May 13, 2021), at 30-21, available at 
https://www.mitre.org/sites/default/files/publications/pr-21-1440-horizon-strategy-framework-science-technology-policy.pdf.  
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19) that was established in March 2020 to help U.S. healthcare system leaders and 
public health officials respond to the SARS-Cov-2 virus.  
 

“This effort brought together a voluntary coalition of more than 900 
members, including healthcare organizations, technology firms, non-profit 
organizations, academic institutions, and startups. (It was co-chaired by 
the MITRE Corporation, which capitalized upon its [status as an] FFRDC 
[operator] in playing a commercially disinterested role as ‘honest broker’ 
between private sector entities that, prior to the pandemic, had been in 
some cases cutthroat competitors.) Over the course of 2020, C-19 helped 
the U.S. health sector respond to pandemic-related challenges such as 
providing personal protective equipment (PPE) for healthcare workers, 
and it worked to deploy the critical infrastructure needed to enable 
collaboration and shared analytics in support of pandemic-released 
research and response.”103 

 
There are also multiple precedents for multi-stakeholder information sharing and PPP 
arrangements in the cybersecurity arena. The Information Technology-Information 
Sharing and Analysis Center (IT-ISAC), for instance, was established in the year 2000 
in order to help its member companies—drawn largely from the information technology, 
food and agriculture, and elections sectors—share information on cybersecurity threats 
and collaborate on cyber threat analysis.104 The National Cyber-Forensics and Training 
Alliance (NCFTA), moreover, is a PPP established in order to bring industry, academia, 
and law enforcement officials together in order to share information “with the ultimate 
goal to identify, mitigate, disrupt, and neutralize cyber threats.”105 While there does not 
seem to be an analogous PPP structure yet in place for collaborative data-pooling, 
analytics, and cooperation specifically against cryptocurrency-related cybercrime threats 
such as ransomware, therefore, such a partnership would represent merely the 
evolutionary development of well-established principles. 
 
In the context of ransomware and other cybercrime, therefore, provided that a federal 
agency could be found to “sponsor” such a project,106 an FFRDC could easily serve as 
an institutional clearing house for aggregating, appropriately anonymizing, and 
analyzing cybercrime incident, threat activity, and ransom payment-related data as the 
coordinator of a broad new PPP. This would be an especially attractive solution if the 
FFRDC in question had a good track record of aggregating and analyzing data on scale, 
access to intelligence-derived cyber threat information, extensive experience in 
cybersecurity, and a track record of successful work as a trusted and impartial 
intermediary and data broker in PPP-type contexts. 
 
The establishment of such a cybercrime data-sharing PPP could have considerable 
benefits for all stakeholders facing today’s ransomware challenges. As noted, the cyber 

 
103  Ford, Clancy, & Blackburn, supra, at 30-31 (citing COVID-19 Healthcare Coalition, “Delivering Impact and Value” (August 

2020), available at https://c19hcc.org/impact-report/). 
104  See IT-ISAC, “About Us” (undated), available at https://www.it-isac.org/about. 
105  See NCFTA, “About Us” (undated), available at https://www.ncfta.net. 
106  Cf. “FFRDCs – A Primer,” supra, at 9. 
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insurance industry would surely benefit from improvements in the quantity and quality of 
the data upon which insurance companies base their actuarial models and require risk 
mitigation from policyholders, creating a stronger foundation for analyses and “best 
practice” improvements essential for sustainability in the sector. Through a PPP 
structure, this information could be acquired without imperiling individual client or 
proprietary information, and without jeopardizing—and indeed while likely enhancing—
the commercial viability of participating firms. 
 
Law enforcement, regulators, and national security planners concerned about the 
impact of cybercrime upon key sectors of the economy and upon U.S. critical 
infrastructure would also benefit from the improvements in data quality and quantity that 
such a PPP could provide. This information could: improve their understandings of 
threat actors, threat patterns, and cybercrime TTPs; assist in ransom payment recovery; 
and facilitate prosecution, network interdiction, moves to penalize safe haven 
jurisdictions, or other responsive measures. 
 
Better data aggregation and analysis related to cybercrime incidents involving 
cryptocurrency could also improve the quality and timeliness of the blockchain analytics 
that are becoming increasingly important in recovering ransom payments and 
prosecuting cyber criminals.107 Higher quality and more timely data could even help 
facilitate movement along a path toward technical solutions through which marketplace 
participants could eventually undertake near-real-time “Know Your Customer” (KYC) 
and Anti-Money Laundering (AML) due diligence to discern whether particular 
cryptocurrency assets or counterparties had a “tainted” transactional history of unlawful 
activity. (And this, in turn, would not only help reduce the rewards of cybercrime by 
making the disposal of “dirty” assets more difficult, but could also facilitate the 
“mainstreaming” of cryptocurrency as a legitimate and important part of the future of 
money.108) 
  
It is beyond the scope of his paper to describe exactly how a new cybercrime incident 
data-sharing PPP would be structured, and indeed the “right” answer here would surely 
need to grow organically out of a consultative process between key stakeholders—
perhaps facilitated by just the sort of FFRDC described above. Such a partial answer to 
the cyber insurance and cybercrime-related challenges of the moment, however, seems 
both greatly needed and quite possible. 
 
 
 

*        *        * 
  

 
107  Ford & Clancy, supra, at 17-20. 
108  See id. at 28. 
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