
Weapons & Tactics Trainer (Incident Responder) 
Location: Colorado Springs, CO- Onsite
Clearance: Active Secret Clearance Required
Number of Positions: 1 
Pay Range: $180,000 - $220,000 p/yr

Benefits: PTO, Holidays, Retirement Matching, HRA Insurance, Vested Ownership, Family Medical
Leave, Education/Certification Reimbursement, Relocation Reimbursement. 
Location: Onsite

Position Description
We are seeking an experienced Weapons & Tactics Trainer (Incident Responder) to support the
development and delivery of U.S. Space Force Incident Response Upgrade Training. This program
enhances the proficiency of Incident Responders in Hunt and Clear missions across space and
satellite networks.
You will deliver in-depth instruction on current cyber Tactics, Techniques, and Procedures (TTPs),
lead scenario-based exercises, and conduct simulated cyber events that sharpen operational
readiness. This role directly impacts national defense by preparing cyber warriors to defend critical
space-based assets against advanced threats.

Position Objectives
Provide advanced instruction on incident response strategies, cyber operations protocols, and best
practices. Organize and conduct simulated cyber events that immerse students in real-world threat
environments. Develop and facilitate scenario-based exercises to strengthen decision-making and
problem-solving skills. Apply Instructional System Design (ISD) methods to develop and refine
curriculum. Contribute to the advancement of DoD Cyber Weapon (DCW) Training programs on
weapon system and mission system OT (Operational Technology). Mentor, evaluate, and provide
feedback to students in incident response and hunt mission execution.

Required Qualifications
7+ years of DCW experience in a DoD Cyber Unit (e.g., AFCYBER, ARCYBER) conducting:
Cyber Threat Hunting Missions
Cyber Threat Emulation
Incident Response
2+ years of experience developing DCW Training for Weapon System or Mission System OT.
2+ years of experience with Formal Instructional System Design processes.
Completion of a formal instructional course (WIC, AETC BIC, SpOC IQC, or equivalent as approved
by CO/COR).
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Demonstrated Experience with
Tactical Mission Planning
Tools such as Kibana, Trellix, XSOAR
Must meet DCWF Work Role 531 Advanced or equivalent (approved by COR).
At least one of the following certifications:
CySA+, CFR, GCFA, GCIA, GDSA, GCIH, GICSP, or CCE
Highly Desirable Qualifications
Cyber Threat Intelligence experience.
Graduate of the U.S. Air Force Weapons School.

Clearance Requirement
Active Secret clearance required at time of application.
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