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It is about what we put in our Datacenters and Secure It?
2026 Update in an AI era context.

▪ After the big project – to create or renovate 

the DC 

▪ Then physical Security is applied

▪ DC are certified to certain standard and 

processes are create and people are 

educated.

▪ Then IT is onboarded and with that comes 

challenges – independent if you are an 

owner, a hoster, a Cloud, a customer etc.
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Access to innovation - Dell Technologies Capital 
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Reference: Dell Technology – Zero Trust for DoD
Dell Technologies Achieves US Department of Defense Validation for Zero Trust Solution – 02.April 2025

Dell Technologies Achieves US Department of Defense 

Validation for Zero Trust Solution | Dell USA

Project Fort Zero's on premises, sovereign zero trust private cloud infrastructure.

https://www.dell.com/en-us/dt/corporate/newsroom/announcements/detailpage.press-releases~usa~2025~04~dell-technologies-achieves-us-department-of-defense-validation-for-zero-trust-solution.htm#/filter-on/Country:en-us
https://www.dell.com/en-us/dt/corporate/newsroom/announcements/detailpage.press-releases~usa~2025~04~dell-technologies-achieves-us-department-of-defense-validation-for-zero-trust-solution.htm#/filter-on/Country:en-us
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Then something new

The novel malware strain is 
being dubbed Shai-Hulud

The World's Largest Software Registry 

(Library). npm is the world's largest 

Software Registry. The registry contains 

over 800,000 code packages.
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A different approach 
might be needed?

D E L L  S E C U R E  B Y  D E S I G N
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D e l l  A u t o m a t i o n  P l a t f o r m

SaaS or On-Premises

Portal | Onboarding | Asset Mgmt | Catalog | Blueprints | Orchestrator

Multi-System/Cluster | Users & Access Mgmt | Connectivity | Entitlements  

Dell Private Cloud
On-Premises

Dell NativeEdge
On-Premises

Dell AI Solutions
On-Premises

Dell Automation Studio
On-Premises

Dell 

PowerEdge

Cloud OS 

Dell Storage

Networking

Use your 

Own 

License

New or 

Existing

Bring 

your 

own

New or 

Existing

Dell AIOPs
SaaS

Dell Private Cloud SW Dell Private Cloud SW Dell Private Cloud SW

DPC

Extension

DPC

Extension

DPC

ExtensionDell Private 

Cloud SW

Day 1 & 2 

automation

Known good state

Full Stack 

Upgrades

Cloud OS & Storage 

integration

Assurance

Solution support

Operationally consistent

Flexibility, Choice, and Control

Investment Protection

Dell Private Cloud
Hypervisor Freedom

Secure by design
Secure Supply Chain – 

Hardware & Software
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Secure by Design – layered defense

Environment Security

Product  Security

Solution Security

Trust in 

Silicon

Levels of needed 

integration

Advanced 

Multi-layer Defense

1. Crypto graphical footprint of Chips = no 

wrong chips anywhere

2. E.g. a Server security Features like 

Safe bios process, Safe driver process 

(hash’ed driver packages) etc.

3. E.g. Dell Validated design for Red Hat – 

Red Hat security features on top of 

Dell’s product security – all validated 

together

4. E.g. Dell Private Cloud with Dell 

Automation Platform – on top of no. 3. 

additional certifications

5. POD design. With the correct network 

setup, PODs can be protected from 

incidents e.g., from other PODs. 

Including reducing Attack Surface and 

Blast Radius

POD design

Operationally consistent

Flexibility, Choice, and Control

Investment Protection
Secure by design

Secure Supply Chain – 

Hardware & Software
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Strengthen security
Legacy servers weren’t built for today’s threat landscape. Modernize your stack with 
embedded cyber resiliency to build zero-trust architecture.

• Enable zero trust by design: PowerEdge servers combine silicon-based 

root of trust (RoT), secure boot, and a Cyber Resilient Architecture to help 

enforce least-privilege access and maintain a continuous chain of trust.

• Reduce risk from the hardware up: PowerEdge servers validate firmware 

integrity at every boot or A/C cycle with a silicon-based RoT.

• Extend trust through the full boot process: iDRAC integrates with AMD 

Platform Secure Boot (PSB) to validate BIOS and OS bootloader integrity.1

• Protect data in use without performance tradeoffs: AMD Secure Memory 

Encryption and Secure Encrypted Virtualization – Encrypted State protect 

virtualized environments while maintaining performance.2

• Ensure component authenticity: iDRAC uses the Security Protocol and 

Data Model (SPDM) to validate hardware and I/O cards, helping create a 

dependable, secure environment.3

1. https://infohub.delltechnologies.com/en-us/p/securing-the-digital-frontier-inside-dell-and-amd-s-zero-trust-approach/

2. https://infohub.delltechnologies.com/en-us/p/enable-security-features-w-o-impact-to-oltp-performance-for-dell-poweredge-servers-with-amd-epyc-processors/

3. https://www.dell.com/support/manuals/en-us/idrac9-lifecycle-controller-v7.x-series/idrac9_scg_tta/security-protocol-and-data-model?guid=guid-861a0182-acd4-4811-930c-837235d8b475&lang=en-

us
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https://www.dell.com/support/manuals/en-us/idrac9-lifecycle-controller-v7.x-series/idrac9_scg_tta/security-protocol-and-data-model?guid=guid-861a0182-acd4-4811-930c-837235d8b475&lang=en-us
https://www.dell.com/support/manuals/en-us/idrac9-lifecycle-controller-v7.x-series/idrac9_scg_tta/security-protocol-and-data-model?guid=guid-861a0182-acd4-4811-930c-837235d8b475&lang=en-us
https://www.dell.com/support/manuals/en-us/idrac9-lifecycle-controller-v7.x-series/idrac9_scg_tta/security-protocol-and-data-model?guid=guid-861a0182-acd4-4811-930c-837235d8b475&lang=en-us
https://www.dell.com/support/manuals/en-us/idrac9-lifecycle-controller-v7.x-series/idrac9_scg_tta/security-protocol-and-data-model?guid=guid-861a0182-acd4-4811-930c-837235d8b475&lang=en-us
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Zero-trust by design in Dell Private Cloud with Dell Automation Platform

Identity Verified for every user, endpoint, and service

Device Hardware-rooted attestation and registration

Network

Enforced encryption, micro-segmentation, and 

mutually authenticated service flows

Application workload Blueprint-level identity and integrity controls

Data Secured, encrypted, and policy-governed data

Visibility and analytics

Continuous monitoring across identity, configuration, 

and deployment events

Automation and orchestration

Policy-driven enforcement that is tightly embedded 

into operations

Dell Automation Platform is built in accordance with National Institute of Standards and Technology (NIST) 
Zero Trust Architecture (SP 800-207) and incorporates all seven pillars of modern zero trust:

Zero trust is not an add-on in Dell Automation Platform, but rather it is the foundation upon which automation, 
blueprinting, and lifecycle management are constructed.
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Zero-trust by design in Dell Private Cloud with Dell Automation Platform
Audit logging and forensics

Dell Automation Platform implements security logging in compliance with the Office of Management and Budget (OMB) 

Memorandum M-21-31. 

This includes:

• Structured audit logs

• Complete traceability of user actions and system events

• Blueprint lifecycle logging

• API usage and integration monitoring

• Support for Security Information and Event Management (SIEM) ingestion

This ensures an auditable and forensically sound operational environment.

Native compliance alignment

Dell Automation Platform simplifies organizational security certifications by providing integrated alignment with:

• ISO 27001 controls (ISO 27001 certified)

• SOC 2 principles (SOC 2 Type 1 attested)

• NIST Zero Trust (SP 800-207) (compliant)

• Secure configuration baselines (CIS/STIG) (compliant)

• VPAT 508 accessibility (VPAT 508 attested)

• USGv6 compliance (USGv6 certified)

This helps reduce the audit burden and accelerates compliance adoption across mission-critical infrastructure.
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Overcome security barriers of 
enterprise-scale AI
Recently research shows that 87% of security leaders say AI is 

significantly increasing the number of threats that require 

attention1. 

Secure your supply chain

Minimize risks of integrating public models, data and 
repositories.

Secure your operations

Protect training and data management operations 
with continuous development and integration.

Secure your run time

Ensure safe AI execution with security visibility and 
resilience across the stack.
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AI Factory

Data resilient framework to protect AI / Data at scale

Platform Use CaseDataStrategy Operate & Scale

AI SOFTWARE

SERVICES

INFRASTRUCTURE

Laptops Workstations Compute Storage, Network
PowerEdge R-Series

PowerEdge XE-Series

GPU

Precision 

Series

USE 

CASES

Content & Code 

Generation

Digital & Support 

Assistants

Data creation

Natural Language 

Search

DATA

Security & Resiliency 

Services

Resiliency Program 

Management

MODELS SOLUTIONSAPPS FRAMEWORKS & TOOLS

Data Privacy and Security

Application Continuity 

Automation

Layered Defense
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AI Factory

Data resilient framework to protect AI / Data at scale

Platform Use CaseDataStrategy Operate & Scale

AI SOFTWARE

SERVICES

INFRASTRUCTURE

Laptops Workstations Compute Storage, Network
PowerEdge R-Series

PowerEdge XE-Series

GPU

Precision 

Series

USE 

CASES

Content & Code 

Generation

Digital & Support 

Assistants

Data creation

Natural Language 

Search

DATA

MODELS SOLUTIONSAPPS FRAMEWORKS & TOOLS

Security & Resiliency Services

Data Privacy and Security Application Continuity 

Automation

Resiliency Program 

Management
Layered Defense

Dell AI Factory new releases New Customers4,000+200+ 
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MODELS SOLUTIONSAPPS FRAMEWORKS & TOOLS

Making AI Secure (& easy): Dell Enterprise Hub on Hugging Face
Secure supply chain for AI models and components.

✓ Authenticated portal on 

Hugging Face for Dell 

customers

✓ Optimized open-source 

models for Dell infrastructure

✓ Custom, dedicated 

containers, scripts and 

technical documents

✓ All included software 

dependencies and platform 

specific optimizations

✓ Accelerate time-to-value with 

on-premises deployment

✓ Accelerator service for rapid 

prototyping
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Summary
The executive summary – attacks cannot be prevented by acquiring another FireWall

Secure by consume

Sovereign 

Share nothing

No Mixed 

responsibilities

Full Oversight – easy 

managed by AI

Think beyond the 

FireWall

Start AI with Security

Shadow AI might be 

more dangerous than 

Shadow IT



Thank you
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