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Use of Artificial Intelligence (AI)
Purpose
The purpose of this SOP is to ensure the safe, ethical, and compliant use of Artificial Intelligence (AI) within Castlebar Family Practice. It establishes a structured approach for integrating AI tools to improve patient care, administrative efficiency, and clinical decision support while maintaining professional accountability, data security, and patient trust.
Scope
This SOP applies to all staff employed by or affiliated with the practice, including:
· General Practitioners (GPs)
· Practice Nurses 
· Administrative and Reception Staff
· IT Support and Practice Management

It applies to all AI systems used in:
· Clinical decision support and triage
· Diagnostic assistance
· Patient communication (e.g., chatbots, virtual assistants)
· Administrative and scheduling automation
· Population health and predictive analytics
Responsibilities
Practice Manager / Clinical Lead
· Approve and oversee all AI systems before deployment.
· Ensure compliance with HSE policy, GDPR, and Data Protection Act 2018.
· Liaise with HSE Digital Transformation and Data Protection Officers when required.
· Maintain audit trails and documentation.

General Practitioners and Clinical Staff
· Use AI outputs as supportive tools, not as replacements for clinical judgment.
· Validate AI generated insights before applying them to patient care.
· Report any clinical or safety incidents related to AI use.

Administrative Staff
· Use AI automation tools (e.g., appointment systems, correspondence) responsibly.
· Maintain confidentiality and accuracy of patient data handled by AI systems.

IT Support / Data Protection Officer (DPO)
· Ensure system security, software integrity, and compliance with HSE cybersecurity policies.
· Conduct Data Protection Impact Assessments (DPIAs) before implementation.
· Report data breaches or cybersecurity incidents according to HSE policy.


Procedure
Approval and Procurement
· Only AI tools approved by the HSE Digital Transformation Office or relevant HSE procurement channels may be used.
· All tools must meet the EU Medical Device Regulation (MDR) if they provide clinical decision support.
· Prior to deployment, a Data Protection Impact Assessment (DPIA) and Clinical Safety Assessment must be completed.

Training and Competency
· All staff must receive HSE approved AI training before use.
· Training should include awareness of limitations, data handling, and patient communication.
· Records of training completion must be stored and reviewed annually.

Clinical Use
·  AI tools may assist in triage, diagnosis, and care planning but must not make autonomous clinical decisions.
· The clinician remains fully responsible for all patient related decisions.
· If AI recommendations contradict clinical judgment, human review prevails and must be documented.
· 
Data Protection and Privacy
· All AI systems must comply with HSE Data Protection Policy, GDPR, and the Data Protection Act 2018.
· Personal data processed by AI must be minimised, pseudonymised, or anonymised where possible.
· Data sharing with external AI vendors must be governed by a Data Processing Agreement (DPA).
· Patients have the right to request information about how their data is used and processed by AI systems.

Monitoring and Quality Assurance
· AI system performance (accuracy, safety, bias) must be reviewed quarterly.
· Any incidents, errors, or near misses must be reported through the HSE Incident Management Framework.
· AI tools must be revalidated if updated, retrained, or reconfigured.
· The Practice Manager will conduct annual AI performance reviews as part of clinical governance reporting.

Patient Communication and Consent
· Patients should be informed when AI tools are used in their care or data processing.
· Information must clearly state that AI supports, but does not replace, clinical decisions.
· Explicit consent must be obtained for non-essential AI uses (e.g., data analytics or research).
· Patient facing materials must use plain language and be consistent with HSE Consent Policy.
Risk Management
AI related risks (e.g., data bias, incorrect recommendations, or system failure) must be identified in the practice risk register. Backup manual workflows must be maintained in case of AI system outages. Regular cybersecurity testing and contingency planning are required.
Record Keeping
Maintain documentation of:
· AI system approvals and version history
· DPIAs and DPAs
· Training records
· Incident reports
· Audit results

Records must be stored in compliance with HSE Record Management Policy.
Review and Audit
This SOP must be reviewed annually or upon major regulatory, technological, or procedural change. Findings from audits and incident reviews will be incorporated into updated versions. The review must involve at least one clinical lead, one data protection officer, and the practice manager.
References
· HSE Data Protection Policy
· HSE Digital Health Strategy and Action Plan
· General Data Protection Regulation (EU) 2016/679
· Data Protection Act 2018 (Ireland)
· HSE Incident Management Framework
· Medical Council of Ireland: Guide to Professional Conduct and Ethics for Registered Medical Practitioners
· EU Medical Device Regulation (MDR) 2017/745
Appendices
Appendix A: AI System Approval and DPIA Checklist
Appendix B: AI Incident / Near Miss Reporting Form
Appendix C: Staff AI Training Record Template
Appendix D: Patient Information Leaflet “How AI Supports Your Care”
Review Schedule
This protocol will be reviewed biennially or in response to significate changes in the procedure or clinical guidelines.

Approved by:

_______________________			_____________________
Dr Joe Loftus					Dr Tommy Carney
Date:08th October, 2025			Date: 8th October, 2025

Next Review Date: October 2026

Appendices
Appendix A: AI System Approval and DPIA Checklist
Purpose: To ensure all AI systems undergo a structured, risk-based review before implementation within the practice.
A1. Basic Information
	AI System Name
	

	Supplier / Vendor
	

	System Type (e.g., triage, diagnostics, admin)
	

	Version Number
	

	Date Submitted for Review
	

	Reviewed by
	


A2. Pre Implementation Checks
	Compliance Area
	Description
	Completed (✔/✖)
	Notes

	Regulatory Compliance
	Confirm CE marking / MDR compliance (if clinical).
	
	

	HSE Approval
	Verify approval by HSE Digital Transformation or Procurement.
	
	

	DPIA Completed
	Ensure Data Protection Impact Assessment completed and approved by DPO.
	
	

	Clinical Safety Assessment
	Confirm clinical risk assessment completed by Clinical Lead.
	
	

	Data Processing Agreement
	Signed and stored if data processed externally.
	
	

	Cybersecurity Review
	Confirm IT security compliance with HSE cybersecurity standards.
	
	

	Training Plan
	Confirm staff training and competency requirements established.
	
	


A3. Sign Off
	Role
	Name
	Signature
	Date

	Clinical Lead
	
	
	

	Data Protection Officer
	
	
	

	Practice Manager
	
	
	




Appendix B: AI Incident / Near Miss Reporting Form
Purpose: To document, investigate, and mitigate any incidents, near misses, or patient safety concerns involving AI systems.
B1. Incident Details
	Date and Time of Incident
	

	AI System Involved
	

	Staff Involved
	

	Location
	

	Description of Incident / Near Miss
	

	Was Patient Care Impacted? (Yes/No)
	

	Was a Manual Backup Used?
	

	Immediate Actions Taken
	


B2. Investigation and Follow Up
	Investigated by
	

	Root Cause Analysis Summary
	

	Corrective / Preventive Actions
	

	Was the Vendor Notified? (Yes/No)
	

	Was the HSE Incident Management Team Notified? (Yes/No)
	

	Outcome / Lessons Learned
	


B3. Sign Off
	Role
	Name
	Signature
	Date

	Clinical Lead
	
	
	

	Data Protection Officer
	
	
	

	Practice Manager
	
	
	




Appendix C: Staff AI Training Record Template
Purpose: To maintain a clear record of staff who have received training on the safe and responsible use of AI systems.
	Staff Name
	Role
	Training Module / Course
	Provider
	Date Completed
	Expiry / Refresher Date
	Verified by (Manager)


C2. Training Content Requirements
· Each staff training module must include (where relevant):
· Understanding AI capabilities and limitations.
· Safe and ethical AI use in healthcare.
· Data protection and patient confidentiality.
· Clinical validation and decision support principles.
· Escalation procedures for AI errors or anomalies.
· Communication with patients about AI use.
 


Appendix D: Patient Information Leaflet – “How AI Supports Your Care”

Purpose
To provide patients with transparent, easy to understand information about how AI is used within the practice.

How Artificial Intelligence (AI) Supports Your Care in Our Practice?

Introduction
Our practice uses Artificial Intelligence (AI) tools to help improve patient care, manage workloads efficiently, and ensure timely access to services. AI systems support but do not replace the expertise and judgment of our healthcare professionals.

What AI Does?
· Helps identify symptoms and prioritise appointments (triage).
· Supports doctors by analysing medical data and suggesting options.
· Assists administrative staff in managing records and scheduling.

What AI Does Not Do?
· AI does not make final medical decisions.
· AI does not replace your doctor or nurse.
· AI does not have access to your full record without strict safeguards.

Your Data and Privacy
All personal data processed by AI systems is protected by the General Data Protection Regulation (GDPR) and the Data Protection Act 2018.

We ensure
 
· Your data is stored securely and used only for necessary purposes.
· Any AI tools we use are approved by the HSE.
· You can request information on how your data is processed.

Your Rights
You have the right to:
· Ask how AI is used in your care.
· Object to non-essential AI use.
· Request correction or deletion of your data (where applicable).

Questions or Concerns?
Please speak to our Practice Manager or Data Protection Officer (DPO).
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