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Preventing Frozen and Burst 
Pipes in Commercial Properties
As winter sets in across the UK, commercial property 
managers face numerous cold-weather challenges, 
including the possibility of frozen or burst pipes. Unlike 
slow leaks or gradual wear and tear, frozen pipes can 
rupture suddenly, releasing large volumes of water that 
can disrupt operations and lead to costly repairs. 
Understanding why burst pipes occur and how to 
prevent them is critical for safeguarding operations and 
minimising unexpected expenses in the winter months. 

Why Burst Pipes Occur 
When temperatures drop below freezing, water within 
pipes can turn to ice. As water freezes, it expands, 
placing significant pressure on pipe walls. If pipes are 
poorly insulated or located in unheated areas (eg in 
warehouses or outbuildings), they can suddenly 
rupture. The risk posed by sudden thaws must also be 
considered. Pipes already weakened by ice may give 
way suddenly as the temperature rises, leading to 
unexpected flooding. A flooded premises may be 
inaccessible for days or even weeks, potentially leading 
to downtime for staff, lost revenue and reputational 
harm. 

Risk Mitigation Tips
To reduce the likelihood of frozen or burst pipes, 
property managers should consider the following tips:

• Insulate pipes. Apply pipe lagging or foam covers 
to pipes to maintain a consistent water 
temperature and reduce the likelihood of ice 
formation. Increase insulation thickness where 
necessary, especially in unheated areas, and 
ensure it fits snugly without gaps. Inspect 
insulation regularly and replace any damaged 
sections to maintain integrity. 

• Regulate temperatures. Maintain a consistent 
level of heating throughout commercial buildings. 
In particular, keep indoor areas above freezing, 
even if they are vacant or used infrequently. 
Ensure the frost protection setting on the boiler is 
activated.

• Leverage technology. Consider installing smart 
building sensors (eg water leak detectors and 
automatic shut-off valves) to detect unusual 
moisture and respond quickly in the event of a 
burst, thereby limiting damage. 

• Conduct maintenance. Service boilers and 
heating units to confirm they are operating 
efficiently. Schedule routine inspections of 
plumbing and water systems to identify wear and 
tear before it escalates. 

Insurance Considerations 
Even with robust preventive measures, accidents can 
still happen. Commercial property owners and 
managers should review their insurance cover to check 
they are adequately protected during the winter. While 
commercial property insurance typically covers water 
damage, incidents linked to poor maintenance may be 
excluded. As such, employers should keep records of 
inspections, maintenance and preventive actions; this 
information may be required in the event of a claim. It 
may also be prudent to review the merits of business 
interruption insurance, which can cover certain financial 
losses if a business is forced to close temporarily due to 
a covered flooding event. 

Conclusion 
Burst pipes are a common winter hazard that can bring 
businesses to a standstill in an instant. However, by 
recognising the unique risks posed by freezing 
temperatures, implementing targeted preventive 
measures and reviewing insurance cover, organisations 
can protect their assets and maintain business 
continuity throughout the season. 

Contact us today for further risk management guidance. 



AI chatbots can perform a range of tasks, including handling customer service inquiries 
and troubleshooting technical issues, while delivering key benefits such as speed, 

scalability and around-the-clock availability. However, as organisations increasingly 
adopt AI chatbots to enhance efficiency, they may expose themselves to new 

vulnerabilities.

Protecting Against AI Chatbot 
Errors 
Many businesses use artificial intelligence (AI) chatbots 
to enhance operational efficiency and improve 
customer satisfaction. However, as organisations 
increasingly adopt this tool, they may expose 
themselves to several vulnerabilities. It is imperative for 
business leaders to recognise these risks and take 
proactive steps to mitigate them. For example, utilising 
AI chatbots without proper safeguards can expose 
businesses to the following: 

• Customer trust deterioration—When chatbots 
provide inaccurate, biased or misleading 
information, customers may lose confidence in 
the brand. 

• Financial impacts—When chatbots make errors, 
businesses may face direct costs (eg refunds or 
compensation) as well as indirect losses (eg 
regulatory fines and lost customers). 

• Regulatory scrutiny—Chatbots that violate 
privacy, enable fraud or deceive users in harmful 
ways may attract enforcement from regulators, 
such as the Information Commissioner’s Office. 
Misuse can result in investigations and regulatory 
penalties. 

• Security and privacy risks—Chatbots often 
handle sensitive customer data, and if it is 
improperly secured, they can be vulnerable to 
data breaches. 

• Disinformation and reputational attacks—Bad 
actors can manipulate chatbots to spread false 
information, impersonate individuals or generate 
harmful content. These tactics can damage brand 
reputation, mislead customers and undermine 
public confidence. 

To reduce the risks associated with AI chatbots, 
organisations should consider the following actions:

• Monitor and test regularly. Organisations should 
continuously evaluate chatbot performance 
through automated checks, real-time monitoring 
and manual audits. They should also conduct 

scenario-based testing with realistic customer 
interactions. 

• Ensure human oversight. Organisations should 
establish clear procedures for human 
involvement in chatbot workflows, particularly 
for sensitive, complex or high-impact 
interactions. 

• Use clear disclaimers. Organisations should 
clearly inform users that chatbot responses are 
generated by AI and may not constitute 
professional or authoritative advice. 

• Limit chatbot authority. Organisations should 
tightly control what actions chatbots can perform 
and implement robust safeguards to keep 
chatbots within approved boundaries.

• Train chatbots with high-quality, diverse data. 
Organisations should train chatbots with 
accurate, current and context-specific data 
relevant to their products and services. Data 
should include representation across 
demographics and geographies.

• Implement robust data privacy measures. 
Organisations should implement strong 
safeguards to protect user data during chatbot 
interactions, including by collecting only the 
information necessary to fulfil their operational 
purpose. They should also obtain explicit user 
consent, offer opt-in and opt-out mechanisms 
and allow users to control their data.

• Monitor and address disinformation campaigns. 
Organisations should implement strategies to 
detect and mitigate AI-driven disinformation.

Proactive risk management is essential for organisations 
using AI chatbots. By anticipating and addressing risks 
early, organisations can avoid regulatory repercussions 
and support sustainable AI adoption. 

Contact us today for further risk management guidance. 


