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Executive Summary

ISO 27001 stands as the globally recognis
implementing, maintaining, and continually i
Management System (ISMS). At its core, the st
all sizes with a strategic and repeatable fra
sensitive data, and demonstrate to stakeholde
a mere technical function but a fundamental
and trust.

In an era where digital transformation drives
become the most valuable currency. Yet with t
risk. Cyber threats, insider breaches, and

occupy boardroom discussions alongside fin
ability to show resilience, preparedness, and i
is a competitive differentiator. ISO 27001 certif
compliance badge, it is a visible declaration
understands that information security underp
strategic credibility.

This guide aims to make achieving ISO 27001

For complete understanding and compliance
the official ISO 27001 and ISO 27002 document
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| want to become ISO 27001
Compliant. What should I start doing?

If you're thinking, “I want to become
ISO 27001 compliant, where do | start?”,
you're not alone. The journey begins
with understanding what information
you need to protect and why.

Start by defining the scope of your
Information Security Management
System (ISMS), which parts of your
organisation, systems, and data it will
cover. Then perform a risk assessment
to identify where your biggest
vulnerabilities lie and what controls
already exist.

Next, create or update information
security policies that reflect how you
protect data, manage access, and
respond to incidents. Implement
essential controls such as multi-factor
authentication (MFA), regular
patching, and data encryption. Don't
forget your people; provide security
awareness training so everyone
understands their role.

Documentation is key in ISO 27001.
Keep evidence of your policies, risk
assessments, and actions taken. Once
your ISMS is established, conduct an
internal audit to check your
compliance before scheduling an
external certification audit.

As of 2024, more than 96,000 organiza
ISO/IEC 27001, covering nearly 180,000's
rising global awareness of informati

- Source: ISO Survey 2024 [ |
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Your ISO 27001 Journey - TL;DR

Becoming ISO 27001 certified doesn’t have to

key steps:

1. Plan and Prepare 5
Appoint a lead, define your scope, and R
get leadership support. a

2. Understand Your Risks
Identify what information you hold, where ¢
it's stored, and what could threaten it. a

3. Build Your ISMS 7.
Create policies, assign roles, and set M
clear security objectives. r

[

4. Implement Controls
Put safeguards in place: access control,
patching, backups, awareness training,
and incident response.

With the right focus, knowledge, and support, an
into certification success and build stronger trus
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Starting Your Journey

Starting your ISO 27001 journey is a po
resilience. With the right knowledge, c
big or small, can achieve certification.
creating a culture where security, con
become part of who you are.

In the sections below, we'll take you th
highlighting every essential activity re
with confidence.

1. Decide your approach (2-10 days)
You will want to appoint an ISMS lead (project manager) and an executive
sponsor.

Choose scope style: start narrow (e.g., a product, platform, or business
unit) or go organisation-wide.

Pick a certification body (preferably UKAS-accredited) and a tentative
audit window (3-12 months out).

Outputs: ISMS project plan, RACI, budget, and high-level scope statement.

Pitfalls: No senior sponsorship; scope too broad for year 1.

2. Understand your context (1-2 we
Define internal/external issues, interested parties (customers, regulators,
partners), and their requirements (e.g., UK GDPR, client contracts).

Confirm ISMS boundaries: locations, teams, systems, cloud services,
suppliers.

Outputs: Context & scope document; ISMS boundaries map.

Tip: Align with other UK frameworks you use (e.g., NCSC Cyber Essentials).
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3. Establish governance (1 week)

Create an Information Security Policy signed by leadership.

Assign roles & responsibilities (incl. risk owners; incident manager; asset
owner).

Define document control and record retention rules.
Outputs (mandatory/evidence): Information Security Policy; Roles &

Responsibilities: Document Control Procedure.

Tips for Establishing Information S

1. Gain leadership approval and ens
signed by top management to sho

2. Keep it clear by writing a concise,
understand.

3. Assign responsibilities by defining
ISMS Lead, Risk Owners, Incident Ma

4. Integrate roles by embeding secu
to make accountability part of daily

5. Control your documents by apply
and track approvals.

6. Set retention rules and specify ho
logs, and training evidence.

7. Maintain key evidence and Keep t
« Information Security Policy

* Roles & Responsibilities Register
« Document Control & Retention Pr

8. Review regularly and revisit gover
after major business changes.
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4. Build your asset register (1-2 w
Catalogue information assets (data sets), technology (endpoints, servers,
Saas), and people/process assets.

Classify data (e.g., Public, Internal, Confidential).
Outputs: Asset Inventory; Data Classification Scheme.

Pitfalls: Missing SaaS and third-party services.

5. Agree risk methodology (2-5d
Define how you'll identify, analyse, evaluate, and treat risk (likelihood x
impact, scales, criteria).

Set risk acceptance criteria and treatment options (avoid, reduce, transfer,
accept).

Outputs (mandatory): Risk Assessment & Treatment Methodology.
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6. Run your risk assessment (1-3

Identify threats/vulnerabilities per asset/process.
Evaluate current controls and risk levels; record risk owners.
Decide on treatments and deadlines.

Outputs (mandatory): Risk Register; Risk Assessment Report; Risk
Treatment Plan (RTP).

7. Build your Statement of Applica

Map your chosen controls to Annex A (2022) — 93 controls in 4 themes.
For each control: applicable? implemented? If not, justification.

Outputs (mandatory): Statement of Applicability (SoA) linked to risks and
policies.

Tip: Keep SoA synced with real life; auditors use it as a roadmap.
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8. Write & align key policies/procedure

Prioritise what closes risk gaps and satisfies Annex A. Common set:

- Access Control (joiners/movers/leavers, MFA, least privilege)

- Cryptography (keys, TLS, at-rest encryption)

- Operations Security (backups, logging/monitoring, change mgmt)
* Vulnerability & Patch Management

- Supplier Management (due diligence, contracts, monitoring)

« Secure Development / Change Control (if applicable)

- Information Transfer & Handling (classification, sharing)

- Incident Management (triage, escalation, 72-hour breach decisioning)
» Business Continuity / Disaster Recovery (link to BC/DR plans)

- Physical Security (offices, data centres)

* Remote & Mobile Working

« Awareness & Training

- BYOD [ Acceptable Use

Outputs: Controlled documents with owners, versioning, review dates.
Pitfalls: Policies that don’t match actual practice.

9. Implement the controls (4-12 weeks,

Examples of high-value “must-haves” auditors expect to see operating:

« MFA on all remote/privileged access; strong auth for Saas.

« Endpoint protection and disk encryption.

» Backups tested and protected (ideally immutable/offline).

- Vulnerability scanning and timely patching (targets defined).

- Logging & monitoring (alerts, evidence of review).

- Least-privilege access reviews (quarterly is common).

- Supplier due diligence (security clauses, onboarding checks).

« Security awareness training + phishing simulations.

- Incident runbooks (with evidence of at least one tabletop exercise).

Evidence: Tickets, scans, screenshots, logs, training records, access review
findings, test results.
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10. Competence & awareness (1-

Maintain training plan, induction materials, role-based training for
admins/developers.

Keep records of completion and effectiveness (e.g., quiz scores, phishing
metrics).

Outputs: Training matrix; completion records.

11. Set objectives, metrics & monit

Define measurable ISMS objectives (e.g., patch critical vulns <14 days;
phishing fail rate <5%).

Create a measurement plan and cadence for review.

Outputs: ISMS Objectives; KPI dashboard; monitoring schedule.
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12. Control change & improvemen

Use a Corrective Action process for issues, audit findings, and incidents.
Track through to closure with evidence.

Outputs: CAPA log; improvement register.

13. Perform the internal audit (2-4

Plan the audit scope against ISO 27001 clauses and Annex A controls.
Use an independent auditor (someone not auditing their own work).

Record findings (nonconformities/observations) and raise corrective
actions.

Outputs (mandatory): Internal Audit Programme; Audit Reports;
Corrective Actions with evidence.
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14. Hold the management review (

Present audit results, incidents, KPIs, risk status, changes, resources,
opportunities for improvement.

Approve decisions and actions.

Outputs (mandatory): Management Review Minutes; action tracker.

15. Stage 1 audit - documentation

Desktop audit: the auditor checks your SoA, policies, risk process, internal
audit, and management review.

You'll receive Stage 1findings to address before Stage 2.
Outputs: Stage 1report; action plan to close gaps.

Tip: Schedule Stage 2, 4-8 weeks after Stage 1to action any findings.
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16. Stage 2 audit - implementatio

17. Post certification — keep it alive

© 2025 Cybergen | All Rights Reserved

On-site/remote sampling of real practice: interviews, records, and control
evidence.

Expect minor and occasionally major nonconformities; you'll need to
contain, correct, and prevent recurrence.

Outputs: Stage 2 report; corrective action plan. On acceptance, you
receive your certificate (typically valid 3 years).

Surveillance audits annually (year 1 and 2), recertification in year 3.

Keep running risk management, KPIs, internal audits, and management
reviews (at least annually).

Update ISMS for significant changes (new products, mergers, major
suppliers).
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Top 10 Tips for Achieving ISO 27001 Certi

Start with leadership
commitment

Senior management
support is essential. Without
it, funding, resources, and
cultural change will struggle
to take hold.

Build a strong risk register
early

A well-structured risk
assessment drives your
Statement of Applicability
and ensures controls
address genuine business
risks.

Learn from incidents

Treat every near-miss or
breach as an opportunity to
strengthen your ISMS and
demonstrate continual
improvement.

References:

International Organization for Standard
Management System Standard Certificc
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Define a clear and realistic
scope

Begin with what matters
most, critical systems, client
data, or one business unit.
You can always expand
later.

Engage your people
Awareness and training are
just as important as
technology. Everyone has a
role in protecting
information.

Think beyond certification
ISO 27001 isn't a tick-box
exercise. It's a framework for
long-term business
resilience and customer
trust.
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Securing your business today.

Get in touch with Cybergen to strengthen yo
compliance-ready, and stay ahead of evolvi
services, global partnerships, and tailored so
and meet regulatory demands with confide
together. Reach out to start the conversati

Cybergen Security
Hexagon House
Avenue 4

Station Lane
Witney
Oxfordshire

OX28 4BN

O +44 (0) 1865 950 828

© sales@cybergensecurity.co.uk

www.cybergensecurity.co.uk

Join Our Social Community
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