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Disclaimer

The content of this presentation should not be considered 
a legal opinion. It is based on extensive research of 
publically available materials. If you need legal advice, 
please refer to your counsel.

This is a presentation on industry’s best practices which 
may differ from the ones of your own organization. If that 
is the case, please consult your employer before changing 
your existing practices. 



How confident do you feel right now in regards to your cyber 
security awareness (where 1 is “Not at all” and 5 is “I do hacking 
in my spare time”)?

• 1
• 2
• 3
• 4
• 5



A short video…

Why Should We Care? 
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Social Engineering
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Bad Practices
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AI Assisted Threats
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• AI can write very realistic phishing emails

• AI can write malicious code and enhance such

• AI can be taught to learn and listen keystrokes from a recording to guess 
passwords

• AI can absolutely assist with the development of Deepfakes
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AI Assisted Threats
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A short video…

AI Assisted Threats (cont’d)



A short video…

Types of threats



Types of Phishing

Angler phishing – luring 
through social media 

Cat phishing – phishing through 
dating websites 



Email Phishing
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Phishing



Phishing



A short video…

Phish or not?
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Phishing
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Phishing
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Phishing
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Phishing
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Phishing
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MFA as basic security
safeguard



Passwords



Passwords



Scam or not?



A short video…

Issues with AI



A short video…

Issues with AI



A short video…

Latest in Cyber crime



A short video…

Taking your device with you
Only take essential devices and data on the 
road. Use cloud services for access instead of 
storing sensitive files on your device.

Ensure devices can be remotely wiped in case 
of loss or theft.

Watch for "shoulder surfers" who may try to 
see sensitive information on your screen.

Establish a protocol for reporting lost or 
stolen devices, including who to contact and 
what steps to take ASAP.

Don’t leave your devices unattended

Ensure strong, unique passwords 
and enable (2FA).

Regularly update operating 
systems, applications, and antivirus 
software.

Avoid using public Wi-Fi networks 
for sensitive activities. Use a VPN 
to encrypt your connection.

Turn off automatic connections to 
Wi-Fi and Bluetooth to prevent 
unauthorized access.

Lock devices when not in use.



A short video…

Using a Rental Vehicle

• Avoid using rental car Wi-Fi, as it may not be secure. Use your own mobile 
hotspot or a VPN if you must connect

• When using a GPS or infotainment system, be cautious about connecting 
your device. Disable any features that may share personal data

• Remove any personal data from the car's system before returning the 
vehicle

• Never leave devices in plain sight. Store them in the trunk or a less visible 
area

• Keep your devices with you whenever possible to minimize risk



A short video…

Deepfake Trending Up
• Deepfakes with images, video, audio or those combined generated and/or 

modified using AI tools

• Can depict real people or make up non-existent ones

• Scams, hoaxes, pornography, election manipulation, social engineering, etc.

• Can be used in many different ways (legitimate and illegitimate)



A short video…

Deepfake on Steroids



A short video…

• We’re only worried about external cyberthreats;

• Our organization is too small to be a target;

• Antivirus software is enough;

• The more cyber security tools we have, the more protected we 

are;

• We have MFA in place, no one can hack us

Cyber Security Myths



A short video…
If an IT security incident has 

occurred, or you suspect one, 
notify your IT as soon as possible!

Reporting



• Strive for due diligence and best practice

• Malicious actors are relentless and adapting quickly

• We’ll always be miles behind

• Help and resources are available, just look around/reach out

40

https://www.cyber.gc.ca/en
https://cybersecurityontario.ca/csam?utm_source=email&utm_medium=banner&utm_campaign=email-signature


Thank you
Merci

Miigwetch

privacy@allianceon.org 

* Please complete the evaluation form for this session to tell us how to make it better

mailto:privacy@allianceon.org


WANT FEEDBACK



Thank you 

info@accesscss.ca 

accesscss.ca 

mailto:info@accesscss.ca
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