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Disclaimer
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The content of this presentation should not be considered
a legal opinion. It is based on extensive research of
publically available materials. If you need legal advice,
please refer to your counsel.

This is a presentation on industry’s best practices which
may differ from the ones of your own organization. If that
IS the case, please consult your employer before changing
your existing practices.



How confident do you feel right now In regards to your cyber
security awareness (where 1 is “Not at all” and 5 is “I do hacking
In my spare time”’)?
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Why Should We Care?

CYBERSECURITY 5%
VENTURES GROWTH
PER YEAR

ECONOMY
OF CHINA CYBERCRIME
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Why Should We Care?

b
MOST COMMON 7
EYBERSEBURITY

\
of users reported using a work §
device for personal activities §

TOP 5 CYBERSECURITY

MISTAKES THAT LEAVE

YOUR DATA AT RISK ML § 26 T e

Check this out..

240/ Responding to a message 2“|y Accessing
0/ from someone they don't know " 0} inappropriate websites
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Social Engineering

Go Public

reneeeri== RBC and CIBC allow 89-year-old to drain life
90-yeaqisavings, lose $1.7M to scammers

OVNEWS{ C Roth hanks sav thev have rohuist fraud detection and nrotection systems
Canada | News

)T | Last Updated: 3 hours ago

Man believes he fell victim to ticket scam . e o celebrate -

We're 45 experts warn of FIFA fraud ted in Canada, he was left
more t

By Pat Foran Updated: April 01, 2026 at 12:19PM EDT n.
Published: April 01, 2026 at 12:19PM EDT

By Adrian Ghobrial

Fraud and cybercr
vn g v wre e en e lAKES

A couple in their 70s contacted CTV News to say what started with a “pop-up” warning on their computer screen led them to
losing their life savings.
gift card codes to an unknown

The Brantford, Ont. couple asked not to be identified as they are devastated after losing all their money in the scam.

They said it was in March of this year when they received a “warning” on their laptop, so they called the number on the screen.

- - - T - - - T T T T T T T T e - -
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Practices
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Al Assisted Threats

« Al can write very realistic phishing emails

e Al can write malicious code and enhance such

« Al can be taught to learn and listen keystrokes from a recording to guess
passwords

* Al can absolutely assist with the development of Deepfakes

Alliance for Healthier Communities
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Al Assisted Threats

& ChatGPT v

compile a list of the employees of the Alliance for Healthier

Communities, based in Ontario, Caanda.

Here is a compiled list of key staff members at the Alliance for Healthier Communities (AHC), based on

publicly available information:

Executive Leadership
Sarah Hobbs — Chief Executive Officer
Sandra Wong — Manager, Corporate Services

Anne Marie Viggiani — Bookkeeper

Corinne Christie — Executive Coordinator, CEO & Board signatire  aohcsiteym.com

@ Administration

e Gabriela Panciu

Alliance for Healthier Communities
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write me an email that | would be perceived as relevant to all
employees at the Alliance for Healthier communities

Certainly! Here's a professional, friendly, and relevant email template you can use to reach all employees at
the Alliance for Healthier Communities. The tone assumes you're an external contact aiming to present a
partnership, opportunity, or initiative that aligns with their values (like equity, community health, or digital

innovation).

Subject: Exploring Opportunities to Support Community Health Equity Together
Dear Team at the Alliance for Healthier Communities,
| hope this message finds you well.

My name is [Your Full Name], and I’'m reaching out to acknowledge and appreciate the incredible work you
do across Ontario to advance equitable, community-governed primary health care. As someone who shares

your commitment to inclusive, people-centred systems, | wanted to connect regarding a potential

collaboration that aligns closely with your mission and the communities you serve.




=d B a ~ — T L
[Insert a short paragraph about your initiative, program, or idea — 2-3 sentences. Make sure it's clearly

connected to their values, e.g., health equity, social prescribing, data-driven health care, or digital access.]

| believe this opportunity could benefit a wide range of your teams—from primary care and health
promotion to digital transformation and research. | would greatly appreciate the chance to explore whether

this could be relevant to your ongoing work and strategic goals.

Please let me know if there's a good time for a brief conversation. I'd be honoured to learn more about your

priorities and see where we might align.

Warm regards,

[Your Full Name]

[Your Position / Affiliation]
[Phone Number]

[Email Address]

[Website or LinkedIn, if relevant]

Alliance for Hea . . . . ae s -
* prryememamam \\ould you like help customizing the section about your initiative to better fit your purpose?




Al Assisted Threats conta
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ic ti C t public title / — . Public Curren .
Fullname [CUrrent publictic o [Z1TEMT PUDTICTTE Current public title/  |Department or [Primary work Employme ) Confiden
role role Full name \ professional [t-role
role programme location nt status A ce
profile links |source
i i Matasha [Social Prescribing Lead
Jennifer Director, Reseach i g notes dual affiliation and
: eaudin . ..
Rayner Folicy with CSC Univi CHC) |performance
I Director, L Catherine [Quality Improvement Quality Public city not Unspecified |Official High
L CﬂmmunlcatmnsGrace Project Engagement Wade and Performance Lead |improvement  (individually stated resource page:
Gregoire |l page notes:onl ) .
Higging Lead, Social Prescribing and
Marc Director of Inform performance
Gordon  Management  liosephine |Evaluation Specialist,  |cpristine |Provincial Data Data / Public citynot _ |Unspecified [Official High
Samuel Policy and Hdmc.?ham Social Prescribing Randle Management performance /  individually stated pages/PDFs;;
Garcia- Lead Coordinator information
Feliz management
Denis Cuality Improvement
Oleksandr Cummunicatiuns-l—sang and Performance Lead Catherine [Knowledge Translation |[Knowledge Toronto Unspecified [Public prﬂfile; High
a Budna [Member Relation MacdonaldiSpecialist translation / (Official current
research mention:
. - support
lason Public and Media|kathleen |Quality Improvement
Rehel Relations SpecialFrame and Performance Lead [Sara BhattilLearning Health System [EPIC Learning [Toronto Unspecified [Official current High
Manager Health System / mentinn;
research LinkedIn:
Brian P/ IM Communi
Sankarsingland Engagement [Stéphanie |Quality Improvement  |Isabelle  |Research and Policy Research and |Public city not Unspecified [Official current High
h Lamothe Jand Performance Fortuna Bnalyst policy individually stated mention;;
Lead (public source Linkedin:




Types of threats

The Top S Cyber Threats to Law Firms

--have i been pwned?

T T T e —
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Types of Phishing

g ™ ' ™
g ) crirriieieaie.| OO0 errrrireinen.] OO O ~
. (oo lo] — Y Y
VISHING (VOICE
EMAIL PHISHING U g::g:mg}[sns WHALING
Fraudulent emails posing Phone cnlls or voios Attacks that target a "big
I PE] 1 -
iti iti m ntainin fish” like compan
s legitimate entities 1..0 messages aiming to deceive TEXt el executives and ceulebrities
trick users into revealing individuals into providing links or prompts to reveal
personal information or 1 sensitive information or personal details or visit
clicking on malicious links. performing actions. malicious websites,
\, A\ \_ L
-
- . . .

SPEAR PHISHING OR CODE PHISHING MALWARE PHISHING

. . (QUISHING)
Fraudulent emails posing
. as legitimate entities to Fake QR codes that, when
' . . scanned, take you to
trick users into revealing

malicious websites that
¢ C :,) personal information or

steal your credentials.
clicking on malicious links.

Using Al-generated fake

videos or gudio to * Emails messages that

impersonate real people contain malware disguised
(like your boss or a family == 0s a trustworthy
attachment (such as bank

member king for urgen
e_ R statements).
action or money transfers.

g g N
_____________ ooo \ coo i 000
DEEPFAKE PHISHING
Cl
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Advancing Health Equity in Ontario Angler phishing — luring Cat pms‘Fﬁng -p |sﬁr|ng <t%rough
through social media dating websites




Email Phishing




Phishing

You’ve received a $100 Uber Eats voucher!

€5 Repl % Reply Al | — Forward
Uber Eats ® >y A TR &
To @ Gaz from CanlPhish Wed 10-Sep-25 12:01 PM

Uber Eats
We've missed you!
Scan the QR code. Verify your number. $100 will be credited to
your Uber Eats account. Cha ching!

B Alliance for Healthier Communities
Advancing Health Equity in Ontario




Phishing

*
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O Cloud ©

A\ Your payment method has expired — update your billing information.

If you don't have enough storage space in your Cloud, you can upgrade your
subscription.

> Your Cloud is disabled

We could not renew your Cloud subscription!

Without available space, all your data and files will be deleted.

Order details:
Subscription: 250GB
Product: Cloud storage

/A Final warning: your data will be deleted today!
Your account is blocked! All your photos and videos will be erased today!

PLAN UPGRADE

Thank you for your trust
Kind regards



Phish or not?

Offlce 365 Team <[ ll@pgahqg.com>
WARNING! Your Mailbox is almost full.

To David Musgrave

The space for your Office account: [Jl2 winthropdc.com is almost full.

To prevent your Incoming/Outgoing mail from getting errors

Click on http://quota.microsoftonline.com to add additional 10 gig free and mandatory storage.

2017 Microsoft
Terms of use Privacy & Cookies

P Alliance for Healthier Communities
Advancing Health Equity in Ontario



Phish or not?
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Phishing

Alliance for Healthier Communities
Advancing Health Equity in Ontario

[PayPal]: Action required! Your account has been limited €

m Team Support support112@paypal.net e
to me

PayPal e

Dear PayPal customer, @

Your PayPal account is limited, You have 24 hours to salve th ©
problem or your account will be permanetly disabled.

We are sorry to inform you that you no longer have access to
PayPal‘s advantages like purchasing, and sending and receiving
money.

Why is my PayPal account limited?

We believe that your account is in danger from unauthorized users.

What can | do to resolve the problem?
You have to confirm all of your account details on our secured
server by clicking the link below and following the steps.

#*CLICK HERE TO CONFIRM YOUR INFORMATION*** (@)

Attachment:

E' gG.pdf o o

22



Phishing

Urgent: Violation of Company Device Policy

Seb from CanlPhish ] ey [ Sy | %o | ]| -
To @ Gaz from CanlPhish Wed 3/01/2024 4:34 PM

Dear {[ Target-F Namel) [| Targel-LName}}, -
| hope this message finds you well

This email is to bring 1o your atlention an issue of concern. We have identified some recenl aclivity on your company-assigned device that appears lo

be in violation of our Device and Internel Usage Pelicy. Spadfically. the viewing of inappropriate material online during work hours.

View Recorded Evidence.

This action contradicts our policy which explicitly prohibits such use Our guidelines are in place to ensure a8 respectiul and professional workplace
emvironment We believe this may be an oversight on your parl and would like to take this opportunity to remind you of the policy

Kindly review the aforementionad evidence, and acknowledge your understanding and adherence 1o It by replying to this email

We value your contribution to our team and trust thal this will be addressed promplly. Please lesl free to reach out if you have any questions or

CONCeMs

Besl regards,

The {{.Target-Company}} HR Team

"Empowering People, Dilving Success”

Tz MMESS808 (INCIing BNy SIESCRMENtS) MBy CONTSH CONTASREAL PrOBRSISIY, SIVISCSD BAGAY ArivELS informanion. The Informaton i intended 10 be for INe Use of the indivdusl o

Alliance for Healthier Communities
Advancing Health Equity in Ontario
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Phishing

Alliance for Healthier Communities
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From: Human Resources Department <hr-dept@itcgovae.com=
Sent on: Tuesday, February 25, 2025 9:34:25 AM
To: conference@allianceon.org

Subject: Termination Of Employment

Requested by : HR Department
Position : Director of Human Resources

Hello conference@allianceon.org

Kindly check the below file to see the list of staffs whose
employment/contract have been terminated with immediate effect.

2025 List of employees termination and administrative change
conference@allianceon.org/company/employees.xls.

The above attached document contains details of terminate
employees, new administrative roles, and internal transfe

Please note that going forward, these individuals shguld be excluded
from all email correspondences.

Thanks & Regards,

Human Resources Department

HR Manager

Unsubscribe - Unsubscribe Preferences

24



Phishing

Caution: This email ariginated fram outside of the organization. Do not dick links or apen attachments unless you recognize the sendes,,

SHERATON PARKWAY TORONTO

NORTH HOTEL & SUITES

Your resarvabion s confirnmed!

Hello {{ name }},

Wi are thrilled o host you soon, Your reservation for the Alliance for
Healthier Communities" Annual Conference 2026 is being prepared, and

our staff is ready to make your stay unforgettable.

Confirmation # S5PN-{{ reservationid }}

Check-in June 3, 2026

Check-out June 4, 2026
e,

Alliance for Healthier Communities
Advancing Health Equity in Ontario
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Phishing

Caution: This email ariginated fram outside of the organization. Do not dick links or apen attachments unless you recognize the sendes,,

O B | mslogin.azureedge.net

¢ packetlabl®@allianceon.org
Enter password
Ppassword

Forgot my password

Allianc S,
' Advancing Health Equity in Ontario




MFA as basic security
safeguard
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Hamilton

Insurance won't cover $5M in City of Hamilton
claims for cyberattack, citing lack of log-in
security

Not all departments used multi-factor authentication, 'a root cause' of the breach, says
staff report

6 Samantha Beattie - CBC News - Posted: Jul 31, 2025 4:00 AM EDT | Last Updated: July 31

Mayor Andrea Horwath, left, and senior staff held a news conference at city hall on Wednesday to discuss the
2024 ransomware attack. (Samantha Beattie/CBC)



Common passwords
around the world

| aS SW O I d S Weak passwords are a problem everywhere—but they come in different forms based on location and

language. Here's a look at passwords that are frequently used in different countries.

TheBestVPN.com _ :_:;1;;:ndha== e _ _
Top 10 Most Common Passwords (Global) onest VPN Reviews & fesearch & vebmompas & s

® DEnuank

| @ astania

& webhompas & Dllakiss

L

179,9 : folor | [elimmenns )
The World’s Most Commor = i s topasizs |

& ashley

N
O metuEnLanas = (@l uxnaine =
Passuords S s
Olraance 11 [olscovarin  ma|
150 : doudou | ;: martin -_.
123456 io ;:ou-- = [ojwunenny =|
& 0 { | & BI245

153456789 S N — e

C , ATALY TuRREY m

12345678 885" : juventus g3 _: .ln.\them.? J

Breached Password Count (in Millions)

password [Qonence &=
100 qwerty123 NordPass anal 2 3 =l L S )
qwerty1 St el e e A, /_{: ;:;Iz:r-Se!ant-|
111111 460K s
674 639 e \ lic sources. T
' 12345 300K L e
266 secret 364'\ IDoveyou, == S ™ - s
50 : 123123 352K A \.’;I;;;M 5
1234567890 324K o)
28,3 :324!3 All of these passwords would e |
1234567 '?_OSI* take less than 1 second for a \ '
000000 N 260K hacker to crack PRI
qwerty Clll 245K = MSEANATE = .;'.:'.;'.‘.;;'.'.—il ‘
° e 5 ® S o anc123 Gl 207K e =) | | (e
- B password1 (Il 212K e |
N ’{',be’ ,.;Lb‘ Q»g:" Y iloveyou €8 I‘DSK e [ (o)
> 11111111 195K el St Coayang
dragon €8 145K
monkey 130K .

123123123 | ] | o Scrma ounes ata s mferad st o st sEciaced wih nguage
12332 <

Alliance for Healthier Communities qwertyuiop Gl FUIR _. -
Advancing Health Equity in Ontario 00000000 G&§ VI ‘ e ExpressVPN

Password




Passwords -

Thieves steal $100M in jewels from Louvre after museum
used own name as surveillance password

French cybersecurity audit revealed museum ran outdated Windows Server 2003 software with unguarded rooftop
access
By Kurt Knutsson, CyberGuy Report - Fox News

A 2014 report from the French information security agency (ANSSI) seen by
French daily Liberation claimed that the password for the server managing

the museums’ sprawling CCTV network was simply “LOUVEE.” Access to

"PASSWORD123"

LOUVRE MUSEUM SECURITY software managed by the security technology company Thales was protected

i les i uala by a similarly foolproof password: “THALES” — according to Liberation.

1) | NEWS

P Orp i i g T B

In the security audit, ANSSI reportedly recommended the Louvre boost its

* Al . " cyber security as well as move away from outdated software that could

iance for Healthier Communities
Advancing Health Equity in Ontario . . . .
jeopardize its protective stance.




10:00 2 " ull 56+ @ 12:01 N\

A Py

, = ,
( +1(365) 724-5293 )j

A
| £ |

C&IlEl(la Verlfy Wlt h th e Text Message - SMS
+1(619) 343 CRA directly Today 11:45
An action is currently pending on dllddd

your account. LOGIN TO YOUR CRA ACCOUNT!

An additional identification step is ® i o0 b loaae G Yoy Bcolld!
required in order to proceed. MI C I IC k

Please log in to your client portal H |
using the link below to review the : th e I In k
The sender is not in yo detailed instructions and
Report Ju the required step.

iMessagt
Today 15:¢

Hey there

-ﬁl Login: VANCOUVER, BRITISH COLUMBIA
1P 192.168.11

Click the link below to b\ Government o T

ccess the client portal s §%
dl 5 e cluen orcat: z é
-. & We bSIteS DO Was this you?

lot, confirm your account immediately

- by using the link below!
NOT end in .
| & . Canada Revenue  Agence du revem -CO m

Anonru i Canaria

servicehelpbenefits.com
o

?)

@

neR/ A

R N

ITAL IVICOOAYT - kﬂ-/\. (Text Message /- SMS

-

you did not expect this message from an
unknown sender, it may be spam.

Report Spam

Alliance for HealtHe
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Issues with Al

| just bought i

Welco
Is there ;
today?

Alliance for Healthier Communities
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Greg Abbott &
o aGregAbbott TX
IQQI IQQ \Alifh AI This is so awesome.

&) Missyin so Cal ¢ ® @ @MissylsMaga - 8h

Here is the photo of the honorable Colonel being rescued yesterday—

God bless him— our soldiers are ALL doing God's work!

HAPPY EASTER!

r Advancing Health Equity in Ontario




Latest in Cyber crime
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0 City of Mississauga-M... + Follow -
) an - @

Warning !

It has come to our attention that frau... See more

B -
L
N &
.
i,

A

are placing
fake

on machines

[557] mississauca



Taking your device with you

Ensure strong, unique passwords Only take essential devices and data on the

and enable (2FA). road. Use cloud services for access instead of
‘ storing sensitive files on your device.
Regularly update operating

systems, applications, and antivirus

software. Ensure devices can be remotely wiped in case

of loss or theft.

Avoid using public Wi-Fi networks
for sensitive activities. Use a VPN
to encrypt your connection.

Watch for "shoulder surfers" who may try to
see sensitive information on your screen.

Turn off automatic connections to
Wi-Fi and Bluetooth to prevent
unauthorized access.

Establish a protocol for reporting lost or
stolen devices, including who to contact and
what steps to take ASAP.

Lock devices when not in use.

* Alliance for Healthier Communities DO n’t |eave yOU r d eViceS unatten d ed
Advancing Health Equity in Ontario




Using a Rental Vehicle

ey Hertz WiBudget
dollar. 4

e Avoid using rental car Wi-Fi, as it may not be secure. Use your own mobile
hotspot or a VPN if you must connect

 When using a GPS or infotainment system, be cautious about connecting
your device. Disable any features that may share personal data

 Remove any personal data from the car's system before returning the
vehicle

* Never leave devices in plain sight. Store them in the trunk or a less visible
area

e Keep your devices with you whenever possible to minimize risk

4
y Alliance for Healthier Communities
W Advancing Health Equity in Ontario



Deepfake Trending Up

» Deepfakes with images, video, audio or those combined generated and/or
modified using Al tools

e Can depict real people or make up non-existent ones
e Scams, hoaxes, pornography, election manipulation, social engineering, etc.

e Can be used in many different ways (legitimate and illegitimate)

: Alliance for Healthier Communities
W Advancing Health Equity in Ontario



Deepfake on Steroids




Cyber Security Myths

« We’re only worried about external cyberthreats;
e Our organization is too small to be a target;
« Antivirus software Is enough;

 The more cyber security tools we have, the more protected we

are,

* We have MFA In place, no one can hack us

B Alliance for Healthier Communities
W Advancing Health Equity in Ontario



Reporting

WARNING

If an IT security incident has
occurred, or you suspect one,
notify your IT as soon as possible!




o Strive for due diligence and best practice

« Malicious actors are relentless and adapting quickly Cyber Security

Centre of Excellence

o We’ll always be miles behind

>

CANADIAN CENTREwsr |
CYBER SECURITY

CENTRE CANADIEN&R"]

 Help and resources are available, just look around/reach out *h:g'/
-
 CYBERSECURITE

40


https://www.cyber.gc.ca/en
https://cybersecurityontario.ca/csam?utm_source=email&utm_medium=banner&utm_campaign=email-signature

Thank you
Merci
Miigwetch

privacy@allianceon.org

* Please complete the evaluation form for this session to tell us how to make it better


mailto:privacy@allianceon.org

Cybersecurity Awareness Training
Feedback- June 10, 2026




Thank you

info@accesscss.ca

dCCEeSSCSS.Ca
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