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Disclaimer

The content of this presentation should not be considered 
a legal opinion. It is based on extensive research of 
publically available materials. If you need legal advice, 
please refer to your counsel.

This is a presentation on industry’s best practices which 
may differ from the ones of your own organization. If that 
is the case, please consult your employer before changing 
your existing practices. 



• PHIPA Basics (a very quick review)
• Where’s the privacy issue?
• Privacy in the News
• IPC Updates
• Case Studies
• AI in healthcare

• Key Points



What is your current level of confidence for privacy?
(where ‘1’ is a newbie and ‘5’ is an expert)
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2

3

4

5



Privacy and its Importance

A short video…



Key Definitions

Personal Health Information Protection Act, 2004
Sets out rules to protect a client's personal health information (PHI)/record across the health system. 
"Health information custodians" (healthcare providers and organizations) must follow these rules when 
collecting, using or sharing a client's PHI.



Personal Health Information 

Verbal or recorded format
Any information related to one’s health:
• Physical
• Mental 
• Spiritual
• Emotional



HICs, Agents and the IPC

Agent

means a person that acts for or on behalf of the 
custodian in respect to PHI regardless of whether: 
- the agent has the authority to bind the custodian 
- the agent is employed by the custodian or not
- the agent is being remunerated or not.

Information and Privacy Commissioner (IPC)

An officer of the Legislature, appointed to oversee 
PHIPA , as well as the Freedom of Information and 
Protection of Privacy Act (FIPPA)and the Municipal 
Freedom of Information and Protection of Privacy 
Act (MFIPPA). 

Health Information Custodian (HIC)

“…persons or organizations who have custody or control of 
personal health information as a result of or in connection with 
performing the person's or organization's powers or duties…”



Accessing PI & PHI

Need-to-know ≠ Nice-to-know 
Leadership: Do you have policies addressing access to PI and PHI?



Consent (PHIPA)

Consent to collect, use and disclose PHI   ≠   Consent to treat 
           PHIPA (2004)           HCCA (1996)

A client needs to consent to the collection, use & 
disclosure of their PHI to receive services.

Express consent involves asking the 
client for his or her consent. 
Express consent can be obtained 
verbally, which should be 
documented. If obtained in writing, 
there is an actual proof that 
consent was given.

Implied consent involves a client 
expressing his or her consent through 
actions. It is premised on the client 
having received a notice outlining 
the purposes for information 
collection. Notice must be provided 
at or before the time the 
information is collected.



Consent – Few Considerations

• Consent must be informed

• Do the clients understand what they are asked to consent to?

• Is the information provided easy to understand or full of legalese?

• Do clients know they have a choice (to withhold and withdraw consent)?

• Are clients notified using suitable channels?
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Lock Box (consent directive)
• An express instruction to a HIC to restrict access to the individual’s PHI. 

• It can be inclusionary and exclusionary
• Restrict access to all but selected individuals within the organization;
• Restrict access to selected individuals only within the organization.

• A HIC may also be asked to not disclose PHI to an external healthcare 
provider (some or all)

• Section 38(3) exception in PHIPA for releasing certain PHI to anyone

Educate clients who wish to apply “lockbox”  on their record!



What could the privacy issue here be?

Leadership: Do you have a policy addressing photography?



What could the privacy issue here be?



What could the privacy issue here be?



What could the privacy issue here be?



What could the privacy issue here be?

What other good practices do you know for managing paper records?



Headlines



Privacy in the News

• controversy traces back to July 2019, when a whistleblower revealed that Siri was 
frequently activated unintentionally, leading to the recording of private conversations

• recordings were subsequently reviewed by Apple contractors for quality control purposes
• whistleblower noted that accidental triggers were common, with sounds as innocuous as 

a zipper being misinterpreted as the "Hey Siri" wake phrase
• the settlement, which, pending judicial approval, could compensate U.S.-based Apple 

product owners up to $20 per device for up to five Siri-enabled devices.

• the $95 million payout equates to only nine hours of profit for Apple, based on its income 
for the last year.
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Privacy News
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In other news …

Questions: What information is being 
generated? What can organizations do 
with it? Is this too much fear 
mongering?



Privacy News (Cont’d)

In other developments …

Questions: How do I know if the person in 
front of me wears those “smart glasses”? 
Can I ask them to take the glasses off? 
What if they are prescription glasses? If 
they tell me the cameras are off, shall I 
believe that? Is there a consent issue 
here? 

23Leadership: Do you have a policy addressing recording?



Privacy News (Cont’d)

In other developments …

24



Travelling to the US

According to Electronic Frontier Foundation (EFF):
• Basic search – scrolls through photos, emails, 

social media, apps (no suspicion needed)

• Advanced search – contents could be 
downloaded for analysis … reasonable 
suspicion needed

• Can I refuse search? Yes … but you risk entry to 
the US
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IPC Statistics for PHIPA Breaches
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Hot Off the Press:
IPC 2024 Annual Privacy Breaches Report
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Source: IPC’s 2024 
Annual Statistical 
Report



You Still With Me?



Administrative Monetary Penalties (AMPs)

Up to $50,000 for individuals
Up to $500,000 for organizations

The IPC may also consider any other relevant criteria in determining the amount of an AMP. 



IPC Issues First AMPs (Decision #298)

What happened?
Physician with hospital privileges used the hospital’s EMR to conduct 
targeted searches (sounds familiar?) for newborn males and then 
contacted the parents to offer them circumcision services through his 
private clinic
• $5000 AMP against the physician (out of the max $50,000)
• $7500 AMP against WE Kidz (out of the max $500,000)
• Securely dispose of all records inappropriately obtained
• WE Kidz to undergo privacy training and improve policies

30



Case Studies – Group Work
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Breakout rooms will divide you in 
different groups for each of the 3 cases;

Take your time to think of the issues at 
stake and take notes;

Participation is key for this activity to be 
meaningful;

No wrong answers.



Case Study #1
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Adult Day Program van driver arrives at a client’s home for a pickup service 
to the adult day program facility. While on route, the client takes a call on 
their phone from a case manager and puts it on speaker to hear better. The 
van driver, unable to isolate from the phone call on speaker, hears the whole 
discussion which includes lots of details about the client’s living conditions 
and health. At one point, the driver recognizes the name of a person as a 
very close friend of his spouse. Additional sensitive details are stated 
including a chronic condition. The van driver is seriously contemplating 
sharing these details afterwards with his spouse. 

What questions are you thinking of at this time?



Case Study #2
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Meals on Wheels has been contracted to deliver meals to a new client. 
During the first delivery, the volunteer driver goes into the home as asked by 
the client due to mobility issues rather than the standard drop off at the 
front door. While inside the home, the volunteer sees medical equipment 
that suggests a specific health condition.  Because it looks “cool”, the 
volunteer snaps a quick picture of it with his phone with the idea of putting 
the picture on social media. In addition to that, volunteer observes client 
being verbally abusive to their elderly and fragile parent who also lives at the 
address.

What privacy considerations are there?What questions are you thinking of at 
this time?



Case Study #3
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A Personal Support Worker (PSW) is hired to attend to a senior client who 
has several comorbidities and can be a rather challenging client to deal with. 
During a service, the client becomes violent and hits the PSW in an effort to 
get out of the bath. The hit causes skin to break and draws blood from PSW 
who now becomes concerned about a potential exposure to conditions the 
client might have. After completion of the service, still shaken up from the 
experience, the PSW files a report and using their access to the electronic 
documentation system, combs through the client’s chart to find any medical 
condition that might require specific action.

Is this access to the record be justified? What potential issues could there be 
for this PSW?



Case Studies - Debrief
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AI in Health Care

What is AI?
Artificial Intelligence System” means a technological system that, autonomously or partly 
autonomously, processes data related to human activities through the use of a genetic 
algorithm, a neural network, machine learning, or another technique in order to generate 
content, make decisions, recommendations or predictions”

• AI has the potential to make care delivery way more efficient

• Almost every provider utilizes some form of AI

• Do you utilize AI in your organization?

• Do you have policy/policies related to AI use?



AI in Health Care – Some Challenges

• Ensuring accuracy and completeness of AI-supported records

• Asking consent from clients to use AI

• Evaluation of solutions in relation to privacy and security



Disclosure of PHI with(out) consent

a) Lawyer representing the client 
b) Children Aid Society (CAS)
c) Police 
d) Power of Attorney for the client
e) WSIB
f) Requester on behalf of a deceased client  
g) Coroner 
h) Insurance companies 
i) Accreditation Surveyors
j) Public Guardian and Trustee (PGT)



Physical Safeguards
• locked filing cabinets, shredders/ shredding boxes, 

private/scheduled printing, disposal of printed PI/PHI 
when not needed, key access to restricted areas, cable 
locks, etc.

Technological Safeguards 
• login names and (hard-to-guess) passwords; encrypted 

mobile devices; update anti-virus and other computer 
software/hardware protection, etc.

Administrative Safeguards
• privacy/confidentiality policies, procedures and protocols;  

training sessions, establishing a designated staff (Privacy 
Officer), etc.

Safeguards



Confidentiality/Privacy Agreement
All staff sign a confidentiality agreement at the start of their 
employment.  

Important Note:  employees MUST maintain confidentiality…
• During employment
Disclosing confidential information 
Use of inside information for own benefit 
Staff disclosing personal matters

• Post employment
No sharing or publishing confidential information after leaving

All staff will be asked to sign a new confidentiality agreement sometime after 
this training. You can find it on Sharepoint, in the Mandatory Training folder 



Summary / Takeaways

• Privacy is on everyone’s mind these days;

• Education and awareness are key;

• All staff have an obligation to keep information confidential, during and post 
employment.

• If in doubt, ask.



Advanced Cyber Security 
Awareness Training

Presented by:
Simeon Kanev BA², MI, CIPP/C, CCEP-I, CDPSE



Disclaimer

The content of this presentation should not be considered 
a legal opinion. It is based on extensive research of 
publically available materials. If you need legal advice, 
please refer to your counsel.

This is a presentation on industry’s best practices which 
may differ from the ones of your own organization. If that 
is the case, please consult your employer before changing 
your existing practices. 



How confident do you feel right now in regards to your cyber 
security awareness (where 1 is “Not at all” and 5 is “I do hacking 
in my spare time”)?

• 1
• 2
• 3
• 4
• 5



A short video…

We all have a stake in our organization’s security!

Forget the 
“Not My Job” 
statement



Social Engineering
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A short video…

What you need to know
• Be familiar with your organization’s IT policies and procedures to stay 

compliant;

• You are personally accountable for any activity done under your User ID;

• If your User ID/password is lost or compromised, contact IT immediately;

• If you identify a security concern/issue,  address it ASAP. Better safe than 
sorry.

Security is everyone’s responsibility!



A short video…
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Stats

We don’t spend nearly enough to better protect our organizations (and ourselves) from 
cyber crime!!!
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Industries most frequently impacted by ransomware 2024
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Stats
Identity fraud losses 

tallied a total of $52 billion 
(Javelin Strategy & 

Research)

  

We don’t spend nearly 
enough to better protect our 
organizations (and ourselves) 

from cyber crime!!!

  



Human Firewall

52Association of Ontario Health Centres

• No matter how great your policies and technical defenses are, 
some phishing will go through them

• Need to train staff on how to spot phishing emails and what to 
do (reminder: acceptable use policy, are staff familiar with it 
and have they signed it?) 

• Human firewall is critical
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Phishing



Phishing



A short video…

Phish or not?



Phishing

"https://sign-trk.r1lo.in/ga/click/2-15290959-1030-5503-
10896-5765-d57ac0fc5c-8823e2eeeb"



Phishing



Phishing
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Phishing
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Phishing
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Phishing

61



Phishing
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Phishing
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Slide on MFA spoofing 

- Microsoft Authenticator

- Text message

- Phone call

- Email



Most Common 
Scams 2024



Clones



A short video…

Passwords are like … underwear:

• Don’t share them;

• The longer, the better;

• Don’t leave them hanging around (e.g. written on sticky 
notes around your workstation);

• Change them often;

• Be mysterious, be unpredictable (choose complex passwords, 
use a passphrase).

Password Security



Passwords
- Use passphrases



Technology Labeling



Scam or not?
Just in time scam



A short video…

• Clean desk policy – it is becoming increasingly 
important for privacy and confidentiality reasons. 

Workstation Security



A short video…

Watch Out for “Baiting attacks” (an example of social engineering)
• the potential attacker leaves a malware-infected USB drive or SD card in 

a location sure to be found (bathroom, elevator, sidewalk, parking lot), 
gives it a legitimate looking and curiosity-piquing label, and simply waits 
for the victim to use the device.

Removable Storage Devices Security



A short video…

• Use a screenlock – every smartphone and tablet has one. Use it!

• Don’t allow anyone to borrow your smartphone (especially your work 

smartphone);

• Don’t respond to text messages from strangers;

• Don’t answer calls from strange phone numbers – Let voicemail handle 

those;

• Back up everything often.

Smartphone Security



A short video…

Deepfake on Steroids



A short video…

• Report to the police

• Tell financial institutions + CRA

• Report the identity theft to the Canadian Anti-Fraud Centre

• Check with Canada Post if the address they have for you is indeed yours

• Cancel any missing or stolen identification documents

• Contact Equifax and TransUnion

• May need legal help for some situations

Identity Theft – Steps to Take



A short video…
If an IT security incident has 

occurred, or you suspect one, 
notify your IT as soon as possible!

Reporting



A short video…

If something happens …



• Strive for due diligence and best practice

• Malicious actors are relentless and adapting quickly

• We’ll always be miles behind

• Help and resources are available, just look around/reach out

78

https://www.cyber.gc.ca/en
https://cybersecurityontario.ca/csam?utm_source=email&utm_medium=banner&utm_campaign=email-signature


Thank you
Merci

Miigwetch

privacy@allianceon.org 

* Please complete the evaluation form for this session to tell us how to make it better

mailto:privacy@allianceon.org


Training Feedback 

Your feedback is highly appreciated.

Please take a minute to complete the 
survey.  

https://forms.office.com/r/7MyvYU6Fwt



Thank you 

info@accesscss.ca 
accesscss.ca 

mailto:info@accesscss.ca
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