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Land Acknowledgment



Disclaimer

The content of this presentation should not be considered 
a legal opinion. It is based on extensive research of 
publically available materials. If you need legal advice, 
please refer to your counsel.

This is a presentation on industry’s best practices which 
may differ from the ones of your own organization. If that 
is the case, please consult your employer before changing 
your existing practices. 



How confident do you feel right now in regards to your cyber 
security awareness (where 1 is “Not at all” and 5 is “I do hacking 
in my spare time”)?

• 1
• 2
• 3
• 4
• 5



A short video…

We all have a stake in our organization’s security!

Forget the 
“Not My Job” 
statement



Social Engineering
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A short video…

What you need to know
• Be familiar with your organization’s IT policies and procedures to stay 

compliant;

• You are personally accountable for any activity done under your User ID;

• If your User ID/password is lost or compromised, contact IT immediately;

• If you identify a security concern/issue,  address it ASAP. Better safe than 
sorry.

Security is everyone’s responsibility!



A short video…
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Stats

We don’t spend nearly enough to better protect our organizations (and ourselves) from 
cyber crime!!!
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Industries most frequently impacted by ransomware 2024
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Stats
Identity fraud losses 

tallied a total of $52 billion 
(Javelin Strategy & 

Research)

  

We don’t spend nearly 
enough to better protect our 
organizations (and ourselves) 

from cyber crime!!!

  



Human Firewall

12Association of Ontario Health Centres

• No matter how great your policies and technical defenses are, 
some phishing will go through them

• Need to train staff on how to spot phishing emails and what to 
do (reminder: acceptable use policy, are staff familiar with it 
and have they signed it?) 

• Human firewall is critical
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Phishing



Phishing



A short video…

Phish or not?



Phishing

"https://sign-trk.r1lo.in/ga/click/2-15290959-1030-5503-
10896-5765-d57ac0fc5c-8823e2eeeb"



Phishing



Phishing
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Phishing
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Phishing
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Phishing
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Phishing
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Phishing
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Slide on MFA spoofing 

- Microsoft Authenticator

- Text message

- Phone call

- Email



Phishing
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Most Common 
Scams 2024



Clones



A short video…

Passwords are like … underwear:

• Don’t share them;

• The longer, the better;

• Don’t leave them hanging around (e.g. written on sticky 
notes around your workstation);

• Change them often;

• Be mysterious, be unpredictable (choose complex passwords, 
use a passphrase).

Password Security



Passwords
- Use passphrases



Technology Labeling



Scam or not?
Just in time scam



A short video…

• Clean desk policy – it is becoming increasingly 
important for privacy and confidentiality reasons. 

Workstation Security



A short video…

Watch Out for “Baiting attacks” (an example of social engineering)
• the potential attacker leaves a malware-infected USB drive or SD card in 

a location sure to be found (bathroom, elevator, sidewalk, parking lot), 
gives it a legitimate looking and curiosity-piquing label, and simply waits 
for the victim to use the device.

Removable Storage Devices Security



A short video…

• Use a screenlock – every smartphone and tablet has one. Use it!

• Don’t allow anyone to borrow your smartphone (especially your work 

smartphone);

• Don’t respond to text messages from strangers;

• Don’t answer calls from strange phone numbers – Let voicemail handle 

those;

• Back up everything often.

Smartphone Security



Digital Arrest Scam
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A short video…

Deepfake on Steroids



A short video…

• Report to the police

• Tell financial institutions + CRA

• Report the identity theft to the Canadian Anti-Fraud Centre

• Check with Canada Post if the address they have for you is indeed yours

• Cancel any missing or stolen identification documents

• Contact Equifax and TransUnion

• May need legal help for some situations

Identity Theft – Steps to Take



A short video…
If an IT security incident has 

occurred, or you suspect one, 
notify your IT as soon as possible!

Reporting



A short video…

If something happens …



• Strive for due diligence and best practice

• Malicious actors are relentless and adapting quickly

• We’ll always be miles behind

• Help and resources are available, just look around/reach out
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https://www.cyber.gc.ca/en
https://cybersecurityontario.ca/csam?utm_source=email&utm_medium=banner&utm_campaign=email-signature


Thank you
Merci

Miigwetch

privacy@allianceon.org 

* Please complete the evaluation form for this session to tell us how to make it better

mailto:privacy@allianceon.org


Training Feedback 

• Your feedback is highly appreciated.
• Please take a minute to complete 

the survey.  



Thank you 

info@accesscss.ca 
accesscss.ca 

mailto:info@accesscss.ca
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