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HAPPY NEw, YEAR

Americans are Poised for a “Financial Resolution Rebound” in 2026
By: Vanguard
Americans are optimistic about the New Year, prioritizing building an emergency

fund and leveraging a high-yielding account for short-term savings goals,
despite financial obstacles.

Nearly 75% of Americans fell short of their saving and spending resolutions in
2025, but most are optimistic that 2026 will be their year for a “resolution
rebound,” according to Vanguard’s new consumer survey. In fact, 84% of
Americans have a financial resolution for 2026, with building an emergency fund
and using a high-yielding account for short-term savings goals as the top two
resolutions.

Despite the majority (82%) feeling somewhat or very confident in their ability to
achieve their financial resolution in 2026, each generation cited different
obstacles to achieving these goals.

Click this link to read the full article:
https://corporate.vanguard.com/content/corporatesite/us/en/corp/who-we-
are/pressroom/press-release-americans-are-poised-for-a-financial-resolution-rebound-
in-2026-according-to-vanguard-survey-102925.html
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Scammers Are Smarter Than Ever: How to protect your identity—and your wealth
By Liz Loewy

There have always been scams, but the digital age has certainly created more opportunities for
fraudsters.

What We’ll Cover:
e Why it's so easy to get scammed
e Recognizing red flags
e How technology can help you get ahead of the scammers

Several years ago, my friend’s father—who was still sharp and independent, even in his 90s—received a
call from his grandson. He said he’'d been arrested and needed help immediately. “Please, don't tell
Mom,” he pleaded. “I'm in trouble.” Male voices were in the background and thought to be police. My
friend’s father ended the call and immediately phoned his best friend, who persuaded him not to send
any “bail money.”

The fact that he chose not to call his daughter until hours later was noteworthy. But as I learned from
countless cases such as this—both during my years as a prosecutor and now at EverSafe—scammers
understand that a grandparent’s greatest wish is to nurture a close, trusting relationship with their
grandchild, even if it means keeping a few secrets from mom and dad. Knowing this, scammers often
exploit that emotional bond. Thankfully, my friend’s father didn’t fall for this common scam, but not
everyone is so fortunate.1

Most adults in the US have been targeted by an online scam attempt or attack.: Older individuals are
seen as more susceptible to these crimes. Why? A few reasons. As notorious bank robber Willie Sutton
famously said about why he robbed banks, “That’s where the money is.”

To his point, Americans aged 55 and older own most of the nation’s wealth.1 And given that about 1 in 9
seniors has been diagnosed with Alzheimer’s disease, the place “where the money is” has never been
more vulnerable to scammers.2


https://www.hartfordfunds.com/insights/investor-insight/investor-behavior/scams-are-smarter-than-ever-how-to-protect-your-identity-and-your-wealth.html?utm_source=hartfordfunds.com&utm_medium=email&utm_campaign=2025-09-22-SUB_II_Scams&utm_content=investor_insight&programID=10445&emailID=50399&mkt_tok=ODYxLVJXUy02OTkAAAGdEY4PZMAmUf2te1OynzXjjOJCpkQSvcievlX-F7lVoiplG5-LnFz9S8H-098ZpsoPRVTwtRHdW2RKjfDTPrMkWTc48lWgpU-TAs_e_-y-e1DwEw#bio
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First, Why It’s So Easy to Get Scammed

Unfortunately, scammers are getting more sophisticated and opportunistic. With so much of our daily
life now happening online, our personal information is more exposed than ever. And with that
exposure comes more opportunities for scammers to commit fraud and identity theft.

Modern scams are also more convincing than ever, thanks to advances in artificial intelligence, social
media, and deepfake technology. Scammers now create messages, websites, and even audio or video
clips that look and sound incredibly real—often mimicking trusted companies, government agencies,
or even loved ones.

These scams are designed to trigger emotional reactions such as fear, urgency, or sympathy. Here
are some ways they use emotions against their victims:

Digital Payment Scams

Maria receives a text that appears to be from PayPal, claiming she was charged for concert tickets she
never purchased. Worried, she calls the number in the message. To “fix” the issue, the fake agent
asks for her full name, email, and bank details—then uses the information to transfer money from her
account.

Government Imposter Scams

Tom receives a call from someone claiming to be a Medicare representative. They say his benefits will
be cut unless he confirms his Social Security number. He shares it and becomes a victim of identity
theft.

Fake URL or QR Code Scams

Linda scans a QR code on a flyer advertising a free brain- health webinar. The website looks legitimate
but steals her personal information and installs malware on her phone. Days later, she notices
suspicious activity in her email and bank account.

Anyone Can Fall for a Scam

Scammers don’t rely on what you know—they rely on how you feel in the moment. Their tactics are
designed to catch people off guard emotionally, clouding their judgment and leading to impulsive
decisions. This is why even tech-savvy individuals can be fooled when a scam appears to come from a
trusted source or mimics a loved one in distress. The truth is, anyone can be vulnerable when the
right emotional buttons are pushed. That's why awareness and caution are critical.
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Second, Recognizing Red Flags

Even though scams are designed to look and sound legitimate, there are warning signs you can watch
for—especially if you know where to look.

Scare tactics disguised as tech or security alerts

Scammers often try to scare you into acting quickly. You might get a pop-up saying your computer is
infected, or a call claiming your Social Security number has been suspended. Real tech support will
never ask you to call a number from a pop-up. The Social Security Administration (SSA) generally
initiates contact through official letters before making any phone calls and will never suspend your
Social Security number.

What to do: Hang up or close the message. If you’re concerned that it wasn’t a scam, contact the
organization directly using a phone number or website you trust—not the one in the message—to
confirm. Never click links in the communication or open attachments.

Strange email addresses or sender names

Scam emails often look like they’re from a bank, a government entity such as Medicare, or even a friend.
But if you hover your mouse over the sender’s name, the email address may look suspicious or
unfamiliar (e.g., support@secure-paypal-alerts.ruinstead of support@paypal.com).

What to do: Always check the full email address. If it looks odd or doesn’t match the organization’s
official domain, don’t click on any links or attachments. Close it and block the sender.

Spelling errors, strange fonts, or awkward language

Many scam messages, whether in email or text form, contain typos, unusual formatting, or phrases that
don’t sound quite right, such as “Greetings from Amazon,” “Dear customer” instead of your name, or
“Your account is being terminated unless you verify now.”

What to do: Trust your instincts. If a communication looks sloppy or feels irregular, it could likely be a
scam. The safest course of action is to close it and block the sender.

Unexpected requests for personal or financial information

A scammer might send an email or text pretending to be from a trusted company saying, “We’ve
detected suspicious activity on your account. Please confirm your identity to prevent suspension.”

No legitimate company will request sensitive data such as your Social Security number, bank account, or
password via email, text, or an unsolicited call.

What to do: First, always avoid logging into financial accounts, shopping online, or entering personal
information while on public Wi-Fi. These activities can expose your data to hackers unless you're using a
secure connection like a VPN.

If you're unsure about the legitimacy of a request, go directly to the company’s official website and
contact customer service using a verified phone number. Only share personal information if you initiated
the contact with the actual company and are certain of whom you’re speaking with.
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Urgent messages or threats from “law enforcement”

Scammers may impersonate police officers, federal agents, or court officials in an attempt to scare their
targets into acting quickly. You might receive a call or email claiming you have unpaid speeding tickets,
toll charges, or that you missed jury duty and now owe a fine. They may demand payment through gift
cards, wire transfers, or digital wallets, and threaten arrest if you don’t comply.

What to do: Hang up or delete the message. Genuine law enforcement professionals do not demand
payment over the phone or threaten arrest without due process. If you're unsure, contact the agency
directly using an official, verified phone number.

Suspicious friend requests or messages on social media

Scammers often create fake profiles to impersonate someone you know—or someone you'd want to know.
They might send a friend request posing as a grandchild, an old classmate, or even a romantic interest.
Once connected, they eventually ask for money, personal information, or try to lure you into clicking
malicious links.

What to do: Don’t accept friend requests from people you don’t recognize or haven’t spoken to in years. If
something feels off, trust your gut. Verify the person’s identity through another channel before engaging
and never share sensitive information over social media.

Suspicious phone calls from unknown numbers

Scammers often use phone calls to impersonate loved ones, law enforcement, or financial institutions.
They may have the ability to spoof caller IDs to look legitimate, create urgency, or use silence and pauses
to record your voice. Even saying “yes” can be risky—it may be used to authorize fraudulent charges or
train Al voice clones.

What to do: Avoid answering calls from unknown or anonymous numbers. If you do answer and there’s a
long pause before someone speaks, don’t say anything and hang up immediately. Speaking, even briefly,
can confirm your number is active or provide audio that scammers can misuse. Never say “yes” or share
personal information unless you're absolutely certain who is on the other line. If you're unsure, hang up
and call the organization’s official number. Finally, refrain from recording a voice mail message with your
name. The best approach is to use the standard voicemail greeting from your telecom provider.

While scammers are increasingly using technology to defraud victims, the good news is that you can fight
fire with fire and use technology to protect yourself—and loved ones.

Third, How Technology Can Help You Get Ahead of the Scammers

Scams are constantly evolving—and many no longer come with warning signs like suspicious calls or
emails. That’s why relying on awareness alone is no longer enough. Technology-based protection has
become essential for staying ahead of increasingly sophisticated threats and to your digital and financial
safety.
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Key features to look for:
e Monitoring across your full financial picture—including bank, investment, retirement, and credit card
accounts
e Alerts that can be shared with designated family members, caregivers, or financial professionals—
without giving them the ability to move funds
e Coverage of credit activity from all three bureaus, Dark Web surveillance, and real estate holdings
e Email monitoring for suspicious communications suggestive of scams
e Support with recovery and remediation if fraud occurs
.
EverSafe offers all of these features and more. While it’s one of the more comprehensive options
available—especially for seniors and families—it’s important to research and choose the service that
best fits your needs.

You May Be Thinking, “I Think I'm Pretty Savvy. Is Paying for this Service Really Worth It?”

Many people feel confident in their ability to spot a scam, especially if they’ve never fallen for one before.
But that confidence can make us more vulnerable. Scammers count on people thinking, “That would
never happen to me—or my parents.”

Fraud-protection technology isn’t about replacing your instincts—it’s about backing them up. These
tools can spot suspicious activity early, alert you quickly, and help you act before real damage is done.

Sooner or Later, We'll Likely All Get Scammed

Scammers are getting smarter, faster, and more convincing. With Al tools that mimic voices, scrape
social media, and generate realistic messages, it’s no longer a question of if—but when. In fact, 73% of
US adults have already experienced some kind of online scam or attack.s

That’s why awareness is no longer optional—it’s essential. Knowing what to look for, being careful about
what you share online, and using fraud-protection technology can make all the difference. Think of it as
digital self-defense: spotting red flags early, limiting your exposure, and having tools that help you
respond quickly.

In today’s hyper-connected world, caution isn’t overreacting—it’s smart protection.

Next Steps
1.Be mindful of red flags
2.Share this information with loved ones
3.Explore fraud-protection tools

1 Wealth Distribution in the U.S. By Generation, smartasset.com, 7/24
22025 Alzheimer’s Disease Facts and Figures, alz.org, 9/25

3 Online Scams and Attacks in America Today, pewresearch.org, 7/25
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Milestone Ages for Financial Planning
By: Hartford Funds

When it comes to financial planning, some birthdays are more important than others

Whether or not you've stopped counting birthdays, it's important to know that some birthdays are
more important than others when it comes to financial planning. Milestone birthdays can remind you
to consider your options and discuss key decisions with a financial professional.

50: You can contribute more to your retirement plan

e When you turn 50, you can contribute more to your 401(k) or other retirement plan. In 2026, the
maximum contribution limit is $24,500 with an additional $8,000 catch-up contribution allowed
for those turning age 50 or older.1

e For IRAs, the 2026 contribution limit is $7,500 ($8,600 if you're over 50).1

59 /2: No penalty if you withdraw funds from your IRA

e Starting at age 592, you can take withdrawals without penalties, although it's worth noting that
taxes may be due based on the type of your IRA. At this age, consider talking to your financial
professional about creating an retirement income plan.

e It can also be a good time to consider consolidating old 401(k)s from previous employers and
IRAs. Doing so can make it easier to track and organize your investments, e.g. manage your asset
allocation, diversification, and rebalancing. Plus, it may help reduce taxes and fees.z
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60-63: Extra Catch-Up Opportunity

Starting in 2025, the SECURE 2.0 Act allows individuals aged 60-63 to make an enhanced catch-up
contribution to their 401(k), 403(b), or governmental 457(b) plans:

65:

66:

Standard limit: $23,500

Regular catch-up (50+): $7,500
Additional catch-up (60-63): $3,750
Total possible: $34,750+

: You can start receiving Social Security

At 62, you're able to start receiving Social Security income. However, doing so can reduce your
monthly benefits by 30% versus waiting until your Social Security full retirement age (FRA—the age
when you are entitled to 100 percent of your Social Security benefits, which are determined by your
lifetime earnings).

And that reduction is permanent.s Therefore, talk to a financial professional to help you with this
decision.

Visit the Social Security website to get personalized retirement estimates.

You can sign up for Medicare

You’'ll want to get the timing right on this. Medicare’s initial enrollment period lasts seven months,
starting 3 months before you turn 65, and ending 3 months after the month you turn 65. If you miss
your 7-month Initial Enrollment Period, you may have to wait to sign up and pay a monthly late-
enrollment penalty.s

Full Retirement Age for people born 1943-1954; 67 for people born after 1960

Full Retirement Age is the age when you are entitled to 100% of your Social Security benefits, which
are determined by your lifetime earnings. The amount you receive when you first get benefits sets
the base for the amount you will receive for the rest of your life.

If you were born between 1955 and 1959, full retirement age gradually increases.s

If you were born after 1960, your full retirement age will be 67.s

You can increase your retirement benefits by waiting past your Full Retirement Age to retire. Each
month you put off filing up to age 70 earns you delayed retirement credits that boost your eventual
benefit.s
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70: Social Security benefit increases as a result of delaying retirement stop at age 70

e You don’t have to begin collecting Social Security by age 70, but your benefit will not increase if you
delay claiming past your 70th birthday.s

Age 73: RMDs begin if you turned 72 after December 31, 2022; Age 75: RMDs will begin at 75 for
individuals who turn 74 after December 31, 2032

e Required Minimum Distributions (RMDs) are the minimum amounts that retirement account holders
must begin withdrawing annually once they reach a certain age. For most investors, RMDs now begin
at age 73, if they turned 72 after December 31, 2022. Starting in 2033, the RMD age increases to 75
for individuals born in 1960 or later.

e These withdrawals allow the government to finally tax money that has grown tax-deferred over time.
Investors who fail to take their RMD may face a penalty—now 25% of the amount not withdrawn,
though it can be reduced to 10% if corrected promptly.s

73 and beyond

e According to the MIT Agelab, a division of MIT that studies aging, retirement tends to get more
complex as we age. Things you’ll likely need to address include, housing decisions, driving
challenges, maintaining friendships, caregiving, organizing your most important info, and having fun
and a purpose.

1401(k) limit increases to $24,500 for 2026, IRA limit increases to $7,500, IRS, 11/13/25
2 Consult a financial professional or tax professional for more information.

3 Should you take Social Security at 62? Fidelity, 8/1/25

4 When does Medicare coverage start? Medicare.gov, 2025

s Retirement Benefits, Social Security, 2023

6 SECURE 2.0 Act of 2022, finance.senate.gov, 2022
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