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@‘ é WhatsApp is one of the most popular messaging apps in
= the world, with more than 1.5 billion people in more than

0 180 countries using it to send and receive text, photos,

videos and documents, as well as make voice and video
calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which means that messages

can only be read by the sender and the recipient in
one-to-one chats, or all members if it is a group chat. Not
even WhatsApp can read them.
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A = 5 A A 8 To start a chat in WhatsApp, you need to know the mobile
Since May 2018, the minimum age for using WhatsApp is 16 WhatsApp has been linked to enabling the spread of number of the contact you want to speak to and they also need
years old if you live in the European Union, including the UK. dangerous viral rumours. In India, for example, a number of
. 7 e A r A to have the app downloaded. WhatsApp can find contacts by
Prior to this, the minimum age was 13, which still applies for attacks appear to have been sparked by false rumours shared accessing the address book of a device and recognising which
thlel reir e L hasdnl;)t Pt w{l;ethe;.it CONIESCSEE of those contacts are using WhatsApp. If your child has shared
will take action against anyone aged between 13 and 16 who . . X _ P
aleady hold accounts under theold terms and conciiors, @  THE ‘ONLY ADMIN’ FEATURE e e gtimtouchvioWhashe.
such as closing their account or seeking parental permission. AND CYBERBULLYING
Lo : : . LIVE LOCATION SHARING
SCAM MESSAGES Cyberbullying is the act of sending threatening or taunting WhatsApp's ‘Live Location’ feature enables users to share their
. . text messages, voice messages, pictures and videos, with the ) . 4 11 hei . h llowi
Occasionally on WhatsApp, people receive spam messages aim to hurt and humiliate the receiver. The group chat and LT E ATIDREEL (IUDH R TSI SR G L ST
from unauthorised third parties or from fraudsters group video call features are great for multiple people to chat L sh?w theu: mnvm"nents. TI‘.'E featu.re, T e
pretending to offer prizes to ‘lucky people/ encouraging simultaneously, but there is the potential for people to hurt f:;‘:f's:’“’; "I'::fl':ge‘:'jr:t;:‘ht:’:‘e?":;"Iﬂeks::vbva’hbe‘::wﬁ:;’f
'recl?lents padiomicale h'"ktu ke i heirWhatsApg oot i o e Al or I S S oion adiinjieating Locatiorll)-sharin is already a com?nor': feature on oth:r social-
b bt that their WhatsApp gives the admin of a group chat greater control overwhocan | %00 o S?\a hat‘s‘gna L R e e
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6"'" for a reward or gift from WhatsApp or another PE“D“') \which could result in a child being upset and unable to reply.)\
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REPORT SCAM MESSAGES
CREATE A SAFE PROFILE Advise your child not to tap, share or forward any message that DE LETE ACCIDENTAL
MESSAGES

looks suspicious or sounds too good to be true. When your

Even though somebody would need your child’s phone number
to add them as a contact, as an extra security measure we

suggest altering their profile settings to control who can see :h'!d B ey g sn0e D! 'unknown oL TS If your child has sent a message to the wrong chat
their profile photo and status. The options to choose from are Rime; .they w!II I?e given the option to report the number as or if a message they sent has contained a mistake,
‘Everyone,’My Contacts’ and'Nobody. We suggest selecting'My | *P2™ directly |n5|defhe chat, They: can alsg report a contact or they can delete it. To do this, simply tap and hold on
Contacts’ or ‘Nobody’ to ensure their profile is protected. agroup as spam using the following steps: 1) OPe!‘ the chat. the message, choose ‘Delete’ and then ‘Delete for <
2}Tap on the contact or group name to-open thein profile everyone. The app allows seven minutes to delete the

EXPLAIN HOW TO BLOCK PEOPLE information. 3) Scroll to the bottom and tap ‘Report Spam.’ e m i R b P T T e s

remember that recipients may have seen and screenshot a
If your child has received spam or offensive LEAVE A G ROU P message before it was deleted.

messages, calls or attachments from a contact, If your child is part of a group chat that makes them feel
lﬂ\ they should block them. Messages and status | uncomfortable or has been added to a group they don’t want to

updates sent by a blocked contact will not be part of, use the group’s settings to show them how to leave.
show up on the phone and will stay If someone exits a group, the admin can add them back in once, SET TIME LIMITS A
undelivered. Blocking someone will not If they leave again, they cannot be added again. A 2017 study found that by the age of 14 the average child

remove this contact from the contact list - will have sent more than 35,000 texts, 30,000 WhatsApp

they will need to be removed from the phone's U SING LIVE LOCATION SAF E LY messages and racked up more than three solid weeks of

video chat. Although it is inevitable that your child will use

ad:;less boak.T;:‘ blocka c,on:.act, biog! :h“: If your child needs to use the ‘Live Location’ feature to share e Tt ) ) el Tyt ot sy
needs to open | ep:rson L at stream an with you or a friend, advise them to only share it for the amount s eciglr' ‘;ince R ik e device-s for both Y
B ST, of time they need to. WhatsApp gives the options of either 15 schoo';work :nd e e

minutes, one hour or eight hours. However, your child can
choose to stop sharing at any time.
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This is not a definifive guide. Please always check with the app’s support information to see if Www. n Giio n a I O n Ii n e S qfety . C o m

your security and privacy concermns are addressed.



