STRATEGIC POLICY FRAMEWORK

A Proactive Approach to Critical Infrastructure Management in Canadian
Communities
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Executive Summary

Canadian communities are facing a critical infrastructure crisis. Municipalities, First
Nations, and remote communities are trapped in a cycle of reactive maintenance,

premature asset failure, and escalating lifecycle costs that far exceed available budgets.

This Strategic Policy Framework outlines a fundamentally different approach to
infrastructure management, one that prioritizes data-driven monitoring, operational
simplicity, and proactive risk management. The objective is clear: extend asset life, reduce
unplanned failures, stabilize operating costs, and lower overall risk exposure for

communities and their insurers.
Our mission is equally clear:
Critical infrastructure failures in Canadian communities are preventable.

This document sets out how.
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The Problem: A System Set Up for Failure

Across Canada, essential infrastructure such as water treatment plants, wastewater
systems, lift stations, HVAC systems, and electrical utilities are failing at an accelerating
rate. The impacts are most severe in smaller municipalities, First Nations, and remote

communities with limited technical capacity and constrained operating budgets.

The prevailing infrastructure model is fundamentally broken. Capital projects are funded,
assets are commissioned, and communities are left to manage increasingly complex
systems with insufficient resources, incomplete documentation, and little to no

operational visibility.
The result is predictable:

< Systems are operated outside their intended design parameters
< Failures occur earlier than anticipated
<% Emergency repairs replace planned maintenance

< Costs escalate while service reliability declines
The Core Issue: People and Complexity

At the heart of most infrastructure failures is not defective equipment, but rather

organizational capacity overwhelmed by system complexity.
Modern infrastructure has narrow windows of operability that demand:

< Specialized knowledge
< Continuous attention

< Precise operating discipline
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When experienced operators burn out or leave, institutional knowledge leaves with them.
Incoming staff inherit systems they did not design, with histories they cannot access and

control logic they may not fully understand.

Assets designed for 25-30 years of service routinely fail in 5-10 years; not due to aging, but

due to invisible operational drift that goes undetected until failure occurs.
The Economics of Failure

Infrastructure costs are overwhelmingly lifecycle driven.

< Design and construction typically represent approximately 20% of the total lifecycle
cost

< Operations, maintenance, and decommissioning represent approximately 80%

When $20 million is invested in new infrastructure, a community must realistically plan for

$80 million in downstream costs over the asset’s life.
For communities of 1,000-5,000 residents, this math does not work.
As aresult, many communities are forced into a “Run-to-Fail” operating model:

< Multiple known risks
% Limited capital

< Only minimal failures can be addressed at a time

When failures occur, replacement parts are often weeks away, leaving communities
without essential services and triggering emergency funding, insurance claims, and
reputational damage. These consequences manifest through increased taxation on

residents and rising insurance premium costs.
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The Shift from Reliability to Fragility

Older infrastructure systems were built with wide margins and forgiving tolerances. They

were over-engineered, repairable, and operable under variable conditions.

Modern systems prioritize:

R/

< Energy efficiency
< Sustainability targets

7

< Optimized performance envelopes

While well-intentioned, this shift has reduced operational resilience. Minor deviations now

result in major failures.
This has led to:

% Premature failures
< Assets requiring replacement within years short of full life cycle
<+ Water treatment and wastewater plants experiencing quality controlissues

immediately after commissioning

Stakeholders and Their Risk Exposure

‘Stakeholder H Primary Challenges H Key Risk Exposure

Overwhelming system complexity; burnout;
Utility Operators loss of institutional knowledge; reactive work
environment

Operational failure,
safety incidents

Municipal Unsustainable lifecycle costs; difficulty Fiscalrisk, political

Leadership justifying preventive spending exposure

First Nations & . . . . Service
Disproportionate failure rates; reliance on

Remote

interruption, public

distant contractors; long repair timelines
grep health

Communities




A

NORMAN RISK CONSULTING

\/
‘Stakeholder H Primary Challenges H Key Risk Exposure
Provincial & Federal |[Repeated emergency funding; limited Inefficient capital
Governments operational visibility allocation

Engineering & Asset |[Replacement-driven models; liability

Professional liability

Firms exposure
Insurance Increasing frequency and severity of Loss ratios,
Underwriters infrastructure-related claims systemic risk

The Solution: Data-Driven, Proactive Risk Management

Norman Risk Consulting delivers a risk-first infrastructure management model built on

monitoring, transparency, and operational simplicity.

Monitor

We deploy simplified, asset-level monitoring on critical infrastructure. Systems are

designed to be:

®,

< Maintainable by local operators

®,

< Independent of complex control systems

< Secure by design

Monitoring is deliberately segregated from control, ensuring that data access does not

equate to operational control, which reduces cyber and operational risk.

Gather Data

Continuous data collection preserves institutional knowledge and creates a permanent

operational record that is resistant to staff turnover.
Data answers questions that communities currently cannot:

% How is the asset being operated?
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< When did performance begin to degrade?

< What conditions precede failure?
Discover Patterns

Operational data reveals each asset’s true window of operability, not theoretical design

assumptions.
Patterns identify:

< Early warning indicators
< Maintenance anomalies
< Latent defects (hidden issues)

% Systemic vulnerabilities
Identify and Quantify Risk
With data, communities can predict:

<  What will fail
< When it will fail

< The financial and service impact if it does

This enables planned intervention, not emergency response.
Underwriters as Active Risk-Management Partners

This framework formally integrates insurance underwriters into infrastructure risk

management before loss occurs.
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Underwriter Engagement Enables:

< Verification that assets are being operated within safe parameters
% Objective evidence of preventive maintenance
% Reduced uncertainty in risk pricing

< Early identification of systemic risk across portfolios
Monitoring data provides underwriters with:

< Transparent, auditable risk indicators
% Loss-prevention validation

% A pathway to incentivize proactive communities through:

o Premium stabilization
o Deductible adjustments

o Coverage continuity

This transforms insurance from a reactive financial instrument into a proactive risk-

reduction partner.
What Makes This Approach Different

»  Simplicity by design — Systems operators can understand and maintain
<+ Extend, don’t replace - Extract maximum value from existing assets

< Security through separation — Monitoring without control exposure

< Standardization across Canada - Faster diagnosis, shared solutions

< Accountability through transparency — Data validates decisions and funding use
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The Vision: A Resilient Canada

We envision a Canada where infrastructure supports communities rather than draining
them. Where taxpayer dollars deliver their full intended value, and remote and First

Nations communities experience the same reliability as major urban centres.
A Canada-Wide Monitoring Network
A standardized national monitoring framework would allow:

< Governments to see infrastructure health in real time
% Underwriters to assess systemic exposure
< Communities to benchmark performance

% Funding to shift from crisis response to risk prevention
Building for the Future

If Canada is to become the most resilient country in the world, we cannot continue doing
what we’re doing now. We need to build so that 20 or 30 years from now, our communities

are stronger than they are today.

When communities are constantly running around reactively managing failing
infrastructure, all their resources go into crisis response rather than economic

development. Itis hard to build a prosperous future when everything around you is failing.

We need to stop blaming planned obsolescence and aging infrastructure and approach the

problem differently.
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Call to Action

We have monitoring technology capable of preventing failures in aircraft and spacecraft.
Applying that same discipline to water and wastewater systems is not ambitious; it is

overdue.
This is a call to:

< Municipalities

< First Nations communities

< Provincial and federal governments
< Engineering firms

% Insurance underwriters

To work differently. To prioritize maintainability over complexity. Investin monitoring that
prevents failures rather than responding to them. To change the entire culture surrounding

critical infrastructure.

We can do better. Let’s start.

Norman Risk Consulting
Critical Infrastructure Risk Management for Canadian Communities



