C E erge
PRIVACY AND CONFIDENTIALITY

Emerge Early Years Services (EEYS) are committed to the safety and wellbeing of all children, and this
will be the primary focus of our education, care and decision-making. Our commitment will be enacted
through the implementation and monitoring of the Child Safe Standards.

EEYS have zero tolerance to child abuse.

EEYS are committed to providing a child safe environment where children feel safe, secure and
empowered and their voices are heard about decisions that affect their lives. Particular attention will be
paid to the Cultural safety of Aboriginal Children and children from culturally and/or linguistically
diverse backgrounds, as well as the safety of children with a disability.

PURPOSE
This policy provides a clear set of guidelines:

e for the collection, storage, use, disclosure, and disposal of personal
information, including photos, videos, and health information at EEYS

e to ensure compliance with privacy legislation

e onresponding fo requests for information to promote child wellbeing or
safety and/or assess and manage risk of family violence (mandatory)

e onsharing and requesting information to promote child wellbeing or safety
and/or manage risk of family violence.

POLICY STATEMENT

VALUES
EEYS is committed to:

e responsible and secure collection and handling of personal (including
photos and videos), and health information

e protecting the privacy of each individual's personal information (including
photos and videos),

e ensuring individuals are fully informed regarding the collection, storage, use,
disclosure, and disposal of their personal (including photos and videos), and
health information, and their access to that information

e proactively sharing information to promote the wellbeing and/or safety of a
child or a group of children, consistent with their best interests

SCOPE

This policy applies to the approved provider, persons with management or control,
nominated supervisor, persons in day-to-day charge, early childhood teachers,
educators, staff, students, volunteers, parents/guardians, children, and others
attending the programs and activities of EEYS, including during offsite excursions and
activities.
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R indicates legislation requirement, and should not be deleted

1. Ensuring all records and documents (including
images and videos) are maintained and stored in
accordance with Regulations 177, 181 and 183 of R v \ |
the Education and Care Services National
Regulations 2011 and National Law 175

2. Ensuring the service complies with the
requirements of the Health Privacy Principles as
outlined in the Health Records Act 2001, the
Information Privacy Principles as outlined in the
Privacy and Data Protection Act 2014 (Vic) and,
where applicable, the Ausfralia Privacy Principles
as outlined in the Privacy Act 1988 (Cth) and the
Privacy Amendment (Enhancing Privacy
Protection) Act 2012 (Cth), by taking proactive
steps to establish and maintain internal practices,
procedures, and systems that ensure compliance
with privacy legalisations including:

e identifying the kind of personal, sensitive, and health
information that will be collected from an individual
or a family

e communicating the reason why personal, sensitive, R N
and health information is being collected, and how
it will be stored, used, and disclosed, and managed
and are provided with the service’s privacy
statement (refer to Atftachment 4) and all relevant
forms

e communicating how an individual or family can
access and/or update their personal, sensitive, and
health information at any fime, to make corrections
or update information (refer to Atfachment 4)

e how children’s personal information (including
photos and images) is being shared online or
through apps

e communicating how an individual or family can
complain about any breaches of the privacy
legislation, and how the service will deal with these
complaints

3. Ensuring a copy of this policy, including the
Privacy Statement, is provided to all stakeholders, R v
is prominently displayed at the service and/or
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electronically accessible, is up to date and
available on request

Reading and acknowledging they have read the
Privacy and Confidentiality Policy, including the
Privacy Statement (refer to Attachments 3 & 4 as
applicable)

Maintaining the management of privacy risks at
each stage of the information lifecycle, including
collection, use, disclosure, storage, destruction or
de-identification (see attachment 9)

Protecting personal information from misuse,
interference, loss and unauthorised access,
modification or disclosure, as well as unauthorised
access, modification or disclosure.

Identifying and responding to privacy breaches,
handling access and correction requests, and
receiving and responding to complaints and
inquiries

Providing regular staff training and information on
how the privacy legislation applies to them and
the service

Ensuring appropriate supervision of staff who
regularly handle personal, sensitive, and health
information

10.

Ensuring that personal, sensitive, and health
information is only collected by lawful and fair
means, and is accurate and complete

11.

Teaching children what personal information is
and why they should be very careful about
sharing this information online

12.

Ensuring parents/guardians know why personal,
sensitive and health information is being collected
and how it will be used, disclosed and managed
and are provided with the service’s Privacy
Statement (refer to Attachment 4) and all relevant
forms

13.

Ensuring that an individual or family can have
access to their personal, sensitive and health
information at any time, to make corrections or
update information (refer to Attachment 4)

14.

Providing adequate and appropriate secure
storage for personal (including photos and
videos), sensitive, and health infformation
collected by the service, including electronic
storage (refer to Attachment 2)

15.

Ensuring that records and documents are kept in
accordance with Regulation 183

16.

Taking reasonable steps to securely destroy or de-
identify personal information (including images
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and videos) when it is no longer required. Hard
copy records should be shredded, and electronic
records permanently deleted from all systems,
including backups and offsite storage

17.

Establishing processes for the safe and secure
disposal of broken or unused devices (refer fo
Sources)

18.

Notifying an individual or family if the service
receives personal sensitive and health information
about them from another source as soon as
practicably possible

19.

Ensuring that if personal (including photos and
videos), sensitive and health information needs to
be transferred outside of Victoria, that the
individual or family that it applies to has provided
consent, or if the recipient of the personal
information is subject to a law or binding scheme

20.

Ensuring the unique identifiers are not adopted,
used or disclosed unless lawfully required to (refer
to Attachment 2)

21.

Ensuring reasonable steps to destroy personal
(including photos and videos), and health
information and ensure it is de-identified if the
information is no longer required for any purpose
as described in Regulations 177, 183, 184 (refer to
Attachment 2)

22,

Complying with the Notifiable Data Breaches
Scheme (refer to Definitions) which imposes an
obligation to notify individual whose personal
information (including photos and videos), is in a
data breach that is likely to result in serious harm.

23.

Developing a data breach (refer fo Sources)
response plan that sets out the roles and
responsibilities involved in managing a data
breach, the steps taken if a data breach occurs
(refer to Sources) and notifying the Office of the
Australian Information Commission as appropriate.

24,

Promoting awareness and compliance with the
Child Safe Standards (refer fo Definitions), and
disclosing information to promote the wellbeing
and safety of a child or group of children by using
the Child Information Sharing Scheme, and /or the
Family Violence Information Sharing Scheme
(refer to Definitions)

25.

Abiding by the National Model Code to promote a
child safe culture when it comes to taking, sharing
and storing images or videos of children in early
childhood education and care (refer to eSafety for
Children Policy and Use of Digital Technologies
and Online Environment Policy)
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. Ensuring that parents/guardians are informed at
the time of enrolment about how photos and
videos of children will be used, and that
appropriate permission is sought (refer fo
Aftachment 5)

27.

Asking children for permission before taking their
photo or video and explain how it will be used.
Respecting the child when they say no

28.

Providing notice to children and
parents/guardians when photos/video recordings
are going to be taken at the service

29.

Ensuring that images of children are treated with
the same respect as personal information, and as
such are protected by privacy laws in the same
way

30.

Ensuring the appropriate use of images of
children, including being aware of cultural
sensitivities and the need for some images to be
treated with special care

31.

Being sensitive and respeciful to
parents/guardians who do not want their child to
be photographed or videoed

32.

Being sensitive and respeciful of the privacy of
other children and parent/guardian in
photographs/videos when using and disposing of
these photographs/videos

33.

Establishing procedures to be implemented if
parents/guardians request that their child’s image
is not to be taken, published, or recorded, or when
a child requests that their photo not be taken

34.

Ensuring that geotagging (refer to Definitions) is
disabled when taking images or videos of children

35.

Including a confidentiality clause relating to
appropriate information handling in the
agreement or contract between a photographer
and the service.

Child Information and Family Violence Sharing Scheme

36.

Ensuring information sharing procedures abide by
the Child Information Sharing Scheme (CISS)
Ministerial Guidelines and Family Violence
Information Sharing (FVISS) Ministerial Guidelines
(refer to Source) and exercising professional
judgment when determining whether the threshold
for sharing is met, what information to share and
with whom to share it (refer fo Attachment 7)

37.

Identifying which staff should be authorised point
of contact in relation to the CISS and the FVISS
(refer to Definitions)
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38.

Ensuring the authorised point of contact
undertakes appropriate training and is aware of
their responsibilities under the CISS and FVISS
(refer to Definitions)

39.

Being aware of who the point of contact at the
service under the CISS and FVISS, and supporting
them (if applicable) to complete the threshold test
(refer to Attachment 7)

40.

Communicating to staff about their obligations
under the Information Sharing Schemes, and
ensure they have read this policy

41.

Providing opportunities for identified ISE staff to
undertake the appropriate Information Sharing
and MARAM online Learning System training (refer
to Sources)

42.

Engaging in training about Information Sharing
and MARAM online Learning System training (refer
to Sources)

43.

Ensuring information sharing procedures are
respectful of and have regard to a child’s social,
individual, and cultural identity, the child's
strengths and abilities, and any vulnerability
relevant to the child's safety or wellbeing

44,

Ensuring any requests from ISE’s are responded to
in a timely manner and provide relevant
information if the requirements for sharing under
CISS or FVISS (refer to Definitions) are met (refer to
Attachment 7)

45,

Promoting a child’s cultural safety and recognise
the cultural rights and familial and community
connections of children who are Aboriginal, Torres
Strait Islander or both when sharing information
under the CISS and FVISS (refer to Definifions)

46.

Giving precedence to the wellbeing and safety of
a child or group of children over the right to
privacy when sharing information under the CISS
and the FVISS (refer to Definitions)

47.

Ensuring confidential information is only shared to
the extent necessary to promote the wellbeing or
safety of a child or group of children, consistent
with the best interests of that child or those
children

48.

Maintaining record keeping processes that are
accurate and complete as set by Child Wellbeing
and Safety (Information Sharing) Regulations
concerning both written and verbal sharing of
information and or complaints (refer fo
Attachment 7)

49.

Ensuring actions are taken when an ISE becomes
aware that information recorded or shared about
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any person is incorrect, and is corrected in a
timely manner

50. Working collaboratively with services that are
authorised and skilled (including those located
within The Orange Door) to determine appropriate R R R
actions and promote collaborative, respectful
practice around parent/guardian and children

51. Seeking and taking intfo account the views and
wishes of the child and the child’s relevant family
members, if it is appropriate, safe and reasonable R R R
to do so when sharing information under the CISS
and the FVISS (refer to Definitions)

PROCEDURES
SHARING INFORMATION AND RECORD KEEPING UNDER THE CHID INFORMATION
AND FAMILY VIOLENCE SHARING SCHEME - REFER TO ATTACHMENT 7

BACKGROUND AND LEGISLATION

BACKGROUND

Early childhood services are obligated by law, service agreements, and licensing
requirements to comply with the privacy and health records legislation when
collecting personal and health information about individuals.

The Health Records Act 2001 (Part 1, 7.1) and the Privacy and Data Protection Act
2014 (Vic) (Part 1, 6 (1)) include a clause that overrides the requirements of these Acts
if they conflict with other Acts or Regulations already in place. For example, if there is
a requirement under the Education and Care Services National Law Act 2010 or the
Education and Care Services National Regulations 2011 that is inconsistent with the
requirements of the privacy legislation, services are required to abide by the
Education and Care Services National Law Act 2010 and the Education and Care
Services National Regulations 2011.

Adopting the National Model Code is crucial for Early Childhood Education and Care
(ECEC) services to ensure the safety and privacy of children. The National Model
Code has been designed for ECEC services. Under the Code, only service-issued
electronic devices should be used for taking photos or recording videos, thereby
minimising the risk of unauthorised distribution of images. The Code states that clear
guidelines are developed on carrying personal devices for specific essential purposes
ensuring that any exceptions are justified and controlled. Additionally, implementing
strict controls for storing and retaining images or recordings of children is vital to
protect their privacy and prevent misuse of sensitive information. Adhering to these
guidelines not only safeguards children but also fosters frust and fransparency
between ECEC services and families.

In line with the Victorian Government’s Roadmap for Reform, Education State reforms
and broader child safety initiatives, Part 6A of the Child Wellbeing and Safety Act 2005
(the Act) was proclaimed in September 2018. The Act established the Child
Information Sharing (CIS) Scheme, which enables sharing of confidential information
between prescribed entities in a timely and effective manner in order to promote the
wellbeing and safety of children. The Act also authorised the development of a web-
based platform that will display factual information about children’s participation in
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services known as the Child Link Register (to be rolled out in the early years sector from
2023/2024). The Child Link Register aims to improve child wellbeing and safety
outcomes, monitor and support the participation in government-funded programs
and services for children in Victoria.

Alongside the CIS Scheme, the Family Violence Protection Act 2008 includes the
Family Violence Information Sharing (FVIS) Scheme and the Family Violence Multi-
Agency Risk Assessment and Management (MARAM) Framework, which enables
information to be shared between prescribed entities to assess and manage family
violence risk to children and adults. The MARAM Framework can be used by all
services including ECEC services that come into contact with individuals and
parent/guardian experiencing family violence. The MARAM Framework aims fo
establish a system-wide shared understanding of family violence. It guides
professionals across the continuum of service responses, across the range of
presentations and spectrum of risk. It provides information and resources that
professionals need to keep victim survivors safe, and to keep perpetrators in view and
hold them accountable for their actions.

LEGISLATION AND STANDARDS
Relevant legislation and standards include but are not limited to:

e Associations Incorporation Reform Act 2012 (Vic)

e Child Wellbeing and Safety Act 2005

e Child Wellbeing and Safety (Information Sharing) Amendment Regulations
2020

e Education and Care Services National Law Act 2010

Education and Care Services National Regulations 2011: Regulations 181,

183

e Family Violence Protection Amendment (Information Sharing) Act 2017

e Freedom of Information Act 1982 (Vic)

e Health Records Act 2001 (Vic)

¢ National Quality Standard, Quality Area 7: Leadership and Service
Management

e Privacy Act 1988 (Cth)

e Privacy Amendment (Enhancing Privacy Protection) Act 2012 (Cth)

e Privacy and Data Protection Act 2014 (Vic)

e Privacy Regulations 2013 (Cth)

e Public Records Act 1973 (Vic)

The most current amendments to listed legislation can be found at:

e Victorian Legislation — Victorian Law Today: www.legislation.vic.gov.au
e Commonwealth Legislation — Federal Register of Legislation: www.legislation.gov.au

The terms defined in this section relate specifically to this policy. For regularly used
terms e.g. Approved provider, Nominated supervisor, Notifiable complaints, Serious
incidents, Duty of care, etfc. refer to the Definitions file of the PolicyWorks catalogue.

Child Information Sharing Scheme (CISS): enables Information Sharing Entities (ISE)
(refer to Definitions) to share confidential information about any person to promote
the wellbeing and/or safety of a child or group of children. The CISS works in
conjunction with existing information sharing legislative provisions. All Victorian children
from birth to 18 years of age are covered. Unborn children are only captured when
there has been a report to Child First or Child Protection. Consent is not required from
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any person when sharing under CISS. The CISS does not affect reporting obligations
created under other legislatfion, such as mandatory reporting obligations under the
Children, Youth and Parent/guardian Act 2005.

Child Safe Standards: Promotes the safety of children, prevent child abuse, and
ensure organisations have effective processes in place to respond to and report all
allegations of child abuse.

Confidential information: For the purposes of this policy, the CISS and FVISS, the health
information and identifiers for the Health Records Act 2001 and the personal
information for the Privacy and Data Protection Act 2014, including sensitive
information (such as a criminal record), and unique identifiers.

Data breach: Unauthorised access or disclosure of personal information, or loss of
personal information.

Discloser: In the context of the Schemes, this is defined as sharing confidential
information for the purpose of promoting the wellbeing or safety of a child or group of
children. In the context of family violence, this is defined as when someone fells
another person about violence that they have experienced, perpetrated or
withessed.

Family Violence Information Sharing Scheme (FVISS): enables the sharing of relevant
information between authorised organisations to assess or manage risk of family
violence.

Freedom of Information Act 1982: Legislation regarding access and correction of
information requests.

Geotagging: A piece of electronic data that shows where someone or something is
and can, for example, be attached to a photograph or comment on social media.

Health information: Information or opinions about a person’'s physical or mental health,
disability (past, present, or future), health preferences (including future health
services), use of health services, bodily donations (e.g., blood or organs), or genetic
information.

Health Records Act 2001: State legislation that regulates the management and
privacy of health information handled by public and private sector bodies in Victoria.

Identifier/Unique identifier: A symbol or code (usually a number) assigned by an
organisation to an individual to distinctively identify that individual while reducing
privacy concerns by avoiding the use of the person's name.

Information Sharing Entities (ISE): are authorised to share and request relevant
information under the Child Information Sharing Scheme and the Family Violence
Information Sharing Scheme (the Schemes) and required to respond to requests from
other ISEs. All ISEs are mandated to respond to all requests for information.

Multi-Agency Risk Assessment and Management Framework (MARAM): Setfs out the
responsibilities of the organisation in identifying, assessing, and managing
parent/guardian and guide information sharing under both CIS and FVIS schemes
wherever family violence is present.

Notifiable Data Breaches scheme (NDB): a Commonwealth scheme that ensures any
organisation or agency covered by the Privacy Act 1988 notfifies affected individuals
and the Office of the Australian Information Commissioner (OAIC) when a data
breach is likely to result in serious harm to an individual whose personal information is
involved.

Personal information: Information or an opinion about an identified individual or
someone who is reasonably identifiable. It can be true or false, verbal, written,
photographic, recorded, or unrecorded. Examples include a person’s name, address,
contact details, date of birth, gender, and IP address.

Page 9 of 39 Privacy and Confidentiality | version 3

Reviewed: Dec 2025 Next Review Date: Dec 2026



Page 10 of 39

L Emerge

honce i ety chibithood: edincilicr

Privacy and Data Protection Act 2014: State legislation that provides for responsible
collection and handling of personal information in the Victorian public sector,
including some organisations, such as early childhood services contracted to provide
services for government. It provides remedies for interferences with the information
privacy of an individual and establishes the Commissioner for Privacy and Data
Protection.

Privacy Act 1988: Commonwealth legislation that operates alongside state or territory
Acts and makes provision for the collection, holding, use, correction, disclosure, or
fransfer of personal information. The Privacy Amendment (Enhancing Privacy
Protection) Act 2012 (Cth) infroduced on 12 March 2014 has made extensive
amendments to the Privacy Act 1988. Organisations with a turnover of $3 million per
annum or more must comply with these regulations.

Privacy breach: An act or practice that interferes with the privacy of an individual by
being contrary to, or inconsistent with, one or more of the Information Privacy
Principles (refer to Attachment 2) or the new Australian Privacy Principles (refer fo
Attachment 7) or any relevant code of practice.

Public Records Act 1973 (Vic): Legislation regarding the management of public sector
documents.

Risk Assessment Entity (RAE): Under FVISS, there is also a subset of specialist ISEs known
as Risk Assessment Entities that are able to receive and request information for a family
violence assessment purpose. RAES have specialised skills and authorisation to
conduct family violence risk assessment, examples can include but not limited to
Victorian Police, child protection, family violence service and some Orange Door
services.

Sensitive information: Information or an opinion about an individual’s racial or ethnic
origin, polifical opinions, membership of a political association, religious beliefs or
affiliations, philosophical beliefs, membership of a professional or trade association,
membership of a frade union, sexual preference or practices, or criminal record. This is
also considered to be personal information.

SOURCES

e Australia Not-for-profit Law Guide (2025), Privacy Guide: A guide fo
compliance with privacy laws in Australia: Privacy-Guide.pdf

e Australian Signals Directorate: How fo dispose of your device securely

e Child Care Service Handbook, 2025: hitps://www.education.gov.au/early-
childhood/resources/child-care-provider-handbook

e Child Information Sharing Scheme Ministerial Guidelines:
www.vic.gov.au/child-information-sharing-scheme-ministerial-guidelines

¢ Family Violence Multi-Agency Risk Assessment and Management
Framework: www.vic.gov.au/family-violence-multi-agency-risk-assessment-
and-management

e Guidelines to the Information Privacy Principles:
WWW.0Qic.gov.au/privacy/australian-privacy-principles-quidelines/

e Information sharing and Child Link: www.vic.gov.au/child-information-
sharing-scheme-ministerial-quidelines

e Information Sharing and Family Violence Reforms Toolkit:
WWWw.vic.gov.au/qguides-templates-tools-for-information-sharing

e Information Sharing and MARAM Online Learning System:
ww.training.infosharing.vic.gov.au/login/index.php
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e Information sharing guides, templates and tools: www.education.vic.gov.au

¢ Ministerial Guidelines for the Family Violence Information Sharing Scheme:
www.vic.gov.au/family-violence-information-sharing-scheme

e National Model Code - Taking images in early childhood education and
care: https://www.acecqga.gov.au/national-model-code-taking-images-
early-childhood-education-and-care

e Office of Australian Information Commissioner, Data breach preparation and
response: www.oqic.gov.au/privacy/guidance-and-advice/data-breach-
preparation-and-response

e Office of the Health Complaints Commissioner: www.hcc.vic.gov.au/

e Office of the Victorian Information Commissioner, Child information sharing
scheme and privacy law in Victoria: www.ovic.vic.gov.au/wp-
content/uploads/2019/01/20120109-Child-information-sharing-scheme-FAQs-

1.pdf
e Office of the Victorian Information Commissioner: https://ovic.vic.gov.au

RELATED POLICIES

Child Safe Environment and Wellbeing

Code of Conduct

Compliments and Complaints

Delivery and Collection of Children

Enrolment and Orientation

Use of Digital Technologies and Online Environment
Staffing

Inclusion and Equity

In order to assess whether the values and purposes of the policy have been achieved,
the approved provider will:

e regularly seek feedback from everyone affected by the policy regarding ifs
effectiveness

e monitor the implementation, compliance, complaints, and incidents in
relation to this policy

e keep the policy up to date with current legislation, research, policy, and
best practice

e revise the policy and procedures as part of the service’s policy review cycle,
or as required

¢ notifying all stakeholders affected by this policy at least 14 days before
making any significant changes to this policy or its procedures, unless a lesser
period is necessary due to risk (Regulation 172 (2))

ATTACHMENTS

e Attachment 1: Record keeping and privacy laws

@ Attachment 2: Privacy Principles in action
Attachment 3: Letter of acknowledgment and understanding
Attachment 4: Privacy Statement
Attachment 5: Permission form for photographs and videos
Attachment é: Special permission notice for publications/media
Attachment 7: Sharing information and record keeping under the Chid
Information and Family Violence Sharing Scheme
e Afftachment 8: Special permission for health information to be displayed for
safety reasons
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e Aftahement 9: EEYS — Process for capturing, storing and disposing of photos<
Videoa dn Recordings

AUTHORISATION
This policy was adopted by the approved provider of EEYS on 13/12/26

Next REVIEW DATE: Dec 2026

VERSION REVIEW DATE DOCUMENT  REVISION DESCRIPTION APPROVED BY
WRITER
2 April 2021 Policy Team | Endorsed CEO
PB
V2 February 2023 Policy Team | Major updates and layout CEO
changes PR
V3 Dec 2025 Policy Tem Major updates inline with CEO

legislation changes Sep 2025 EN
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ATTACHMENT 1. RECORD KEEPING AND PRIVACY LAWS

Early childhood services must ensure that their processes for the collection, storage, use, disclosure and
disposal of personal, sensitive and health information meet the requirements of the appropriate privacy
legislation and the Health Records Act 2001.

The following are examples of records impacted by the privacy legislation:

Enrolment records: Regulations 160, 161 and 162 of the Education and Care Services National
Regulations 2011 detail the information that must be kept on a child’s enrolment record, including
personal details about the child and the child’s family, parenting orders and medical condifions.
This information is classified as personal, sensitive and health information (refer to Definitions) and
must be stored securely and disposed of appropriately.

Attendance records: Regulation 158 of the Education and Care Services Nafional Regulations
2011 requires details of the date, child's full name, times of arrival and departure, and signature of
the person delivering and collecting the child or the Nominated Supervisor/educator, to be
recorded in an attendance record kept at the service. Contact details may be kept in a sealed
envelope at the back of the attendance record or separate folder for evacuation/emergency
pUrposes.

Medication records and incident, injury, frauma and iliness records: Regulations 87 and 92 of the
Education and Care Services National Regulations 2011 require the Approved Provider of a
service fo maintain incident, injury, frauma and iliness records, and medication records which
contain personal and health information about the child.

Images and videos: This information is classified as personal information (refer fo Definitions) and
must be stored securely and disposed of appropriately. Geotagging must be disabled to protect
privacy.

Handling and storage of information: Limited space can often be an issue in early childhood
service environments, and both authorised employees and the Approved Provider need access
to secure storage for personal and health information. Documents might be required to be stored
off the service premises. Wherever confidential information is stored, it is important that it is not
accessible to unauthorised staff or other persons. When confidential information is required to be
taken off-site (e.g. on excursions, a list of children with medical conditions and contact numbers
will be required), consideration must be given to how this is tfransported and stored securely.
Electronic records: It is important that electronic records containing personal, sensitive or health
information are stored in password protect folders or software platforms and can only be
accessed by authorised personnel. Services need fo incorporate risk management measures to
ensure that passwords are recorded and stored in a secure folder at the service, and to limit
access to the information only to other authorised persons. (refer to the Information Technology
Policy).

Forms: Enrolment forms and any other forms used to collect personal, sensitive or health
information should have the service's Privacy Statement attached (refer fo Aftachment 4).
Collecting information for which there is no immediate use: A service should only collect the
information it needs and for which it has a specific purpose. Services should not collect
information that has no immediate use, even though it may be useful in the future.
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Record Keeping Timeframes

An approved provider must keep the documents set out in the table below at the service premises if they
relate to:

e the operation of the service in the previous 12 months
e any staff member employed or engaged by the service in the previous 12 months
e any child educated and cared for at those premises in the previous 12 months.

The documents must be kept in a secure place and in a manner that is readily accessible by an
authorized officer.

The following table describes what records and documents must be kept and for how long. Reasonable
steps must be taken to make sure the documents are accurate.

Evidence of all current insurance Ongoing
policies, including public liability
Approved Available for inspection at
Note: Does not apply if the insurance is provider service premises
provided by a state or territory
government
o Approved Ongoing, to be revised
Quality improvement plan provider annually
Child assessments or evaluations for Approved Until the enq O,f 3 years
. . . after the child’s last
delivery of the educational program provider
attendance
Incident, injury, frauma and iliness Approved Until the child is 25 years
record provider old
Records identified as relevant to child Abproved For at least 45 years from
safety and wellbeing (including child Per the date the record was
provider
sexual abuse) created
Abproved Until the end of 3 years
Medication record PRr after the child’s last
provider
attendance
Unftil the end of 3 years
Abproved after the last date on
Child attendance record gc\)/ider which the child was
P educated and cared for
by the service
Abproved Until the end of 3 years
Child enrolment record Ppr after the child’s last
provider
attendance
Death of a child while being educated | Approved Until the end of 7 years
and cared for by the service provider after the death
Unftil the end of 3 years
. . . Approved after the approved
Record of service's compliance history provider provider operated the
service
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Until the end of 3 years

. Appfoved after the last date on
For centre-based services, regular provider ) .
. . . which the child was
transportation of children records Nominated
. educated and cared for
supervisor .
by the service
Approved Until the end of 3 years
Staff record PRr after the staff member
provider .
works for the service
Abproved Until the end of 3 years
Record of replacement of educator PR after the staff member
provider .
works for the service
Record of replacement of early Abproved Until the end of 3 years after
childhood teacher or suitably qualified PRr the staff member works for
provider the service
person
Record of access to early childhood Approved Until the end of 3 years
. L . after the staff member
teachers or suitably qualified person provider .
works for the service
Record of educators working directly Approved Until the end of 3 years
- . . after the staff member
with children provider .
works for the service
Record of volunteers and students, full
name, address and date of birth details, Until the end of 3 years
days and hours in attendance, and Approved after the volunteer or
working with children / vulnerable provider student attended the
people check or teacher registration service
details
Record of re;pormple person in day- to- Until the end of 3 years
day charge including nominated Approved
. . . after the staff member
supervisors placed in day-to-day provider

charge

works for the service

Page 15 of 39

Privacy and Confidentiality | version 3

Reviewed: Dec 2025 Next Review Date: Dec 2026




ATTACHMENT 2. PRIVACY PRINCIPLES IN ACTION

Your organisation may have to comply with more than one set of privacy obligations listed below. For
example, an organisation that has a contract with a Victorian government agency may need to comply
with the Australian Privacy Principles [AAP] (Privacy Act, 1988) as well as the Information Privacy Principles
[IPP] (Privacy and Data Protection Act, 2014), and the Health Privacy Principles [HPP] (Health Records
Act, 2001).

The Australian Privacy Principles

The APPs are legal obligations under federal Privacy Laws. They apply to every Australian organisation
and federal government agency that meets the qualifying criteria below:

e it has an annual turnover of more than $3 million in any financial year since 2002

e it provides a health service (which is broadly defined) to a person (even if the organisatfion’s
primary activity is not providing that health service)

e it tfrades in personal information (for example, buying or selling a mailing list)

e itis a contracted service provider under a Commonwealth contract (for example, an aged care
provider or a disability services provider under a Commonwealth agreement)

e itis a credit reporting body

e it operates aresidential tenancy database

e itis areporting entity for the purposes of the Anti-Money Laundering and Counter-Terrorism
Financing Act 2006 (Cth) (AML/CTF Act)

e itis an employee association registered or recognised under the Fair Work (Registered
Organisations) Act 2009 (Cth)

e ifis a business that conducts protection action ballots

e itis abusiness prescribed by the Privacy Regulation 2013

e itisrelated to a body corporate (for example, a subsidiary) that meets any of the above criteria
(even if your not-for-profit itself does not), or

e it has opted info the Privacy Act (choosing to comply, despite not meeting any of the above
criteria

The Information Privacy Principles

The IPPs are relevant for all Victorian public sector organisations, as well as some private or community
sector organisations, where those organisations are carrying out functions under a State contract with a
Victorian public sector organisation.

A State confract means a confract between an organisation (e.g. the Department of Education) and a
Conftracted Service Provider [CSP] (e.g. an Approved Provider) under which services are provided by the
CSP for the organisation (e.g. a funded Kindergarten Program).

The Health Privacy Principles

Victoria has specific Health Privacy Laws that provide a higher standard of protection of certain health
information. Early Childhood Education and Care services collect, hold and use health information,
therefore are required to follow the HPP under the Health Records Act, 2001.

Principles in Action

Organisations need to make sure their policy and procedures are consistent with all the Privacy Laws that
apply to their organisation. If you're not sure, you should get legal advice.

The Child Information Sharing Scheme and Family Violence Information Sharing Scheme makes certain
modifications fo the Information Privacy Principles and the Health Privacy Principles to ensure that the
scheme is able to operate as intended.

The table below is a reference tool that identities how all three legislations can work together and what it
may look like in practice.
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APP1-Open IPP5: Principle 5
and Openness Openness

transparent

management

of personal

information

APP 2 - IPP 8: Principle 8
Anonymity Anonymity Anonymity
and

pseudonymity

APP 3 IPP 1: Principle 1

Collection of Collection Collection
solicited IPP 10:

personal o

. . Sensitive

information information

and APP 4 -

Dealing with

unsolicited

personal

information

Page 17 of 39

Emerge

EEYS has an up to date Privacy and Confidentiality policy that clearly sets out how we collect,
use, disclose and store personal and health information. Stakeholders have access to this
policy at any time, upon request.

Wherever it is lawful and practicable, individuals and parent/guardian will have the option of
not identifying themselves when entering into tfransactions with EEYS. This may include surveys,
suggestion boxes, QIP feedback efc....

EEYS will only collect the personal, sensitive and health information needed, and for which
there is a purpose that is legitimate and related to the service's functions, activities and/or
obligations.

Personal, sensitive and health information about children and parents/guardians either in
relation to themselves or a child enrolled at the service, will generally be collected via forms
filled out by parents/guardians. This can include but not limited fo Enrolment Records,
Enrolment Application Forms, Medical Management Plans, Risk Minimisation Plans,
Communication Plans, Attendance Records, Staff Records, Direct Debit Application Forms,
Visitors Logbook, efc....

Other information may be collected from job applications, face-to-face interviews and
telephone calls. Individuals from whom personal information is collected will be provided with
a copy of the service's Privacy Statement (refer fo Atftachment 4).

When EEYs receives personal information (refer fo Definitions) from a source other than directly
from the individual or the parents/guardians of the child concerned, the person receiving the
information will notify the individual or the parents/guardians of the child to whom the
information relates to. [Service Name] will advise that individual of their right to share or not
share this information with the source.

Sensitive information (refer fo Definitions) will be collected only for the purpose of enabling the
service to provide for the education and care of the child attending the service.

Privacy and Confidentiality | Version 3
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APP 5 - IPP 2: Use Principle 2
Notification of and Use and
the collection  disclosure Disclose
of personal

information

and APP 6 -

Use or

disclosure of

personal

information

Page 18 of 39

S EARLY

CISS & FVISS: Information sharing entities are not obliged to collect personal or health
information about an individual directly from that person if they are collecting the information
from another information sharing entity under the scheme.

If an information sharing entity collects personal or health information about a person from
another information sharing entity under the scheme, it will not be obliged to take reasonable
steps to notify that person that their information has been collected if doing so would be
contrary to the promotion of the wellbeing or safety of a child.

Information sharing entities will not be obliged to obtain consent from any person before
collecting information under the scheme, including ‘sensitive information’ if they are sharing in
accordance with the scheme.

Upon enrolment, commencement of employment, or any other time personal, sensitive or
health information is collected, EEYS will take reasonable steps to ensure individuals or
parent/guardian understand why this information is being collected, used, disclosed and
stored. Individuals or parent/guardian will be informed of the following:

EEYS contact details

the facts and circumstances of why personal, sensitive and health information is being
collected

what information is required by authorised law

the purposes of collection

the consequences if personal information is not collected

EEYS usual disclosures of personal information; if applicable

information about the EEYS Privacy and Confidentiality Policy

The following table identifies the personal, sensitive and health information that will be
collected by EEYS, the primary purpose for its collection and some examples of how this
information will be used.
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Children and
parents/guardians

The Approved
Provider if an
individual, or
members of the
Committee of
Management/Board
if the Approved
Provider is an
organisation

Job applicants,
employees,
confractors,

To enable the service to
provide for the education
and care of the child
attending the service

To promote the service
(refer to Attachments 5
and 6)

For the management of
the service

To assess and (if
necessary) to engage the

Day-to-day administration
and delivery of service
Provision of a place for their
child in the service

Duty rosters

Looking after children’s
educational, care and
safety needs

For correspondence with
parents/guardians relating
to their child’s aftendance
To satisfy the service's legal
obligations and to allow it to
discharge its duty of care
Visual displays in the service
Newsletters

Promoting the service
through external media,
including the service’s
website

For communication with,
and between, the
Approved Provider, other
Committee/Board
members, employees and
members of the association
To satisfy the service's legal
obligations

Administering the
individual's employment,




APP 7 - Direct
marketing

APP 8 — Cross-
broader
disclosure of
personal
information
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N/A

IPP 9:
Transborder
data flows

N/A

Principle 9
Transborder
Data Flows

ZEmerge

[
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volunteers and applicant, employees, contract or placement, as
students conftractor, volunteers or the case may be
students, as the case may e Ensuring the health and
be safety of the individual
e To administer the e Insurance
employment, confract or e Promoting the service
placement through external media,
including the service's
website

The service may disclose some personal and/or health information held about an individual to:

government departments or agencies, as part of its legal and funding obligations
local government authorities, in relation to enrolment details for planning purposes
organisations providing services related to staff entittements and employment
insurance providers, in relation to specific claims or for obtaining cover

law enforcement agencies

health organisations and/or parent/guardian in circumstances where the person
requires urgent medical assistance and is incapable of giving permission

e anyone to whom the individual authorises the service to disclose information.

Sensitive information (refer to Definitions) will be used and disclosed only for the purpose for
which it was collected, unless the individual agrees otherwise, or where the use or disclosure of
this sensitive information is allowed by law.

A service must not use or disclose personal information it holds for the purpose of direct
marketing.

Direct marketing involves the use or disclosure of personal information to communicate
directly with an individual to promote goods and services.

EEYS will only transfer personal of health information outside Victoria in certain circumstances,
for example, if the individual consents, or if the recipient of the personal information is subject
tfo a law or binding scheme.
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Adoption, use
or disclosure
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government
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identifiers

APP 10 -
Quality of
personal
information

APP 11 -
Security of
personal
information
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IPP 7: Unique Principle 7

identifiers

IPP 3 - Data
quality

IPP 4 - Data
security

|dentifiers

Principle 3
Data quality

Principle 4
Data
Security and
Data
Retention

Emerge Emerge

EEYS will not adopt, use or disclose a government related identifier unless an exception
applies.

The service will collect information on the following identifiers (refer to Definitions) including but
not limited fo:

e information required to access the Kindergarten Fee Subsidy for eligible
parent/guardian (refer fo Fees Policy)

o taxfile number for all employees, to assist with the deduction and forwarding of tax fo
the Australian Tax Office — failure to provide this would result in maximum tax being
deducted

e Medicare number: for medical emergencies

e For childcare services only: Customer Reference Number (CRN) for children attending
childcare services to enable the family to access the Commonwealth Government’s
Child Care Subsidy (CCS) - failure to provide this would result in parents/guardians not
obtaining the benefit.

EEYS will take reasonable steps to ensure that the personal and health information it collects is
accurate, up-to-date and complete, as outlined in this Privacy and Confidentiality policy. EEYS
will ensure any updated or new personal and/or health information is prompfly added to
relevant existing records and will send fimely reminders to individuals or parent/guardian o
update their personal and/or health information to ensure records are up to date at all times.
This can include but not limited to emergency contact details, authorised nominees, medical
management plans, banking details, working with children checks, VIT registration etc...

EEYS takes active measures to ensure the security of personal, sensitive and health information
it holds, and takes reasonable steps to protect the stored information from misuse, interference
and loss, as well as unauthorised access, modification or disclosure (refer to Privacy and
Confidently policy). EEYS will also take reasonable steps to destroy personal and health
information and ensure it is de-identified if it no longer needs the information for any purpose
as described in Regulations 177, 183, 184. In disposing of personal, sensitive and/or health
information, those with authorised access to the information will ensure that it is either
shredded or destroyed in such a way that the information is no longer accessible.

EEYS will ensure that, in relation to personal, sensitive and health information:
e access will be limited to authorised staff, the Approved Provider or other individuals

who require this information in order to fulfil their responsibilities and duties
¢ information will not be left in areas that allow unauthorised access to that information



APP 12 -
Access to
personal
information
and APP 13 -
Correction of
personal
information

IPP 6 -
Access and
correction

Principle 6
Access and
Correction
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Emerge

e all materials will be physically stored in a secure cabinet or area

e computerised records containing personal or health information will be stored safely
and secured with a password for access

e there is security in fransmission of the information via email, telephone, mobile
phone/text messages, as detailed below:

o emails will only be sent to a person authorised to receive the information

o faxes will only be sent to a secure fax, which does not allow unauthorised
access

o telephone - limited and necessary personal information will be provided over
the telephone to persons authorised to receive that information

Emerge

e transfer of information interstate and overseas will only occur with the permission of the

person concerned or their parents/guardians.

Individuals or parent/guardian have the right to seek access to their own personal information

and to make corrections to it if necessary. Upon request EEYS will give an individual or
parent/guardian access to their personal or health information it holds are part of service

operations in a timely manner. EEYS must be satisfied through identification verification, that a

request for personal or health information is granted.
Process for considering access requests

A person may seek access, to view or update their personal or health information:

if it relates to their child, by contacting the Nominated Supervisor

for all other requests, by contacting the Approved Provider/secretary.
Personal information may be accessed in the following way:

view and inspect the information

take notes

obtain a copy (scanned or photographed).

Individuals requiring access to, or updating of, personal information should nominate the type

of access required and specify, if possible, what information is required. The Approved Provider

will endeavour to respond to this request within 45 days of receiving the request.

The Approved Provider and employees will provide access in line with the privacy legislation. |

f

the requested information cannot be provided, the reasons for denying access will be given in

writing to the person requesting the information.
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Principle 10
Transfer or
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the practice
of a health
service
provider

Principle 11
Making
information
available to
another
health
service
provider

L Emerge

ace i sorly chibidhood educotion

QEmerge

nce in. enrly cildhood educotion

In accordance with the legislation, the service reserves the right to charge for information
provided in order to cover the costs involved in providing that information.

The privacy legislation also provides an individual about whom information is held by the
service, the right to request the correction of information that is held. The service will respond
to the request within 45 days of receiving the request for correction. If the individual is able to
establish to the service's satisfaction that the information held is incorrect, the service will
endeavour to correct the information.

There are some exceptions set out in the Privacy and Data Profection Act 2014, where access
may be denied in part or in fotal. Examples of some exemptions are where:

e therequestis frivolous or vexatious

e providing access would have an unreasonable impact on the privacy of other
individuals
providing access would pose a serious threat to the life or health of any person
the service is involved in the detection, investigation or remedying of serious improper
conduct and providing access would prejudice that.

N/A

N/A
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ATTACHMENT 3. LETTER OF ACKNOWLEDGEMENT AND UNDERSTANDING FOR
EMPLOYEES

[Place on service letterhead]

Dear[lnsert Namel],
Re: Privacy and Confidentiality Policy

Please find aftached EEYS Privacy and Confidentiality Policy, which outlines how the service will meet
the requirements of the Victorian Health Records Act 2001 and the Privacy and Data Protection Act
2014 (Vic) (or where applicable, the Privacy Act 1988 (Cth)), The Child Information Sharing Scheme
under Part 6A of the Child Wellbeing and Safety Act 2005 and the Family Violence Information Sharing
Scheme under Part 5A of the Family Violence Protection Act 2008 in relation to both personal, sensitive
and health information.

Employees have an important role in assisting the service to comply with the requirements of the
privacy legislation by ensuring they understand and implement EEYS Privacy and Confidentiality
Policy. Employees need to ensure they are aware of their responsibilities in relation to the collection,
stforage, use, disclosure, disposal of personal and health information and the requirements for the
handling of personal and health information, as set out in this policy. Therefore, all employees are
required fo read this policy and complete the attached acknowledgement form.

Please return the completed form below by [Date].

Yours sincerely,

[insert staff member name]
[insert staff member role]

(on behalf of the Approved Provider)

Please note: this form will be kept with your individual staff record.

[Service Name]

Acknowledgement of reading the Privacy and Confidentiality Policy

l, , have received and read the service’s
Privacy and Confidentiality Policy and understand my responsibilities in relation to the collection,
storage, use, disclosure, disposal of personal and health information and the requirements for the
handling of personal and health information, as set out in this policy.

Signature:

Date:

Page 24 of 39 Privacy and Confidentiality | Version 3

Date Reviewed December 25 next Review Date: Dec 2026

Sourced from Early Learning Association Australia



ATTACHMENT 4. PRIVACY STATEMENT

We believe your privacy is important.

EEYS has developed a Privacy and Confidentiality Policy that illustrates how we collect, use, disclose,
manage and transfer personal information, including health information. This policy is available on
request.

To ensure ongoing funding and licensing, our service is required to comply with the requirements of
privacy legislation in relation to the collection and use of personal information. If we need to collect
health information, our procedures are subject to the Health Records Act 2001.

The Child Information and Family Violence Information Sharing Scheme allows Early Childhood
Services to freely request and share relevant information with Information Sharing Enfities to support a
child or group of children’s welloeing and safety when the threshold test has been met.

Purpose for which information is collected

The reasons for which we generally collect personal information are given in the table below.

Personal information and health Primary purpose for which information will be used:
information collected in relation to:

Children and parent/guardian e To enable us to provide for the education and
care of the child attending the service

¢ To manage and administer the service as

required
The Approved Provider if an e For the management of the service
individual, or members of the e To comply with relevant legislation requirements
Committee of Management/Board if
the Approved Provider is an
organisation
Job applicants, employees, e To assess and (if necessary) to engage
contractors, volunteers and students employees, contractors, volunteers or students

e To administer the individual's employment,
confracts or placement of students and
volunteers

Please note that under relevant privacy legislation, other uses and disclosures of personal information
may be permitted, as set out in that legislation.

Disclosure of personal information, including sensitive and health information

Some personal information, including health information, held about an individual may be disclosed
to:

e government departments or agencies, as part of our legal and funding obligations

e |ocal government authorities, for planning purposes

e organisations providing services related to employee entitlements and employment

e insurance providers, in relation fo specific claims or for obtaining cover

e law enforcement agencies

e health organisations and/or parent/guardian in circumstances where the person requires urgent
medical assistance and is incapable of giving permission

e anyone to whom the individual authorises us to disclose information.
¢ information sharing entities to support a child and a group of children’s wellbeing and safety.

Page 25 of 39 Privacy and Confidentiality | version 3

Reviewed: Dec 2025 Next Review Date: Dec 2026



Laws that require us to collect specific information

The Education and Care Services National Law Act 2010 and the Education and Care Services
National Regulations 2011, Associations Incorporation Reform Act 2012 (Vic) and employment-related
laws and agreements require us to collect specific information about individuals from time-to-time.
Failure to provide the required information could affect:

e a child’'s enrolment at the service
e a person’s employment with the service
¢ the ability to function as an incorporated association.

Access to information

Individuals about whom we hold personal, sensitive or health information can gain access to this
information in accordance with applicable legislation. The procedure for doing this is set out in our
Privacy and Confidentiality Policy, which is available on request.

For information on the Privacy and Confidentiality Policy, please refer to the copy available at the
service or contact the Approved Provider/Nominated Supervisor.
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ATTACHMENT 5. PERMISSION FORM FOR PHOTOGRAPHS AND VIDEOS

Please note EEYS seeks permission via the “Media Consent Authorisation Form” which is attached after
this initial form. It is sent to all parents each year to gain specific permission about the use, storage and
deletion of Media (photographs and Videos) at EEYS Services.

[Place on service letterhead]

Background information

Photographs and videos are classified as ‘personal information’ under the Privacy and Data
Protection Act 2014.

The purpose of this permission form is to:

¢ notify parent/guardian as to who will be permitted to take photographs/videos, where these will be
taken and how they will be used.

e comply with the privacy legislation in relation to all photographs/videos taken at the service,
whether by the Approved Provider, Nominated Supervisor, Persons in Day to Day Charge,
educators, staff, parent/guardian, volunteers or students on placement

e enable photographs/videos of children to be taken as part of the program delivered by the
service, whether group photos, videos or photos at special events and excursions etc.

In accordance with the Safe Use of Digital Technologies and Online Environments Policy, only service-
issued electronic devices to used when taking images or videos of children while providing education
and care.

Photographs/videos taken by staff

Staff at the service may take photographs/videos of children as part of the program. These may be
displayed at the service, on EEYS website/social media platforms or placed in the service's
publications or promotional material to promote the service, or for any other purpose aligned to the
service's business operations. Some staff may use learning journals in which photographs are included.

When the photographs/videos are no longer being used, the service will destroy them if they are no
longer required, or otherwise store them securely at the service as per Regulation 177.

Photographs taken by a photographer engaged by the service

A photographer may be engaged by the service to take individual and/or group photographs of
children. Information will be provided in written form to parent/guardian prior to the event, and will
include the date and the photographer’s details.

Photographs/videos for use in newspapers, EEYS website and other external publications

The permission of parent/guardian of children will, on every occasion, be obtained prior to a child’s
photograph being taken to appear in any newspaper/media or external publication, including the
service's newsletter, publications and website.

Access to photographs/videos

Access to any photographs or videos, like other personal information, is set out in the service’s Privacy
and Confidentiality Policy, which is displayed at the service and available on request.

Confirmation of consent

| consent/do not consent to the arrangements for the use of photographs and/or videos, as stated in
this permission for
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EARLY YEARS SERVICES g

Media Consent Authorisation Forms

Background Information - Please Read Carefully

Photographs and videos are classified as personal information under the Privacy and Data Protection
Act 2014 (Vic).

This form explains:

Who may take images/videos

What devices may be used

How images/videos may be used, stored and shared
Your rights regarding consent

In accordance with the National Model Code and EEYS Safe Use of Digital Technologies and Online
Environments Policy:

¢ Only service-issued devices may be used to take images or videos of children.

o Staff, parents, visitors, students and volunteers may not use personal devices to take photos/
videos of children.

¢ If you do not give permission, no photos/videos of your child will be taken—even on a service
device.

e Images and videos are only sent to the child’s own parents or legal guardians.

EEYS does not send images or videos to extend family (e.g., grandparents, aunts/uncles), family
friends, or any other person.

Court Orders: Where court orders exist, the service will strictly follow all conditions regarding
information-sharing, contact, and distribution of photographs/videos.

Use, Storage and Retention of Media
Images and videos may be used for:

Learning documentation

Program planning

Storypark or other approved platforms
Displays and reflections

Approved publicity (only if you consent)

When media is no longer required:

e Itissecurely deleted, or
e Storedin line with Regulation 177 and E's secure retention procedures.

External Photographers

If an external photographer is engaged:
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e Families receive written notice
e Details include the photographer’'s name, date, and intended use
e Specific permission forms will be given for this

Media / Publicity / External Publications

¢ Newspaper or media appearances
e External publications
e Website or social media promotional use

Separate, specific consent will only be requested for Newspapers and Media appearances.

Consent Section — Please Tick Yes or No for Each Category

1. Individual Photos and Videos

Used for learning documentation, program planning, portfolios, online platforms (Storypark), and
communication directly with parents/guardians of the child.

Important:

¢ Images/videos will only be sent to the child’s own parents or legal guardians (e.g., via
Storypark or email).

¢ They will not be sent to extended family members, family friends or any other person.

e If court orders apply, the service will follow all restrictions regarding sharing images or
information.

O Yes, | Authorise O No, | Do Not Authorise

2. Group Photos and Videos

Please read carefully:

Group photos/videos include any image where two or more children appear together.
By giving consent, you acknowledge and agree that:

o These group images will be shared with all families of the children who appear in the photo, not
just your own.

e This may occur through online learning platforms such as Storypark, learning stories, portfolios,
displays, or email communication sent to families of all children featured in the group photo.

e Your child's image may appear in another family’s documentation, and their child may
appearin yours.

e Educators may include group learning moments in communication to families about the
program, events, or daily learning reflections.

O Yes, | Authorise O No, | Do Not Authorise
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3. Service Displays (Internal Only)

Photos or videos displayed within the service environment.
O Yes, | Authorise O No, | Do Not Authorise

4. Internal Identification
For identification labels, bag hooks, lockers, emergency documentation, and similar.

O Yes, | Authorise O No, | Do Not Authorise

5. Advertising, Promotion, Website & Social Media

For use in EEYS website, official social media channels, print materials, or recognised media.
Additional event-specific consent may still be requested.

O Yes, | Authorise O No, | Do Not Authorise

Parent/Guardian Declaration

l, (Parent/Guardian Name),
give or do not give consent for images and videos of my child:

Child’s Name:

to be taken only on service-owned devices and used according to the permissions selected above.

| understand that:

e If I do not give consent, no images or videos of my child will be taken for any purpose.
e Images/videos of my child are only shared with myself (the child’s parent/guardian) and not

with extended family or other individuals.

e Group photo consent means my child’s image may appear in other families’ documentation

and communications.
e Court orders will be followed at all times regarding sharing photos or information.
e Consent remains valid for the calendar year unless revoked in writing.

o Reasonable efforts will be made to remove images after consent is withdrawn, but past

distribution may not be fully reversible.
e All media will be handled in accordance with EEYS policies.

Signature (Parent/Guardian):

Date:
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ATTACHMENT 6. SPECIAL PERMISSION NOTICE FOR PUBLICATIONS/MEDIA

[Place on service letterhead]

Use of photographs, digital recordings, film or video footage of children in media, newspapers and publications,
including any service publication or media outlet

[Date]

Dear [insert name of parent/guardian],

The purpose of this letter is to obtain permission for your child to be photographed or fiimed by
[insert name of the organisation/individual taking the photograph or filming the child]and for your
child's photograph, digital recording, film, or video footage to appear

in[insert name of the newspaper,

publication (including the service's publication) or media outlet where it will be displayed].

, consent/do not consent to my child

(name of child) being photographed or filmed by
[insert name of the organisation/individual taking the photograph or filming the child]and for my
child’s photograph, digital recording, film, or video footage to appear in the following publication
and/or media outlet [insert name of the newspaper,

publication (including the service's publication) or media outlet where it will be displayed]

Signature (parent/guardian) Date
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Emerge
ATTACHMENT 7. SHARING INFORMATION UNDER CISS AND FVISS

This attachment has been developed based on the Information Sharing and Family Violence Reforms
Contextualised Guidance: For centre-based education and care services; government, Catholic and independent
schools; system and statutory bodies; and education health, wellbeing and inclusion workforces, September 2020.

Applying the threshold test under CISS

Before sharing information with other Information Sharing Entities (ISE)'s the threshold test requirements
must be meet.

The requirements for sharing are different depending on the purpose of the sharing, if sharing for both
purposes (Child Wellbeing or Safety and/or Family Violence), you must meet the requirements of each
of the schemes.

Although child wellbeing and safety takes precedence over an individual’s privacy, privacy must still be protected
through careful and selective information sharing.

Threshold requirements for the Child Information Sharing Scheme:

The information sharing entity is requesting or disclosing confidential information about any
I person for the purpose of promoting the wellbeing or safety of a child or group of children;
and

The disclosing information sharing entity reasonably believes that sharing the confidential
information may assist the receiving information sharing entity to carry out one or more of
the following activities:

2 e make a decision, an assessment or a plan relating to a child or group of children
e initiate or conduct an investigation relafing to a child or group of children

e provide a service relating to a child or group of children

e manage any risk fo a child or group of children; and

The information being disclosed or requested is not known to be ‘excluded information’
under Part 6Aof the Child Wellbeing and Safety Act (and is not restricted from sharing by
another law), information that could:

e endanger a person’s life or result in physical injury

e prejudice a police investigation or interfere with the enforcement or administration of the
3 law; prejudice a coronial inquest; prejudice a fair trial of a person

e be legally privileged

e reveal a confidential police source

e contravene a court order

e be confrary to the public interest

e information sharing would confravene another law.

Page 32 of 39 Privacy and Confidentiality | Version 3

Date Reviewed December 25 next Review Date: Dec 2026

Sourced from Early Learning Association Australia



Making a request to another Information Sharing Entity

Before disclosing information under the Child Information Sharing Scheme and/or Family Violence Information Sharing
Scheme, it is important that information sharing entities take reasonable care to verify the identity of the professional or
service and ensure that they are an information sharing entity.

a. The ISE listis a searchable database that can be used to identity organisation and services
prescribed under the CISS and FIVSS

b. Before making a request, check to see if the organisation is a prescribed entity via the Access
the ISE list

c. Referto Information Sharing Entity List Uses Guide on how to navigate the database.

d. ISE’s should respond to requests for information in a timely manner, including when they are
declining to provide information in response to the request.

e. If anISEis declining a request from another ISE, they are required to provide written reasons for
doing so.

Making a request or receiving a request under the Child Information Sharing Scheme

An ISE may request information when it meets the first and third parts of the threshold. That is, the
information being requested is:

¢ to promote the wellbeing or safety of a child or group of children

¢ not excluded information under the Child Information Sharing Scheme to their knowledge.

ISE should use professional judgement to decide which organisation or service to request information
from, taking into account the following:
¢ the activity the requesting information sharing entity is seeking to undertake and the type of
information that may assist them
o the roles and responsibilities of other information sharing entities and the information they are
likely to hold
e the currency and relevance of the information other information sharing entities are likely to
hold.

The ISE requesting the information should provide sufficient detail to enable the responding ISE to
make a decision about whether all three parts of the threshold have been met, in order to assist them
to:
e identify relevant information to respond to the request
o form an opinion about whether the information may be disclosed under the CISS (whether the
disclosure meets the threshold).

When making a request, an ISE may disclose any confidential information that may assist the
responding ISE to:

e identify the information they hold that is relevant to the request

e form an opinion on whether the information may be disclosed under the scheme.

If the legal requirements (or threshold) of the scheme are met, an ISE:
¢ may make requests for information to another ISE
¢ must disclose relevant information fo another ISE, if requested
¢ may disclose information voluntarily (proactively) to other ISE’s

ISE’s will use their expertise and exercise their professional judgement to identfify:
e the range of needs and risks that impact on a child’s life to inform a decision as to whether the
threshold is met
¢ what and how much information to share
¢ who to share with to support improved service delivery and promote the wellbeing or safety of
the child or children.
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Making a request or receiving a request under the Family Violence Information Sharing
Scheme

Under Part 5A of the Family Violence Protection Act 2008 (FVPA), ISEs may request or share information
with other ISEs about a person that is relevant to assessing or managing a family violence risk. The
information may relate to a victim survivor (adult or child), alleged perpetrator/perpetrator or third
party.

Only information that is relevant to assessing or managing a risk of family violence can be shared
under the Scheme. In determining what information is relevant, practitioners should use their
professional judgement and refer to the Family Violence Support Policy.

Where an ISE receives a request, it must share that information, either verbally or in writing, provided
that the information meefts the requirements of the Scheme. The onus is on the ISE sharing information
to ensure that they are disclosing information about a person in accordance with the law. There is no
restriction on an ISE making a request.

If there is no existing relationship with the ISE the information is being requested from, verification may
need to take place (e.g. by sending an email with the entity’s official account).

There are two purposes for which ISEs can share informatfion with each other under the FVPA, Part 5A:

a. to establish and assess risk (Family violence assessment purpose)
Information can be shared for a family violence assessment purpose. The primary focus is on
establishing whether a risk of family violence is present, assessing the level of risk the alleged
perpetrator or perpetrator poses to the victim survivor, and correctly identifying the parties as the
perpetrator or victim survivor.
OR

b. to manage the risk, including through ongoing risk assessment (Family violence protection
purpose)
Information can be shared for a family violence protection purpose, which means managing the
risk of the perpetrator committing family violence, or the risk of the victim survivor being subjected
to family violence.
Managing risk involves removing, reducing or preventing the escalation of risk. As risk is dynamic
and can change over time, information can be shared for the purposes of ongoing risk
assessment fo monitor risk and escalation, as a key component of risk management.
All ISEs will be able to share information for a family violence protection purpose. ISEs that are also
prescribed as risk assessment entities (RAEs) will also be able to shared for a family violence assessment
purpose

Consent is not required from any person to share information that is relevant to assessing or managing
family violence risk to a child, if there is a serious risk to any person or if sharing is permitted by another
law. If none of the above apply, consent is required to share the information of an adult victim
survivor, including a student over 18 years of age, or a third party. You should seek and take into
account the views of the child and/or family member before sharing their information, whenever safe,
reasonable and appropriate to do so. Consent is never required to share information about a
perpetrator, alleged perpetrator or adolescent using or af risk of using family violence.

ISEs must not share excluded information. ISEs cannot share information that would contravene
another law that has not been specifically overridden by FVISS. ISEs cannot share information if the
applicable consent requirements have not been met.

To learn more about how to share information under the Family Violence Information Sharing Scheme,
visit www.vic.gov.au/family-violence-information-sharing-scheme
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Table 1

Information Sharing Entities that are also Risk Assessment Entities

» State-funded specialist family violence services = Child Protection

(including refuges, Men's Behaviour Change = Child FIRST services (excluding broader family
Programs, family violence counselling and services)
therapeutic programs) » Victims Support Agency (including Victim

= Risk Assessment and Management Panel Assistance Programs and Victims of Crime
(RAMP) members (including those services that Helpline)
would not otherwise be prescribed but only = Victoria Police
when participating in a RAMP) = The Orange Door services.

= State-funded sexual assault services
Information Sharing Entities

Magistrates’ Court of Victoria officials
Children's Court of Victoria officials
Corrections Victoria and Corrections-funded
services

Adult Parole Board

Youth Justice (including the Secretariat to the
Youth Parole Board) and Youth Justice funded
services

Multi-Agency Panels to Prevent Youth
Offending

Justice Health and funded services
State-funded sexually abusive behaviour
freatment services

State-funded perpetrator intervention trials

Maternal and Child Health

Registered out of home care services
Department of Parent/guardian, Fairness and
Housing

State-funded homelessness accommodation
or homelessness support services providing
access point, outreach or accommodation
services

Designated mental health services
State-funded alcohol and other drug services
Tenancy Advice and Advocacy Program
State-funded financial counselling services
Commission for Children and Young People
Disability Services Commissioner.

» Registered community-based child and family
services

Record keeping

ISEs have specific record keeping obligations under the FVISS and the CISS. ISEs can choose how they
will meet their record keeping obligations, which might include written or online case notes, specific
record keeping forms or IT solutions, and are in line with the Privacy and Data Protection Act 2014 (Vic)
and, where applicable, the Australia Privacy Principles obligations.

When an ISE receives a request to share information they must record:
o the ISE that requested the information
e the date of the request
e the information that was requested
e ifrefusing arequest, the request and the reason why it was refused.

When an ISE shares information (either proactively or on request) they should:
¢ know and record what scheme they are sharing under (FVISS, CISS or both)
e know and record whom information is being shared about
e record how the threshold for sharing was met.
e relevantrisk assessments or safety plans that have been prepared for a person at risk of family
violence.

Documentation is also required if sharing about:
e adult victim survivors of family violence or third parties under FVISS (where a child is at risk)
e achild’'s parent under CISS
e child victim survivors of family violence
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any child in order o promote their wellbeing or safety.

whether their views were sought about sharing their information

if their views were not sought, record the reason why

if they were informed that their information was shared

whether information was shared with consent and whether the consent was written, verbal or
implied

if the information was shared without consent, record the reason why

if the information was shared without consent, record if the person was informed that their
information was shared without consent

Examples of record keeping forms can be found at: www.vic.gov.au/guides-templates-tools-for-
information-sharing

Handling information sharing and risk assessment complaints under the CISS and FVISS

Types of complaints

ISEs may receive complaints from:

1.

Individuals in relation to privacy breaches, for example the ISE has:

misidentified an adult victim survivor as a perpetrator and shared information about them
without consent

shared information that is not relevant to the purpose for which it was shared.

Individuals in relation to any other conduct under the Schemes, for example the ISE has:

not sought the views of a child and/or relevant family member and the complainant believes it
was reasonable, safe and appropriate to do so

in the view of the complainant, failed to foster positive relationships between a child and
significant people in the child’s life, in the way they applied the Schemes.

Other ISEs in relation to how the ISE is sharing information under the Schemes. For example, an
ISE may make a complaint about:

another ISE refusing to share relevant information that should be shared

the timeliness of responses.

Complaints record keeping

The following information must be recorded if a complaint is received under the Schemes:

date the complaint was made and received

nature of the complaint

action taken to resolve the complaint

action taken to lessen or prevent the issue from recurring

time taken to resolve the complaint

if the complaint was not resolved, further action that was taken

Note: accepted standard practice is that a response should be provided within 30 days of receiving
the complaint. All complaints must be handling according to the Privacy and Data Protection Act
2014 (Vic) and, where applicable, the Australia Privacy Principles
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ATTACHMENT 8 - SPECIAL PERMISSION FOR HEALTH INFORMATION TO BE DISPLAYED FOR
SAFETY REASONS

This is from our previous policy and not included in ELAA one check if we need it. We do have services
that display in their rooms.

In certain circumstances it may be advisable to display information about a child’s health condition or

allergies in a prominent position in the playroom or kindergarten to ensure that all staff and visitors are
aware of the condition and can respond to any symptoms in a timely and appropriate manner.

(parent/guardian) of

(child's name)

Give permission for my child’s:
¢ medical emergency plan
¢ asthma management plan
¢ anaphylaxis management plan
e other

to be displayed in a prominent position in the kindergarten

(insert position e.g. playroom, office, kitchen)

whilst they are enrolled atf the early years' service to assist with the recognition of and appropriate
freatment for their condition if necessary.

Signature (parent/guardian) Date
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ATTACHMENT 9- EEYS — PROCESS FOR CAPTURING, STORING, AND DISPOSING OF
PHOTOS, VIDEOS, AND RECORDINGS

Purpose: To ensure the responsible capture, storage, and disposal of multimedia content in
line with privacy laws, child safety, and EEYS policy.

Review: This process will be reviewed every 6 months to ensure compliance with legislative
requirements and best practice.

1. Informed Consent

* Obtain written consent before capturing any images, videos, or recordings.

* Consent obtained during enrolment process.

* Consent forms filed with each child’s enroiment data.

* Educators to maintain and regularly update a checklist of children without consent.
e Additional permission forms will be required for publicity/media photos.

2. Photo Taking Practice

* Ensure respectful and age-appropriate captures.

» Seek child’s agreement when appropriate.

* Avoid sensitive/private situations without explicit consent.

* Always consider the educational purpose before capturing images.

3. Storage of Multimedia

 Store content only on EEYS devices.

* Devices must be password-protected and EEYS-approved.

* Personal staff emails and unauthorised accounts must not be used.

* Encryption applied when handling sensitive content.

4. Access Conirol

» EEYS devices managed via MDM to limit unauthorised uploads.

» Access restricted to authorised staff.

* Logs kept of all staff onboarding and offboarding, including access to apps, Facebook
groups, and chat groups.

* Only IT-approved apps permitted on work devices.

5. Duration of Storage & Disposal

* Multimedia deleted from service devices (phones, iPads, computers) at the end of each
term.

* Nominated Supervisors to confirm deletion with managers.

* |rrefrievable deletion required for electronic files.

* Physical destruction of CDs/USBs when no longer required.

* Disposal logs maintained by Head Office.

* End-of-year device clearance managed by WSD.

* Documentation/photos linked to children’s learning must be archived for 3 years after the
child’s last attendance.

* Storing archive photos will be saved via organisation NAS (network attached storage) and
cleared by IT at the appropriate timeframe.

6. Training & Awareness

* Regular communication through meetings, training, and email updates.

* All staff must understand privacy obligations and children’s rights.

 Policies clearly communicated to families, staff, and the community.

7. Online Platforms

* EEYS will ensure online platforms have the appropriate security, control and storage
Process.

e Current approved online platforms include:
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e Storypark

* Educa

* PicCollage

* See Saw

» Educators will use work email to set up access and ensure log ins are kept private and
confidential.

e Families can be invited to access these platforms for their child.

* At the end of each year, educators will ensure families leaving the service are ‘archived’.
* HR will ensure educators leaving the organisation or changing role are removed as part of
the transition/offboarding process.
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