PRIVACY NOTICE for
Exmoor Hill Farming Network CIC
Exmoor Hill Farming Network CIC (“EHFN”, “we”, “us” or “our”) respects your privacy and is committed to protecting your personal data.
This Privacy Notice explains how we collect, use, store and share personal information when you interact with EHFN, including when you join the Network, participate in our activities, attend training, complete a booking form, contact us, make or receive a payment, or receive our regular network communications.
We process personal data in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, the Privacy and Electronic Communications Regulations 2003 (PECR) where applicable, and other relevant data-protection legislation.

1. Who is responsible for your personal data?
Exmoor Hill Farming Network CIC is the data controller for the personal data covered by this Privacy Notice.
Our registered address is:
Exmoor Hill Farming Network CIC
Cutcombe Market
Wheddon Cross
Minehead
Somerset
TA24 7DT
Company registration number: 12151981
If you have any questions about how we use your personal data, or wish to exercise any of your data-protection rights, please contact:
Katherine Williams
EHFN Manager
Email: katherine@ehfn.org.uk
Telephone: 01643 841455
Postal address:
Exmoor Hill Farming Network CIC
Cutcombe Market
Wheddon Cross
Minehead
Somerset
TA24 7DT

2. What personal data do we collect?
Depending on your relationship with EHFN and the activities you participate in, we may collect and process the following types of personal information.
Contact and identification information
This may include:
· name;
· postal address and postcode;
· email address; and
· telephone number.
Training and event information
Where necessary for the administration of training, events or certification, we may collect:
· date of birth;
· employment status;
· training attendance and completion information;
· signatures on attendance records;
· information required to register you with a training provider or awarding body; and
· other information required by the relevant training provider, certification body or funding organisation.
Financial and transaction information
Where you make or receive payments, or where we need to raise or process invoices, we may process:
· name and contact details;
· invoice information;
· payment information; and
· bank details where necessary for making or receiving BACS payments.
We only collect personal information that is necessary for the relevant purpose.

3. How do we collect your personal data?
We generally collect personal information directly from you, for example when you:
· join the EHFN Network;
· complete an EHFN booking or registration form;
· register for an event or training course;
· contact us;
· request the EHFN network communications;
· make or receive a payment; or
· complete an attendance record.
We may also receive relevant information from organisations involved in delivering EHFN activities, where this is necessary to administer those activities.

4. Why do we use your personal data?
We use personal data where necessary for purposes including:
· administering EHFN membership and Network activities;
· organising and administering training courses;
· registering participants with relevant training providers and awarding bodies;
· providing certificates following successful completion of training;
· communicating with participants about EHFN activities, events and training;
· maintaining attendance and participation records;
· processing payments and raising invoices;
· maintaining financial and accounting records;
· meeting funding, monitoring and audit requirements;
· maintaining accurate records;
· protecting the health and safety of participants and staff; and
· sending EHFN network communications and information about EHFN services and activities where you have agreed to receive such communications.
We will only use personal data for purposes that are compatible with the reasons for which it was collected, or where otherwise permitted or required by law.

5. What is our lawful basis for processing your personal data?
The lawful basis we rely upon depends on the purpose for which we use your personal data.
Contract or provision of services
Where you request EHFN services, support, training or other activities, we may need to process your personal data to administer and provide those services.
Legal obligation
We may process personal data where this is necessary to comply with a legal or regulatory obligation.
This may include maintaining financial and accounting records and meeting applicable legal, training, certification or regulatory requirements.
Legitimate interests
We may process personal data where this is necessary for our legitimate interests, provided that those interests are not overridden by your interests or fundamental rights and freedoms.
This may include administering the EHFN Network, organising activities, maintaining appropriate records, ensuring the security of our systems and communicating with people who participate in EHFN activities.
Consent
Where we rely on your consent, we will ask you to provide that consent clearly and voluntarily.
For example, EHFN may rely on your consent to retain your contact details for the purpose of sending regular EHFN network communications.
You can withdraw consent at any time.
Withdrawing consent does not affect the lawfulness of processing carried out before consent was withdrawn.

6. EHFN Network communications 
The EHFN Network is free to join and provides members with the regular e-bulletin and information about EHFN activities.
Network communications may include information about:
· EHFN services and support;
· training opportunities;
· network activities and events;
· agricultural and farming-related information;
· funding and grant opportunities; and
· other information relevant to the Exmoor farming community.
Where we rely on consent to send these communications, you can withdraw your consent at any time.
You can unsubscribe by contacting katherine@ehfn.org.uk or by using the unsubscribe facility provided in the relevant email.
If you unsubscribe from network communications, we may still contact you where necessary to administer a service, booking, training course, payment or other activity you have requested.
Where an email constitutes direct marketing, EHFN will comply with the applicable requirements of PECR and UK data-protection law.

7. Mailchimp and email communications
EHFN uses Mailchimp to distribute email communications.
Where Mailchimp processes personal data on our behalf, it acts as a service provider/data processor for EHFN in relation to that processing.
Mailchimp may process information such as your name and email address and information relating to your subscription and interaction with EHFN emails, such as whether an email has been delivered or opened, where those features are enabled.
EHFN uses this information to administer its email communications, maintain mailing lists, manage subscriptions and unsubscribe requests, and understand whether communications are being delivered effectively.
Mailchimp's processing arrangements include provisions relating to international data transfers and appropriate safeguards for personal data.

8. Who do we share your personal data with?
We only share personal data where there is a lawful basis for doing so and where the information is necessary for the relevant purpose.
Training providers and awarding bodies
Where you book or participate in EHFN training, relevant personal information may be shared with the training provider responsible for delivering the course.
Where applicable, your details may be shared with delivery partners for the purpose of registering you for the relevant training, meeting the requirements of the awarding body and enabling the relevant certificate to be issued following successful completion.
Only information necessary for the relevant training and certification process will be shared.
Other organisations
Depending on the circumstances, we may also share relevant personal data with:
· funding organisations and bodies responsible for monitoring or auditing funded activities;
· training providers and certification bodies;
· professional advisers and auditors;
· payment, banking and accounting service providers;
· email and communications providers, including Mailchimp;
· organisations providing IT, database, website or other administrative services on our behalf; and
· public authorities or regulatory bodies where we are legally required to provide information.
Where another organisation processes personal data on our behalf, we will take appropriate steps to ensure that appropriate data-protection safeguards are in place.
We will not sell your personal data.

9. Project-specific data collection
From time to time, EHFN may work with external organisations, funding bodies, project partners or other organisations to deliver specific projects, research, support programmes, surveys or other activities.
Where EHFN collects personal data specifically for a particular project, the organisation responsible for that project may provide a separate project-specific privacy notice and consent form.
Participants should read the project-specific privacy notice carefully before providing their personal information or consent.
The project-specific privacy notice will explain, where applicable:
· who is responsible for the project data;
· why the information is being collected;
· what personal information is being collected;
· the lawful basis for processing;
· who the information will be shared with;
· how long the information will be retained;
· whether the information will be transferred outside the UK;
· the individual's data-protection rights; and
· who to contact with questions about the project.
The role EHFN has in processing project information will depend on the particular project.
Where another organisation determines the purposes and means of processing and EHFN processes personal data on its behalf and in accordance with its instructions, EHFN may act as a data processor.
Where EHFN determines the purposes and means of processing personal data for its own purposes, EHFN will act as a data controller for that processing and this Privacy Notice will apply.
In some circumstances, EHFN and another organisation may jointly determine the purposes and means of processing personal data. Where this is the case, the respective responsibilities of the organisations will be set out in the relevant project arrangements and privacy information.
EHFN will only use project-specific personal data for purposes for which it has a lawful basis and in accordance with the relevant project arrangements and privacy information.
Where EHFN is acting as a processor, it will process personal data in accordance with the instructions of the relevant controller and the applicable data-protection agreement.
EHFN may also need to retain limited information relating to a project for its own legal, financial, funding, audit, safeguarding or record-keeping requirements. Where EHFN uses personal data for its own purposes, the relevant processing will be subject to this Privacy Notice and an appropriate lawful basis.

10. International transfers
Some of our service providers may process personal data outside the United Kingdom.
For example, Mailchimp's processing arrangements may involve international processing.
Where EHFN uses a service provider that involves a restricted international transfer of personal data, we will ensure that an appropriate transfer mechanism and safeguards are in place as required by UK data-protection law.

11. How do we store and protect your personal data?
EHFN stores personal data using password-protected systems. 
Access to personal information is restricted to people who need it for legitimate EHFN purposes.
We take reasonable and appropriate technical and organisational measures to protect personal data against accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access.
This includes:
· keeping personal data up to date where necessary;
· only collecting information that is necessary for the relevant purposes;
· restricting access to personal data to authorised individuals;
· protecting electronic and paper records appropriately; and
· securely deleting or disposing of information when it is no longer required.


12. How long do we keep your personal data?
EHFN will normally retain relevant personal records for a minimum of seven years, where this is necessary for legal, financial, audit, funding, training or record-keeping purposes.
Different categories of information may be retained for longer where there is a legitimate or legal reason to do so.
Where you have consented to receive network communications, you may unsubscribe at any time.
Unsubscribing will stop the relevant communications, but does not necessarily mean that EHFN must delete all other personal information we hold about you.
We will securely delete or dispose of personal data when it is no longer required.

13. Your data-protection rights
Depending on the circumstances, you have rights under data-protection law including:
· The right to be informed about how your personal data is used.
· The right of access to the personal data we hold about you.
· The right to rectification of inaccurate or incomplete personal data.
· The right to erasure of your personal data in certain circumstances.
· The right to restrict processing of your personal data in certain circumstances.
· The right to object to certain processing.
· The right to data portability in certain circumstances.
· Rights relating to automated decision-making and profiling, where applicable.
These rights are subject to certain legal conditions and exemptions, so not every right will apply in every circumstance.
If you wish to exercise any of your rights, please contact:
Katherine Williams
EHFN Manager
katherine@ehfn.org.uk
We will deal with valid requests within the timescales required by applicable data-protection law.

14. Withdrawing consent
Where EHFN processes your personal data on the basis of your consent, you can withdraw your consent at any time.
You can withdraw consent by contacting:
Katherine Williams
katherine@ehfn.org.uk
You may also unsubscribe from EHFN network communications using the unsubscribe facility provided in relevant emails.
Withdrawing consent will not affect the lawfulness of processing that took place before consent was withdrawn.
Please note that withdrawing consent does not necessarily mean that we must delete all personal data we hold about you. We may continue to process information where we have another lawful basis for doing so, or where we are legally required to retain it.

15. If you do not provide personal data
Where certain personal data is necessary for us to provide a service, administer training, process a payment, meet funding requirements or comply with a legal obligation, we will explain this when we collect the information.
If you do not provide information that is necessary for a particular purpose, we may not be able to provide the relevant service, administer the relevant activity or meet the applicable requirement.

16. Automated decision-making and profiling
EHFN does not currently use personal data to make decisions about individuals solely by automated means, including profiling, that produce legal or similarly significant effects.

17. Our website and third-party websites
The EHFN website is available at:
www.ehfn.org.uk
The website provides information about EHFN, its services, activities, training and the EHFN Network.
The website also contains links to third-party websites and services, including social-media platforms, training and farming organisations and other external resources.
If you follow a link to another website or enable a third-party connection, that organisation may collect or process information about you.
We do not control third-party websites and are not responsible for their privacy practices. We recommend that you read the privacy notice of any third-party website you visit.

18. Cookies and similar technologies
At present our website does not use cookies and similar technologies to provide website functionality, remember preferences, understand website usage or support other website functions.
We will provide appropriate information about the cookies and similar technologies used on the EHFN website if required.
Where consent is required for a cookie or similar technology, we will ask for consent before using it.
Essential cookies may be used where they are necessary to provide a service or functionality requested by a website visitor.
Non-essential analytics, advertising or tracking technologies will only be used in accordance with applicable law.

19. Complaints
If you have concerns about how EHFN has handled your personal data, please contact us first so that we can try to resolve your concern.
You also have the right to complain to the Information Commissioner's Office (ICO), the UK's independent regulator for data protection.
Information about making a complaint is available from the ICO:
Information Commissioner's Office
www.ico.org.uk

20. Keeping your personal data accurate
It is important that the personal data we hold about you is accurate and up to date.
Please let us know if your personal information changes or if you believe any information we hold about you is inaccurate.
You can contact us at:
Katherine Williams
EHFN Manager
katherine@ehfn.org.uk

21. Changes to this Privacy Notice
We may update this Privacy Notice from time to time to reflect changes in our activities, the way we process personal data or changes in applicable legislation.
The latest version will be published on the EHFN website and will include the date it was last updated.
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