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Company statement 

We take online safety seriously.
We are committed to ensuring the highest possible standard of safeguarding.
 Our Child Protection and Safeguarding policies and procedures have been developed in line with Keeping Children Safe in Education 2025.

These include the following provisions:

· All staff recruitment is in line with our Safer Recruitment policy and the respective Keeping Children Safe in Education mandates.
· All communications between staff and students take place on site. This means that personal contact details about the student and parents (including email addresses and telephone number) remain private and confidential and are not visible to staff.
  We have a link with the Child Exploitation and Online Protection Centre (CEOP). Visit their website      for more internet safety advice.


1. Introduction 
Elite Tuition Group recognises the benefits and opportunities which new technologies offer to both teaching and learning, however the global nature of the internet its accessibility and the variety of technologies that we have to hand mean that we are heightened in our awareness of the potential risks and challenges that go hand in hand with such freedom of access. Online Safety is about applying the lessons we have learnt about keeping children, young people and adults safe to technology. Online Safety must be responsive to new technologies and new threats and opportunities that may arise. It is the intention of Elite Tuition Group to implement safeguards to support staff and learners to manage and identify risks independently and to seek advice and guidance in an appropriate and timely manner. We believe that this can be achieved through a combination of security measures, training and guidance along with the implementation of associated policies. Online Safety is not simply about virus protection, internet filtering, firewalls or other IT security concerns. Online Safety is also about ensuring that technology is used in a manner that is safe and respectful to others. Due to this Online Safety has a significant overlap with other policies and procedures, particularly those related to child protection, anti-bullying and acceptable use of IT.

2. Scope 
This policy applies to all learners who attend our centres. An Online Safety incident is considered to have occurred when a learner or staff member instigates, or is the victim of, an activity which utilises Information and Communications Technologies (ICT) to endanger the personal safety, mental wellbeing, or financial wellbeing of another individual. Activities which will be considered Online Safety incidents include, but are not limited to, the use of ICT to access, view, copy or download illegal content, or materials, including, but not limited to: 
· child pornography 
· materials inciting racial hatred or violence 
· materials that are deemed to be in connection with radicalisation or will place learners at risk of radicalisation. 
· Access, view, copy or download inappropriate content.
· Bully or harass an individual or group (Cyber Bullying). 
· Commit fraud or identify theft. 
· Undertake any activities which would be in violation of the Child Protection, Protection of Vulnerable Adult or Anti-Bullying policies 
· Any other incident where it can be reasonably considered that the personal safety, mental wellbeing, or financial health of an individual has been endangered by the use of ICT.
In this context ICT includes, but is not limited to: 
Elite Tuition Group owned equipment, including: 
a) Desktop PCs 
b) Servers 
c) Laptop/Tablet devices 
d) Reproduction devices (scanners, printers, etc.) 
e) Any and all software and IT services provided by Elite Tuition Group 

3. Legislation 
The legal framework for the role of Elite Tuition Group is as follows:
 Computer Misuse Act 1990 Makes provision for securing computer material against unauthorised access or modification, and for connected purposes. 
Data Protection Act 1998 Makes provision for the regulation of the processing of information relating to individuals, including the obtaining, holding, use or disclosure of such information. Malicious Communication Act 1998 Makes provision for the punishment of persons who send or deliver letters or other articles for the purpose of causing distress or anxiety.
 Counter-Terrorism and Security Act 2015 From 01 July 2015 all HE institutions, colleges, schools, and registered early years childcare providers are subject to a duty under section 26 of the act in the exercise of their functions, to have “due regard to the need to prevent people from being drawn into terrorism”. 
This duty is known as the Prevent duty. The Education Act 2002 - Section 157 & 175 Requires local authorities and governing bodies of further education institutions to make arrangements to ensure that their functions are carried out with a view to safeguarding and promoting the welfare of children, young people and adults at risk. In addition, they should have regard to any guidance issued by the Secretary of State in considering what arrangements they may need to make.
Working together to Safeguard Children (2023) provides statutory guidance on the roles and responsibilities of agencies working together to safeguard children.




An important step to improve online safety at Elite is to identify what the potential risks might be. KCSIE groups online safety risks into four areas: content, contact, conduct and commerce/contract. These are known as the 4C’s of online safety.
The 4 Cs of online safety
Content
Content is anything posted online - it might be words or it could be images and video. Children and young people may see illegal, inappropriate or harmful content when online. This includes things like pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation and extremism. KCSIE 2025 further extended this to include Misinformation. Disinformation ( including fake news) and conspiracy theories.
Contact
Contact is about the risk of harm young people may face when interacting with other users online. This includes things like peer-to-peer pressure or seeing inappropriate commercial advertising. Sometimes adults pose as children or young adults with the intention of grooming or exploiting a child or young person for sexual, criminal, financial or other purposes.
Conduct
Conduct means the way people behave online. Some online behaviour can increase the likelihood, or even cause, harm - for example, online bullying. Conduct also includes things like sharing or receiving nudes and semi-nude images and viewing or sending pornography.
Commerce
Commerce is about the risk from things like online gambling, inappropriate advertising, phishing or financial scams. Children and young people may be exposed to these risks directly. Schools should also consider how the risk from commerce applies to staff.

4. Responsibilities 
It is the responsibility of every staff member to give full and active support for the policy by ensuring: 
 The policy is accessible, known, understood and implemented. 
 All actual and suspected serious Online Safety incidents are reported to the Designated Safeguarding Lead or Deputy Designated Safeguarding Lead.
 Parents/Guardians, providers, and other stakeholders have a responsibility to report any          Online Safety concerns they may have to the relevant centre. 


 All learners have a responsibility to: 
 Report any Online Safety concerns they may have to a member of staff. 
 Not engage at any time in any form of behaviour which would result in the occurrence of an   Online Safety incident.
During the first day of provision all learners will complete a Learner Induction and sign a learning contract. Within this contract will be their E Safety responsibilities.

5. Reporting 
All Online Safety incidents should be reported to a designated safeguarding person who will log the incident in the safeguarding database, and where necessary will engage with partner schools and external agencies.
5.1. Illegal Material or Activities
 Where an Online Safety incident is reported to Elite Tuition Group this matter will be dealt with very seriously. Elite Tuition Group will act immediately to prevent, as far as reasonably possible, any harm or further harm occurring. If a learner wishes to report an incident, they can do so to their tutor or to the Centre Manager. Where a member of staff wishes to report an incident, they must contact their line manager. Following any incident, Elite Tuition Group will review what has happened and decide on the most appropriate and proportionate course of action. Sanctions may be put in place; external agencies may be involved, or the matter may be resolved internally. Depending on the severity of the incident serious incidents will be dealt with by the Director. 

5.2. Indecent imagery. 
It is a criminal offence to take, show, and share indecent images of children and young people, those under the age of 18 can face prosecution for taking indecent images of themselves and sharing them with others. (Section 1 Protection of Children Act 1978) Under no circumstances should any person make copies, including screen shots or print outs, of suspected child/ young person indecent imagery. Taking copies of such materials, even when intended for evidentiary purposes, is a crime.
5.3. Inappropriate Material or Activities
 Inappropriate material or activities are considered to be any materials or activities which are considered as unacceptable by the Acceptable Use of IT policy.
5.4. Staff Access to Inappropriate Material 
Where it is suspected that a staff member has been accessing inappropriate material, or attempting to access, the time and date of the incident should be noted and the concerns raised with the Centre Director. 



5.5. Learner Access to Inappropriate Material
 Where it is suspected that a learner has been accessing inappropriate material, or attempting to access, the time and date of the incident should be noted and brought to the attention of the Centre Director and the DSL.
 5.6. Cyber-Bullying 
Cyber-Bullying can be defined as making use of IT to undertake to bully. Examples of cyberbullying include, but are not limited to: 
o Sending offensive or abusive e-mails, instant messages, or “text” messages. 
o Inviting selected individuals to a chat room or website to discuss another individual who has not been invited. 
o Posting offensive, defamatory, or abusive messages about an individual or group to a public or members only internet forum. 
o Using a digital camera to take humiliating images
 Incidents of actual or suspected cyber-bullying should be dealt with in accordance with the Antibullying policy.
5.7 Learner use of AI
Learners are not permitted to use any AI tool whilst at Elite Tuition Group.  

6. Virus & Malware Protection 
Elite Tuition Group will do all that it can to make sure its network is safe and secure. Every effort will be made to keep security software up to date. Appropriate security measures will include the use of enhanced filtering, monitoring and protection of Firewalls, servers, routers, workstations etc. to prevent accidental or malicious access of systems and information. 
       6.1 Filtering and Monitoring
Elite Tuition Group will do that is reasonably possible to limit children’s exposure to risks outlined above from the centres IT systems. To ensure this happens the following apply:-
Filtering and Monitoring systems are reviewed for effectiveness annually and are the responsibility of the Director (DSL) to procure and manage this. 
The systems will block harmful and inappropriate content without impacting on teaching and learning.
The Director (DSL) will ensure that all staff understand their role, are appropriately trained, follow processes and procedures and act on reports.
The DSL will have day to day management and review the filter and monitoring reports. 
Elite Tuition’s provider is Smoothwall and recent updates have ensured compliance with the DfE’s filtering and monitoring standards which includes Generative AI products.





7. SOCIAL NETWORKING POLICY 

1. Purpose of policy
This policy is intended to help employees of Elite Tuition Group Ltd. make appropriate decisions about the use of social media such as Twitter, Facebook, Google+ and LinkedIn. Other social media includes but is not exclusive to blogs, video, picture blogging and audio.
This policy outlines the standards Elite Tuition Group Ltd. requires staff to observe when using social media, the circumstances in which Elite Tuition Group Ltd. will monitor your use of social media and the action that will be taken in respect of breaches of this policy. The principles of this policy apply to use of social media regardless of the method used to access it - it covers static and mobile IT/computer equipment, as well as work and/or personal smartphones etc.
2. Who is covered by the policy?
This policy covers all individuals working at all levels and grades, including senior managers, officers, directors, employees, consultants, contractors, trainees, homeworkers, part-time and fixed-term employees, casual and agency staff and volunteers.
3. Why use social media?
Social media enables us to attract new clients, recruit for missions or events or to seek feedback on key services.
4. Responsibility for implementation of the policy
The Managing Director has overall responsibility for the effective operation of this policy.
All staff are responsible for their own compliance with this policy and for ensuring that it is consistently applied. All staff should ensure that they take the time to read and understand it. Any breach of this policy should be reported to the Managing Director.
Questions regarding the content or application of this policy should be directed to the Managing Director.
5. Using work-related social media
Only employees with agreed responsibility for Social media posts are permitted to post material on a social media website in the company’s name and behalf. Anyone who breaches this restriction will face the company's disciplinary procedure.
Approved social media websites for Elite Tuition Group Ltd. are Facebook, Twitter etc. This list may be updated by the Managing Director.
Before using work-related social media, you must:
· have read and understood this policy; and
· have sought and gained prior written approval to do so from the Managing Director
The roles and functions which will be needed moving forward have been identified as follows:
· announcing corporate news
· advertising promotions on Facebook

6. Personal use of social media
Personal use of social media in the workplace is permitted, subject to certain conditions, as detailed below. It must not be abused or overused, and the company reserves the right to withdraw permission at any time.
The following conditions must be met for personal use to continue:
· use must be minimal and take place substantially outside of normal working hours, for example, breaks, lunchtime. 
· use must not interfere with business or office commitments
· use must comply with our policies including the Equal Opportunities Policy, Whistleblowing Policy, Data Protection Policy and Disciplinary Procedure.
You are also personally responsible for what you communicate on social media sites outside the workplace, for example at home, in your own time, using your own equipment. You must always be mindful of your contributions and what you disclose about the company. For further details, see Point 7, ‘General rules for social media use’ below.

7. General rules for social media use
Whenever you are permitted to use social media in accordance with this policy, you must adhere to the following general rules. The same rules would also apply when using social media outside of work:
· Do not post or forward a link to any abusive, discriminatory, harassing, derogatory, defamatory or inappropriate content.
· A member of staff who feels that they have been harassed or bullied or are offended by material posted by a colleague onto a social media website should inform the Managing Director.
· Never disclose commercially sensitive, anti-competitive, private or confidential information. If you are unsure whether the information you wish to share falls within one of these categories, you should discuss this with the Managing Director.
· Do not post material in breach of copyright or other intellectual property rights.
· Be honest and open but be mindful of the impact your contribution might make to people’s perceptions of the company. 
· You are personally responsible for content you publish – be aware that it will be public for many years.
· When using social media for personal use, use a disclaimer, for example: ‘The views expressed are my own and don’t reflect the views of my employer’. Be aware though that even if you make it clear that your views on such topics do not represent those of the organisation, your comments could still damage our reputation. 
· You should avoid social media communications that might be misconstrued in a way that could damage our business reputation, even indirectly.
· Do not post anything that your colleagues or our customers, clients, business partners, suppliers or vendors would find offensive, insulting, obscene and/or discriminatory. 
· If you have disclosed your affiliation as an employee of our organisation you must ensure that your profile and any content you post are consistent with the professional image you present to client and colleagues.

8. Monitoring use of social media
Staff should be aware that any use of social media websites (whether or not accessed for work purposes) may be monitored and, where breaches of this policy are found, action may be taken under the company’s Disciplinary Procedure.
The company reserves the right to restrict or prevent access to certain social media websites if personal use is considered to be excessive. Monitoring is only carried out to the extent permitted or as required by law and as necessary and justifiable for business purposes.
Misuse of social media websites can, in certain circumstances, constitute a criminal offence or otherwise give rise to legal liability against you and the company. 
If you notice any use of social media by other members of staff in breach of this policy, please report it to the Managing Director.
Where it is believed that an employee has failed to comply with this policy, they will face the company's disciplinary procedure. If the employee is found to have breached the policy, they will face a disciplinary penalty ranging from a verbal warning to dismissal. 
The penalty applied will depend on factors such as the seriousness of the breach; the nature of the posting; the impact it has had on the organisation or the individual concerned; whether the comments cause problems given the employee’s role; whether the employer can be identified by the postings; other mitigating factors such as the employee's disciplinary record etc. Remember the same test of reason applies when dismissing for improper use of social media as it would for any other misconduct dismissal. 

9. Use of Mobile Phones
Adults working in the centre must not use their mobile phones in the presence of students and under no circumstance give their personal number to a student or take a student’s number for personal reasons.
Students are encouraged to not use their mobile phones in the centre. A secure place is available for them to store their phone during lessons. Students may use their phones during a break session. If a student refuses to store their phone safely, Elite Tuition Group will not be responsible for any damage that may happen. Accessing pornography and/or extreme or 18+ years sites on a phone is not permitted on Elite Tuition Group premises.
10. AI
KCSIE provided a new link to the DfE’s generative AI:product safety expectations which covers how to use generative AI safely and how filtering and monitoring requirements apply to the use of generative AI in education.

11. Policy review and update
The Managing Director has overall responsibility for the review and update of this policy at the beginning of each year or more regularly as required.
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