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Kimber Canine have policies and procedures to ensure that they appropriately classify, title and index new records in a way that facilitates management, retrieval and disposal.
· All new records will be appropriately classified as either:
-Consent forms
-Training Clients
· Contact forms from the website will be retrieved and replied to within 24 hours. The contact form will be deleted and the data will be stored in the relevant files.
· Contacts via telephone call will be added to the appropriate file and any written record will be shredded
· Contacts via text or email will be deleted and the data will be stored in the relevant files.
· Client details which are recorded on hard copy for the purposes of training, other activities or First Aid treatment will either be deleted or scanned into the central drive once they are finished.
· All information will be stored on a private drive. The data controller will be the only person with edit facilities. 
· This document will be reviewed and updated by the data controller yearly and all members of staff will then be required to re-read this document and implement and changes.

Security for transfers
Kimber Canine document rules to protect the internal and external transfer of records by post, fax and electronically, for example in a transfer policy or guidance.
· Any information sent via post that contains data will be sent marked ‘Private and Confidential’
· Any emails that contain data will be sent password protected
· Data transferred off-site will be kept to a minimum and will be kept in a folder marked ‘Private and Confidential’
· Any third parties used to transfer business information between the organisation and third parties will also be required to read and comply to this document
Kimber Canine have considered the effectiveness of their accountability measures
· staff will be made aware of the policies and procedures and will be expected to follow them
· Staff will be briefed on how to send emails or information by post
· Staff will consider appropriate forms of transport when travelling with any data.
Kimber Canine have procedures in place to make sure that records containing personal data are accurate, adequate and not excessive.
· Quarterly data quality reviews will be undertaken of records containing personal data to make sure they are accurate, adequate and not excessive.
· Staff will be made aware of data quality issues following data quality checks or audits to prevent recurrence.
· Records containing personal data (whether active or archived) are 'weeded' periodically to reduce the risks of inaccuracies and excessive retention.
· Staff must be able to demonstrate the process for conducting data quality reviews
· Staff will be reviewed periodically to ensure that they understand their responsibilities and that they know what to do if they identify issues.
Retention schedule
Kimber Canine have an appropriate retention schedule outlining storage periods for all personal data, which is reviewed regularly.
· Any Medical information will be retained as stipulated by the BMA
· All other records will be kept for the duration of the contact requirement and archived electronically following use.
· Electronic contacts will be kept while the business is active unless the client requests to unsubscribe or to be removed from the system.
· Disposal will be via deletion of the electronic data or via shredding of any hard copies.
· This process will be undertaken by the data controller as and when required or as a yearly review.
· The Data controller will review this process and documentation on a yearly basis and every opportunity to minimise data storage will be taken.

Kimber Canine have considered the effectiveness of their accountability measures.
· All staff will be made aware of the retention schedule
· Staff will be expected to adhere to the guidelines within this document.
· Staff will be expected to be able to explain what their responsibilities are and how they carry them out effectively
Destruction
Kimber Canine cover methods of destruction in a policy and they are appropriate to prevent disclosure of personal data prior to, during or after disposal.
· For paper documents, locked files will be used for records containing personal data, and in-house or cross shredding or incineration is in place.
· For information held on electronic devices, wiping, degaussing or secure destruction of hardware (shredding) is in place.
Rules for acceptable software use
Kimber Canine identify, document and implement rules for the acceptable use of software (systems or applications) processing or storing information.
· Kimber Canine have acceptable Use or terms and conditions of use procedures in place.
· Kimber Canine have system operating procedures which document the security arrangements and measures in place to protect the data held within systems or applications.
· Kimber Canine will monitor compliance with acceptable use rules and make sure that staff are aware of any monitoring.
Access control
· Kimber Canine specifies that users must follow the organisation's practices in the use of secret authentication information, for example passwords or tokens.
· Kimber Canine keeps a log of user access to systems holding personal data.
· Kimber Canine will regularly review users’ access rights and adjust or remove rights where appropriate
Unauthorised access
· Kimber Canine prevents unauthorised access to systems and applications, by passwords, technical vulnerability management and malware prevention tools.
· Kimber Canine will restrict access to systems or applications processing personal data to the absolute minimum in accordance with the principle of least privilege (for example read/write/delete/execute access rules are applied).
· Kimber Canine apply minimum password complexity rules and limited log-on attempts to systems or applications processing personal data.
· Kimber Canine have password management controls in place, including default password changing, controlled use of any shared passwords and secure password storage (not in plain text).
· Kimber Canine logs and monitors user and system activity to detect anything unusual.
· Kimber Canine implement anti-malware and anti-virus (AV) protection across the network and on sensitive information systems if appropriate.
· Anti-malware and anti-virus protection is kept up-to-date and configure it to perform regular scans.
· Kimber Canine has access to and acts upon any updates on technical vulnerabilities to systems or software.
· Kimber Canine will regularly run vulnerability scans.
· Kimber Canine deploy URL or web content filtering to block specific websites or entire categories.
· Kimber Canine strictly controls the use of social media, or messaging apps such as WhatsApp to share personal data.
· All new clients are requested to agree to the GDPR policy. If they do not agree then their photos or information will not be shared.
· Kimber Canine have external and internal firewalls and intrusion detection systems in place as appropriate to ensure the security of information in networks and systems from unauthorised access or attack.
· Kimber Canine do not have unsupported operating systems in use, for example Windows XP or Windows Server 2003.
· Kimber Canine establish special controls to safeguard the confidentiality and integrity of data passing over public networks or over wireless networks and to protect Kimber Canine the connected systems and applications.
Kimber Canine have considered the effectiveness of accountability measures
· All passwords will be a minimum of 8 characters and include symbols and numbers.
· All staff will be required to demonstrate that anti-virus and anti-malware has been implemented on key information systems
· Kimber Canine have appropriate mechanisms in place to manage the security risks of using mobile devices, home or remote working and removable media. 
· Kimber Canine have protections in place to avoid the unauthorised access to or disclosure of the information processed by mobile devices, for example, password encryption and two point verification.
· Kimber Canine implement security measures to protect information processed when home or remote working, VPN and two-factor authentication will be used on all devices.
· Where Kimber Canine has a business need to store personal data on removable media, personal data is minimised and permissions or restrictions for individual devices as well as an entire class of devices will be utilised.
· Kimber Canine operate a clear desk policy across the organisation where personal data is processed.
· Back-up copies of all electronic information, software and systems will be kept.



