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SEDONA TECHNOTL.OGIES

PENETRATION TESTING PROGRAM

ABOUT OUR PEN TESTING & MONITORING PROGRAM

Our penetration testing and monitoring program will help customers understand
the operational and technical vulnerabilities of their IT infrastructure and support
any of their compliance requirements.

OUR PROGRAM DELIVERS

« INITIAL PEN TEST - We use real-world simulations to test the strength of your
current cybersecurity solutions and IT security stance.

« VULNERABILITY MONITORING — Ongoing monitoring of your vulnerabilities
and remediation tasks to shore-up the identified vulnerabilities.

« DARK WEB SCANNING - Ongoing monitoring of your domain and the idetification
of email addresses that are found on the dark web.

* VULNERABILITY MANAGEMENT - If elected, Sedona provides management
solutions that remediate vulnerabilities discovered in near-real time.

CUSTOMERS WHO USE OUR PEN TESTING SOLUTIONS
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AVAILABLE PENETRATION TESTS

EXTERNAL IP TESTING
In this test we explore the vulnerability of accessing
your network from outside the firewall.

INTERNAL NETWORK & SEGMENTATION
This test we explore the vulnerabilities from inside

the firewall and across sub-networks. In particular,
we look at the ability to move laterally across your
internal network.

MICROSOFT 365 & AZURE
In these tests we explore the vulnerabilities of your
Microsoft 365 Tenant and Azure cloud environment.
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WEB APPLICATION

In this test we explore the vulnerabilities of your web
applications and the accessibility of the data behind
these applications.

PUBLIC API TESTING

In this test we explore the vulnerabilities of your
Public APIs and the accessibility of the data behind
these APIs.

PHYSICAL TESTING (BLACK TEAM)
This test goes on site to explore the vulnerabilities of
your facilities and access to sensitive data.

IT EXCELLENCE FOR DEALERS™

FOR MORE INFORMATION,
VISIT US ONLINE:
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