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“Road Map” 
• Social Media — relevance to our practices 

• Electronically Stored Information (ESI) 

• Obtaining OP’s ESI & properly preserving our client’s ESI 

• Potential liability to ourselves & our clients if ESI is not 
properly preserved 

• Admissibility of ESI
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“Road Map” 
• Federal laws & other state laws you must be familiar 

with & use 

• Spoliation 

• Real life situations 

• Best Apps & 1 new software program 

• Q & A
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Courtesy of Statistic Brain: http://www.statisticbrain.com/facebook-statistics/

Total Number of Monthly Active Facebook 
Users (as of January 1, 2014): 

!

1.3 Billion
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Courtesy of Statistic Brain: http://www.statisticbrain.com/twitter-statistics/

Total Number of Active Registered Twitter 
Accounts (As of January 1, 2014): 

!

Over 645 Million
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Many other forms of social media than Facebook and 
Twitter, such as: 

• LinkedIn 

• You Tube 

• Snapchat 

• Instagram 

• Etc.
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What is ESI?
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ESI = Electronically Stored 
Information
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Information created, manipulated, 
stored and best utilized in digital 
form, requiring use of computer 

hardware and software.
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Where is it located?
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On any technology having electrical, digital, magnetic, 
wireless, optical or electromagnetic capabilities. 

!
PDAs  

Cell-phones 
Digital cameras 

GPS devices 
Portable hard drives 
External hard drives 
Internal hard drives 
Thumb/flash drives 

Servers 
Workstations 

Laptops 
Etc.
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Why is ESI relevant to  
Family Law?
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Zubulake v. UBS Warburg, LLC 
02 Civ. 1243, 2004 WL 1620866 (S.D.N.Y. July 20, 2004)  

!

Judge Shira Scheindlin
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Why do I need to  
understand ESI?
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Qualcomm v. Broadcomm 
2008 WL 66932 (S.D. Cal. Jan. 7, 2008)  

!

Magistrate Barbara Major
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Sekisui America Corp. v. Hart 
945 F.Supp.2d 494 (S.D.N.Y. Aug. 15, 2013)  

!

Judge Shira Scheindlin
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Green v. McClendon 
2009 U.S. Dist. LEXIS 71860 (S.D.N.Y. Aug. 13, 2009)
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When does the obligation to 
preserve ESI arise?
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There is a duty to preserve 
ESI if litigation is likely.
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In some states the duty does 
not start until the suit is filed.
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What is the safest advice to 
give potential client(s)?
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Duty to preserve is clear. 

Duty to marshal data to avoid sanctions. 

Take charge and see information is preserved. 

Mostly federal law applies at this point. 

Put the other side on notice early and often regarding 
preservation.
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Obtaining ESI From  
Opposing Party
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Preservation/Spoliation Letter 
!

Litigation Hold Letter 
!

Traditional Discovery 
!

Traditional Surveillance 
!

“Enhanced” Surveillance
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Preserving ESI
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Allied Concrete Co. v. Lester 
736 S.E.2d 699, 285 Va. 295 (2013)
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Facebook 
“Preservation”
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Gatto v. United Air Lines, Inc., et al. 
No.10-CV-1090, 2013 U.S. Dist. LEXIS 41909(D.N.J. March 25, 2013) 

  
Magistrate Steve C. Mannion
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Hawkins v. College of Charleston 
No. 2:12-cv-384-DCN (D.S.C. November 15, 2013) 

  
Judge David Norton
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Twitter 
“Preservation”
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Courtesy of DTI - Summary of ESI from DTI website 
(http://dtiglobal.com/services/discovery-review-services/welcome-fios-visitors

Key Concepts in E-Discovery
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Admissibility
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Relevant Federal & State Laws 
Affecting ESI

• Wiretap Act 
!

• Stored Communications Act 18 USC 2701 
!

• The Computer Fraud Act 18 USC 1030 
!

• Electronic Communications Privacy Act 
!

• State Acts
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Wiretap Act
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Federal Wiretap Act,18 USC 2510(12)(C) (emphasis added)

“‘[E]lectronic communication’ means any 
transfer of signs, signals, writing, images, 

sounds, data…transmitted in whole or in part by 
a wire, radio…system that affects interstate or 

foreign commerce, but does not include…any 
communication from a tracking device…” 

Melissa F. Brown, Esquire 
melissa-brown.com 

melissa@melissa-brown.com 
(843) 722-8900

Stored Communications Act
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(a) Offense.— Except as provided in subsection (c) of this section whoever— 
!

(1) intentionally accesses without authorization a facility through which an 
electronic communication service is provided; or 

!
(2) intentionally exceeds an authorization to access that facility; 

!
and thereby obtains, alters, or prevents authorized access to a wire or 

electronic communication while it is in electronic storage in such system 
shall be punished as provided in subsection (b) of this section.
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The Computer Fraud Act
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(2) intentionally accesses a computer without authorization or 
exceeds authorized access, and thereby obtains— 

!
(A) information contained in a financial record of a financial 

institution, or of a card issuer as defined in section 1602 (n)  [1] 
of title 15, or contained in a file of a consumer reporting agency 

on a consumer, as such terms are defined in the Fair Credit 
Reporting Act (15 U.S.C. 1681 et seq.); 

!
(B) information from any department or agency of the United 

States; or 
!

(C) information from any protected computer;
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Electronic Communications 
Privacy Act
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“wire communication” means any aural transfer made in 
whole or in part through the use of facilities for the 

transmission of communications by the aid of wire, cable, 
or other like connection between the point of origin and the 
point of reception (including the use of such connection in a 

switching station) furnished or operated by any person 
engaged in providing or operating such facilities for the 
transmission of interstate or foreign communications or 

communications affecting interstate or foreign commerce…
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“oral communication” means any oral 
communication uttered by a person exhibiting an 

expectation that such communication is not subject 
to interception under circumstances justifying such 

expectation, but such term does not include any 
electronic communication
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State Acts
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Evidentiary Issues in Court 

• Computer Hard drive - Must show good cause to 
obtain and clean Chain of Custody to present 

• “Hard” Evidence 
• Electronic Evidence 
• Websites/Facebook/Twitter 
• Individual Items on Websites, blogs, Facebook and 

Twitter such as posts, comments or photographs
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Prerequisites to Admissibility 
of Evidence

Lorraine v. Markel American Insurance Company, 241 
F.R.D. 534 (D.Md. May 4, 2007) (Judge Paul Grimm) 

!
• Relevant (Rule 401, FRE) 
• Authentic (Rules 901(a) - 902, FRE) 
• Not Hearsay (Rules 801 - 807, FRE) 
• Original or Duplicative (Rules 1001 - 1008, FRE) 
• Probative Value v. Unfair Prejudice (Rule 403, 

FRE)
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Use of Electronic Evidence
• Discovery Requests and Acquisition of Evidence 
• Evolving Trends 

• Emails 
• Reply Letter Document 
• Text Messages (Christou v. Beatport, US DC, CO 2013) 
• Internet Website Postings (Tienda v. State) 
• Chat-Room Content 
• Invasion of Privacy 

• Stored Data v. Processed Data (Garcia v. City of Laredo) 
• Hearsay or Not 
• Authentication
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Chain of Custody
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Good Faith
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Metadata
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Privilege
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Misuses of  
Technology and ESI
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Anecdotal Fact Situation #1
Wife discovers husband’s affair. Husband admits affair 

and that he communicated by email with paramour. 
Wife informs daughter-in-law, who knew husband’s 

Yahoo email account and correctly guesses husband’s 
password and security questions, to access the account. 

Daughter-in-law copies emails and gives to wife’s 
attorney. Husband sues wife, daughter-in-law and 

attorney alleging violations of the Stored 
Communications Act and violations of state law.
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Jennings v. Jennings, 401 S.C. 1, 736 S.E.2d 242 (2012) 
(Kaye G. Hearn, J.)

Not a violation of the Stored Communication Act to access 
another's email account through an account provider & print 

copies of emails previously read by the recipient.  
!

Emails not temporary & not in transmission--only copy of email 
and could not constitute a backup of such communication.   

!
Therefore, does not = definition of electronic storage.
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Anecdotal Fact Situation #2

Questions are asked that you and your 
client agree that there is no way the 

other side should know to inquire about 
unless they had access to confidential 

communications with the lawyer.
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• What is it? 
• Collects personal 

information, monitors 
browsing habits and takes 
snapshots of screens 

• Can be installed on 
computer without consent 
!

• How can you help your 
client protect himself or 
herself? 
• Install pop-up blockers 
• Do not install software 

from pages you do not 
trust
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Tips to Help Protect Your Client

• Install anti-spyware programs 
• Do not open emails or click on links from 

unknown sources 
• Activate privacy settings for phone and 

Bluetooth 
• Change computer passwords and PINs 

frequently
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Password Security for Everyone

• Do not leave password list lying around on Post-Its 
• Use different passwords everywhere to protect your 

vitals better 
• Have a PASSWORD PROTECTED list of passwords 

on your computer that NO ONE KNOWS the 
password for except you 

• Keep that “super-password” in your sole access 
safety-deposit box
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Anecdotal Fact Situation #3

Your client, the wife, suspects that her husband has an 
interesting personal and financial life with their small 
business outside of her knowledge as a stay-at-home 

mom. She sees the second page of a tax return — 
enough to see the place for her to sign — every year for 

12.5 seconds. She knows that her husband keeps his 
laptop computer with him everywhere, but she does not 

know whether he owns it personally or whether his 
employer owns it.
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Does it matter whether 
parties are living 

together or apart?
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Real dilemma comes up when the parties are 
living together. Can the wife take the computer 

in the middle of the night or sneak it out of 
husband’s car and take it to a computer 

forensic expert who can copy the hard drive?
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Who owns the computer? 
!

How does ownership affect wife making a copy 
of the hard drive? 

!
Do her actions violate any laws?
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What if the computer is owned by husband’s business? 
!

What if husband owns the business and it is a marital asset? 
!

What if husband is just an employee of the business? 
!

Where are the lines drawn?
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How does wife protect 
herself?
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Anecdotal Fact Situation #4

Wife is sure that her husband is not only 
smoking dope, cheating on her, etc. — and tells 

him she has proof of same — in writing. 
!

Husband accuses her of hacking his email, 
Facebook and other social media pages. 

!

How do you advise your client?
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1. Explain legal v. illegal means to obtain spouse’s information 
regarding emails, Facebook, etc. 

!
2. Determine if spouses are living together 
!
3. If spouses are living together, then: 

A. How did wife obtain husband’s passwords? 
B. If wife did not have password, but husband’s social media 

account was left open, is wife OK? 
!
4. If spouses are separated, how does this impact the situation? 

!
6. What if wife guessed husband’s passwords? OK? 
!
7. What if wife used spyware/keylogger software?
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Anecdotal Fact Situation #5

Husband suspects wife is having 
an affair. He decides to follow her. 

!

What are the legal ways husband 
can follow wife?
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Legitimate Uses of GPS Devices

Cellphones and other electronic devices can be 
used as GPS devices to keep track of children, 

employees and spouses. 
!

Devices can vary in size and can be either a real-
time tracker or a recorder.
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Private Investigators
• Generally in civil cases, PIs can install GPS devices 

onto ANY car as long as the PI does not: 
• trespass 
• use vehicle’s power, or 
• enter a closed compartment 
!

• Examples of GPS use in divorces and the different 
rules that apply: 
• Between spouses 
• For use on paramour’s vehicle
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“Nanny Cams”

Expectations of privacy 
!

Restrictions (e.g., areas and audio)
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Federal GPS Law

U.S. v. Garcia (7th Circuit, 2007) 
!

• Examined Fourth Amendment as it related to law 
enforcement use of GPS 

• No “search” if vehicle located on a public road 
• No “seizure” if GPS device did not use power from 

vehicle or otherwise alter its driving capabilities
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U.S. v. Knotts, 460 U.S. 276 (1983)

• Law enforcement’s surveillance using digital beeper 
basically the same as following an automobile on public 
streets 

!

• A person traveling in an automobile on public roads “has 
no reasonable expectation of privacy in his movements.”
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Federal Wiretap Act,18 USC 2510(12)(C) (emphasis added)

“‘[E]lectronic communication’ means any 
transfer of signs, signals, writing, images, 

sounds, data…transmitted in whole or in part by 
a wire, radio…system that affects interstate or 

foreign commerce, but does not include…any 
communication from a tracking device…” 
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Anecdotal Fact Situation #6
Post divorce child custody dispute.   

911 call that armed robbery in progress at M’s apartment where child lives.  
Swat team arrives, knocks, & busts down the door.   

Surprised M tells the cops nothing is happening & no one made the call.  
Police make sure M & child not in danger & search the place.  

Find graphic evidence of M’s new career as an oil wrestler.   
Evidence found that F spoofed the 911 call?  

THOUGHTS?
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Potential Fraudulent Uses

•Authenticating stolen credit cards 
•Spoofed emergency calls 
•Breaking into another’s voicemail 
•Harassment between divorce litigants 
•Falsifying text messages 
•Falsely calling in prescriptions
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Cellebrite
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