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1 About Access View

NewNet’s AccessView Cloud Edition (AV CE) captures accounting and usage statistics from NewNet’s
STC payment transaction routing and transport application for report generation, billing, and search
analytics. AV CE offers transaction reporting and provides aggregated data for billing, statistics and
analytics while providing users, service providers and operators with insight into customer usage
patterns and executive dashboards on the overall payment traffic and volume. Per transaction detail
delivers granularity to track performance statistics and support offline analysis for applications such
as fraud detection.

AccessView always works in conjunction with NewNet’s STC gateway.

NewNet Communications Proprietary and Confidential Information
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2 Document Structure

The Launch Guide document is structured in the following manner.

1. The Prerequisite section states the procedures required for successful access of the AV CE
instances. This section contains a Pre-Launch which is a requirement to launch the instances
and Post-Launch which is required after launching the instances for accessing and
configuration of the instances.

2. The Access View Cloud Edition Stack Creation section states the creation of the AV CE

Instance.

Launching AVCE Instance section briefs about how to launch the Instances.

Installation Section briefs the AV application installation in AWS Instances.

Configuration Section briefs the configurations required for the AWS Instances.

Software Update section mentions if there are newer versions of the software if available.

oueWw

The document contains screen shots from AWS Management Console (AWSMC) at various stages
of launch. Due to size constraints the images details may not be clear. The reader is requested to
expand the images to get better impression on the image contents.

NewNet Communications Proprietary and Confidential Information
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3 Prerequisites
3.1 Skills Required

The user should possess a prior basic knowledge of AWS, Windows, Oracle DB basics to proceed.

3.2 Accessing STC
Refer to the STC Launch guide for details.

3.3 Accessing AV Instance

Refer the links below for accessing the AV Instances and usage/conversion of the keys required for
using RDS.

https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting to windows instance.html

3.4 Other requirements

The AWS Default service limits is good for STC-AV deployment.
The cloud formation template during the AWS stack creation takes care of all the required elements
for deployment. For instance, the instance size, the instance type, the s3 bucket, the RDS database.

3.5 Pre-Launch

User should have an AWS account prior to continuing with the deployment. AV provides
Administrator as user which will be used for the required operations.

3.5.1 Admin user key-pair generation

AV instance is preconfigured with Administrator user. AWS does not allow password
authentication, so we use RSA public/RSA private key pair instead of password. Key pair for
Administrator must be generated.

e Signin to the EC2 Management Console, via https://aws.amazon.com/console/ using your

credentials.
e After logging into the AWS account, in the left navigation pane, Under Network and
Security, choose Key Pair.
Click Services=»EC2=»Key Pairs (Under Network & Security)
1. Click “Create Key Pair”. In the Create Key Pair dialog box, provide a key pair name and Click
“create”.

NewNet Communications Proprietary and Confidential Information
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Services v Resource Groups ~ *

EC2 Key pairs Create key pair

Create key pair

Key pair
A key pair, consisting of a private key and a public key, is a set of security credentials that you use to prove your identity when connecting to
an instance.
Mame
The name can include up to 255 ASCI characters. It can't include leading or trailing spaces.
File format
0 pem
For use with OpenS5H
ppk
For use with PuTTY

Cancel Create key pair

Figure 1 : Key Pair Creation

2. The key pair file, for example “keypairl.pem”, is auto downloaded by the browser to local
machine.

3.5.2 Creation of VPC and Subnets

User can use the VPC and the subnet that was used for STC launches or create a new VPC and
subnet as well. VPC Peering is required if new VPC are created.

Ensure to create only one Subnet per Availability Zone.

On AWS Management Console (AWSMC), choose the VPC from the available services

3.5.2.1 Creating VPC and Primary Subnet

Click “Launch VPC Wizard”. The section as in Fig.2 will be seen.

NewNet Communications Proprietary and Confidential Information
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Step 1: Select a VPC Configuration

VPC with a Single Public

Your instances run in a private, isolated section of the AWS cloud with

Subnet ) . )
direct access to the Internet. Network access control lists and security
) ) groups can be used to provide strict control over inbound and outbound
VPC with Public and network traffic to your instances
Private Subnets
Creates:
VPC with Public and A /16 network with a /24 subnet. Public subnet instances use Elastic IPs or
Private Subnets and Public IPs to access the Internet.

Hardware VPN Access

VPC with a Private Subnet
Only and Hardware VPN
Access

Choose VPC with a Single Public Subnet option.

Figure 2: VPC Service Page

Intemnet, S3,
DynamoDB, SNS,
SQS, etc

Public Subnet

Amazon Virtual Private Cloud

The data to input is shown below for reference. CIDR block for the VPC and Subnet needs to be

input. Choose the availability zone.

Step 2: VPC with a Single Public Subnet

ocki* (202000116 (65531 IP addr

1PV CIDR block:

IPY8 CIDR Block
on provided IPv6 CIDR block

VPC name: [MYVPC

(251 P addresses available)

 subnets afler AWS creates the VPC

Once the VPC is created along with the Subnet, click on Subnet.

Figure 3 : VPC Creation

Canceland Exit | Back | (e

Click on the Route Table and note the IGW associated with the subnet. This is required if more

subnets are created.

3.5.2.2 Other Subnet Creation

Create a new subnet for RDS.

Choose “Subnet” option from the VPC menu. Then click “Create subnet” option. The following

screen will be seen. Choose the VPC that was created earlier. The Availability Zone should be a

different one from the one that was used in creating subnet with VPC Wizard.

NewNet Communications Proprietary and Confidential Information
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1Py lock szes mustbe bet etmask . P X must b2 2 /64 CIDR bieek
i}
ML
VPCCIDRS  cipg stans Status Reasen
s
Aovilability Zoas | 3p-south-1b L]
IPvaCIDRBiock® | 20202024 Li]
- o

Figure 4 : Subnet Creation in a VPC

The VPC ID and Subnet IDs created should be noted. These shall be input later while launching the

AV instances.

The created secondary subnet will be private and not associated with an Internet Gateway.

Following is the procedure to associate the IGW.

Once the secondary Subnet/s are created, click on the created subnet, it lists the associated

subnet properties.

VPG Dashboard [ Create subnet |

o & 0
Filer by VT
8 ), Subnet 10 : subnet 0042k 19515613306 110101
Qsescta
& name Supnet o state vee IPVACIOR = AvaSanie [Pve - IPY6 CIDR  AvaWADINty Zone - AVAIADINY Zone ID - ROUtS tabie Natwork ACL
@ MYVPCSecondanys..  SUDOSLOBMIIDISDISDISISG  availsbie  vRC-O4I7GMIEDOSTEHD | MY 1waz0m 21 cacenrak 1o cact-azz D-036I1E1LCS0C00008  BCHOBENT3DEES 163005

S
P CIDR 1012024
1P CIDR

Figure 5 : Secondary Subnet

Click on “Route Table” tab. It navigates to the page below.

NewNet Communications Proprietary and Confidential Information
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| SUBneNID  subnst 920 19015013356 s 101001
Q v
. tame Subnet 1D sute - WG IPVACIDR +  Available IPvd - IFv6 CIDR | Availability Zone - Avaiability Zone 10 - Route table. Network ACL
@ MYVPCSecondarys . SUbnELDSTZDIOISHISNES  avalcbie  vpcO4ITEMOGODSISST |MYVPC 1012024 251 cacential- 1 cact.az2
1]
Route Table  Nemork ACL ™
Routs Table:
Ttatolt

Destination Target

101,006 lecal

® Feedback @ English (US)

Figure 6 : Secondary Subnet’s Route Table

The Route table displays the associated route table and the route entries. Click on the entry next

to Route table which usually is prefixed “rtb-“ . This navigates to the Route table.

VPC Dashboard Create route table  [FTELORY

L ]
- Q| seaich  m-03631e1bcs0cadne 1101061
Q
. Name Route Table 1D + Explicitly Associated with  Main veCID owner
L] 10363 e 1bc50cdd00e - Yes VpE-043761Tbbb05 1850 03637766600

® Foecback @ Engish (US)

Figure 7: Associated Route Table
This page highlights the Routes. Click on the tab “Routes” and “Edit Routes”

NewNet Communications Proprietary and Confidential Information

This document contains confidential information, which is proprietary to NewNet. No part of its contents may be used, copied, disclosed or
conveyed to any party in any manner whatsoever without prior written permission from NewNet.



Page | 11 Q\l\l N
ewi\et %ir;:::;f::“

FOUNDATIONS FOR N

Destination Target Status Propagated

Add route

e - ==

® Feeaback @ English (US)

Figure 8 : Edit Routes
Now, click on the “Add Route” radio button
Add an entry with the inputs, 0.0.0.0/0 as Destination and <choose Internet Gateway from drop down
menu>(This IGW is the one which gets associated to the VPC as noted in Step 3.3.3.1) as Target.

Click “save routes”.

This saves the route updates and all the subnets are associated with IGW.

~  Resource Groups ~ %

Destination Target suws Propagated
10.1.0016 ocal sciive No
v | igw-09220a325C 1450 - Mo o

Add route

® Feedtiack @ English (US)

Figure 9 : Add Route

3.6 Post-Launch

This section of the document is required post the launch of the AV Instance. On successful completion of
the AV Stack Creation,

NewNet Communications Proprietary and Confidential Information
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3.6.1 Assigning IAM Role to DB

The Database must be associated with specific IAM role for transferring files between RDS and S3
bucket. Hence an S3_INTEGRATION IAM Policy is created. The IAM role assigned will only allow
the transferring of files, Read and write to the files created in the S3 bucket which is created
during the launch.

Assign iam-role created by AV launch template to database. Navigate to the RDS Console. (Services=>RDS)

- ulo ~

History | Growp | AZ
RDS H Instance ac
CloudFormation @ compute me Blockchain Analytics [ End user Computing
Ec2 == Amazon Managed Biockchain Athena ViarkSpaces
Console Home Lightsail ¢ EMR AppSiream 2.0
ot Lambda R CloudSearch WorkDocs lg maintenance
Balch o satellite Elasticsearch Senvice WorkLink
VR Elastic Beanstalk Ground Stafion Kinesis
Serverless Application Repository QuickSight 2
AWS Oulposts I Data Pipeline p internet Of Things
EC? Image Builder €} Guantum Tech N AWS Data Exchange loT Core j Lasth
Amazon Brakel 7 e Ge FreeRTOS
AWS Lake Formation loT 1-Click
2y storage ] man 8 Covermance Sk 10T Analytics 12 3
s3 0% Organiesions IoT Device Defender
£Fs 10T Device Management
Fx Cloudaten @ Ssecurity, Id 10T Events
3 Glacier AWS Auto Scaling 1AM 10T Greengrass e (MB
Storage Gateway CovdFermation Resource Access Manager 1oT Stewise
AWS Backup ClovdTrai Cognito 16T Things Graph
Genfo Secrets Manager
OpsWiorks GuardDuty
Service Catalog Inspector ghg Game Development
Systerns Manager Amazon Macic & Amazon GameLift P
DynamoDB. AN AppCaniy AWS Single Sign-On e
ElastiCache Trusled Advisor Cerificate Manager L
Neplune Gontel Towser Key Management Senvice Lo Contamers
Amazon Redshif AWS License Manager oot Elastic Gontainer Regisiry
Amazon QLOB —— Drestory Servce et Confane:Servce

A close

Figure 10 : RDS
Click on RDS. This navigates to the RDS dashboard where all the details are present. Click on DB
Instances(highlighted)

Services v Resource Groups v 4 3036.. Support v
Amazon RDS X
Amazon Aurora X
Amazon Aurora is a MySQL- and PostgreSQL-compatible enterprise-class database, starting at <31/day. Aurora supports up to 64TB of i apacity, G-way replication across three availability
Dashboard 2ones, and 15 low-latengy replicas. Learn more

- (M=

Parformance Insights
erformance losighis Or, Restore Aurora DB cluster from S3
Snapshots

Aurora MySQL 5.7 and Aurora PostgreSQL 10.7 do not have timezone data that reflects recent changes to Daylight Saving Time (DST) in BraziL Until updated versions are available, as a workaround please use

Automated backups the "America/Fortaleza” or "America/Manaus” time 2ones for the instance(s) where the Brazil recently changed timezone doesn't show the expected time

Reserved instances

Subnet groups
ubnet group: Resources Recommended for you

Parameter groups

Option groups RDS Read Replicas
You are using the following Amazon RDS resources in the South America (530 Paulo) region (used quota) °

Elastically scale out beyond the capacity constraints of a single DB

Events DE Instances (1/40) parameter groups (1) instance for read-heavy database workloads. Learn more
R Allocated storage (0.1 TB/100 TB) Default (1)
Event subscriptions
Click here to increase DB instances limit Custom (0/100} RDS for Oracle Read Replicas
Recommendations @) Option groups (2) Increase performance and scale beyond capacity for read-heavy
Default (1) database workloads. Learm more
Certificate update
Custom (1/20)
Subnet groups (1/50) RDS Multi-AZ Deployments

rms WRC Enable Multi-AZ configurations to build a more resilient DR
strategy. Learn more

Supported pla
Default network vpc-0999916d

Event subscriptions (0/20)
Aurora Global Database

Create an Aurcra database that spans multiple AWS regions for
low-latency reads and global DR. Learn more

Create database

nal Database Service (RDS) makes it easy to set up, operate, and scale a relational database in the cloud Additional information

Amazon

@ Feedback ( English (US)

ngure 11: Database
This navigates to the created database page. Now click on the created database(highlighted)
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Amazon RDS X RODS » Databases

Databases @ Group resources
Performance Insights Q 1 ]
Snapshots
Automated backups DB identifier a4 Engine v  Region&AZv  Clhass v Swaws v Createdtime
Reserved instances ramya-av-db Oracle Enterprise Edition sa-gast-1b db.mb.large @ Available Tue May 05 2020 23:01:36 GMT-0400 (Eastern Daylight Time]
Subnet groups '

Paramater groups

Option groups

Events

Event subseriptions

Recommendations ()

Certificate update

This leads to the database created with all the relevant database properties. Scroll down in the sheet to the
“Manage |IAM roles”.

Click on the dropdown in the “Add IAM role to this instance”. Select role created by launch. (which is the
one with stack-name prefix) and for the feature: Select S3_INTEGRATION.

Click on “Add rule”. This takes about a minute or 2 to change itself to Active.

Figure 12: Add IAM Role
IAM role once it changes to active.

Manage IAM roles

hdd 1AM roles ta this instance Feature

Current IAM roles for this instance (1

Role Feature Status

ole-TMETXCIIOWHLO

© hctive
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4 Access View Cloud Edition Stack Creation

AV CE is deployed with AWS RDS. The resources created post the launch is Windows instance on
which the Access View software is deployed, Oracle RDS and a S3 bucket.

User shall be required to input the VPC ID, and Subnet IDs during the stack creation. The input for
database subnets requires user to input subnet ids from 2 different AZ’s for database subnet id.
However, by default, the Multi-AZ feature is not enabled for the RDS instance.

The AV CE application is used in conjunction with the STC. The AV CE receives the CDR data from
the STC. The EC2 instance and the RDS database will be of type m5.large. M5 instances are the latest
generation of General-Purpose Instances powered by Intel Xeon® Platinum 8175M processors. The
instance type of m5.large is validated to suffice the application performance requirement for AV CE
to handle the STC instance’s CDR transmission rate based on the transaction concurrent session
capacity. The instance storage is EBS-Only. These are preconfigured for the AV CE Stack.

The user with the AWS account shall find the AV CE (Standard) from the marketplace. The
Marketplace page for the AV CE Standard is shown below.

E— —

About ¥ Categories v Delivery Methods Solutions v AWSIQ ¥ Resources v Your Saved List Partners  Sell in AWS Marketplace = Amd
AccessView Cloud Edition (Standard) Continue to Subscribe
I}leVYh By: NewNet(@ Latest Version: AV CE 1.2.0 ‘ Save to List
AccessView Cloud Edition (AV CE) captures accounting and usage statistics from NewNet's STC
payment transaction routing and transport application for report generation, billing, and search Typical Total Price
« Show more $2.678/hr
Windows sted on ms.large in US Eas
a). View Details
Overview Pricing Usage Support Reviews
Product Overview
What's Included o
Note: Always ensure your operating system is current for your needs. H‘g h llg hts
This product includes both of the software packages described below: + Reliable and scalable data aggregator for billing and
New AccessView Cloud Edition (Standard) providing operators with insight into customer usage
patterns

* By: NewNet(&
« Per transaction detail delivers granularity to track
performance statistics and support offline analysis for
applications such as fraud detection.

AccessView Cloud Edition (AV CE) captures accounting and usage statistics from

NewNet's STC payment transaction routing and transport application for report

generation, billing, and search analytics. AV CE offers transaction reporting and

provides aggregated data for billing, statistics and analytics while providing « Easy web access of statistics through web access of
users, service providers and operators with insight into customer usage patterns transaction detail records.

and executive dashboards on the overall payment traffic and volume. Per

Figure 13: AV CE Market Place page

e Choose the “Continue to Subscribe” Option.
e This navigates to the “Subscribe to this software” page

NewNet Communications Proprietary and Confidential Information
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o aws marketplace

About v Categories v~ Delivery Methods v Solutions + AWSIQ ¥ Resources v Sell in AWS Marketplace

Neiw\Je =" AccessView Cloud Edition (Standard) (it o (o (i B et

< Product Detail Subscribe

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
configure your software.

Terms and Conditions
NewNet Offer

You have subscribed to this software and agreed that your use of this software is subject to the pricing terms
and the seller's End User License Agreement (EULA) (. You agreed that AWS may share information about this
transaction (including your payment terms) with the respective seller, reseller or underlying provider, as
applicable, in accordance with the AWS Privacy Notice (£, Your use of AWS services remains subject to the AWS
Customer Agreement(Z' or other agreement with AWS governing your use of such services.

Product Effective date Expiration date Action

AccessView Cloud Edition (Standard) 7/25/2019 N/A w Show Details

Figure 14: Subscribing to AV

e Choose on “Continue to Configuration” option. This navigates to “Configure this software”
tab.

e Choose the “Region” from the dropdown menu and proceed to the launch. Click on the
“Continue to Launch” button.

o aws marketplace

About v Categories v Delivery Methods ~ Solutions ~ AWSIQ v Resources v

N%W\Je =5 AccessView Cloud Edition (Standard) Continue to Launch

< Product Detail Subscribe  Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information This is an estimate of typical software

required to cnnﬁgure the deployment. and infrastructure costs based on your
configuration. Your actual charges for
each statement period may differ from
this estimate.
Delivery Method .
Y Software Pricing

AV CE Topology v AccessView $2.49/hr

Cloud Edition

(Standard
Software Version ( an(ar.v‘)

AV CE 1.2.0 (May 19, 2021) v
Whats in This Version

AccessView Cloud Edition (Standard)
Learn more

Region

US East (N. Virginia) v

Figure 15: Configure AV
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This navigates to the Launch page, choose the “Launch CloudFormation” from the drop down and click on
“Launch”

Page | 16

&7 aws marketplace Q
About ¥ Categories v Delivery Methods v Solutions v AWSIQ v Resources v Your Saved List Partners  Sell in AWS Marketplace

New == AccessView Cloud Edition (Standard)

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option AV CE Topology

AccessView Cloud Edition (Standard)
Software Version AV CE 1.2.0
Region US East (N. Virginia)

Usage Instructions

Choose Action

Choose this action to launch your configuration through the AWS

Launch CloudFarmation v CloudFormation console.

Launch

Figure 16 : Launch AV CE

This navigates to the “Create Stack” page. Click on “Next”

4.1 AV CE Cloud Launch

The cloud formation template takes care of deploying the required resources needed and these
steps mentioned below guides through creation of the AV CE Stack.

e The “Create Stack” wizard guides through four step processes which are required to be
completed to create the Primary Instance.

a. Choosing Template
b. Specify Details

¢. Options

d. Review

Choosing Template

e On selecting the “Launch with CloudFormation Console” option it navigates to the “Choose a
Template” page on the “Create Stack” section.

e Choose the “Specify an Amazon S3 template URL”. The URL comes preloaded.
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aﬂs Services ~  Resource Groups *

Create stack

Specify template
Prerequisite - Prepare template

Prep

0 Template is ready Use a sample template

Specify template
templat a JSOM or YAML file that d

Template source

O Amazon 53 URL Upload a template file

Amazon 53 URL

https:/fs3 amazonaws com fawsmp-fulfillment-cf-tem plates-prod/9fefd2 1f-Bebe-4dF1-94d3-fhe 101332083 250447 2-B369-4005-83 f-cha 1773 dcd

h mazonaws.com/awsmp-fulfillment-cf-templates-prod/9fefd21 f-6cbe-2df1-94d3-foc 101 33ac83.af5c4472-836 | View in
-cbalf73dedss.template Designer

Figure 17 : Choosing Template

Choose NEXT which navigates to the “Specify Details” page.

Specify Details

1. This navigates to the “Specify stack details” page. Enter the relevant values below.

¢ Stack name: Specify a Stack name which identifies your stack in AWS. The name must start
with an alphabetical character and can contain alphanumeric characters and dashes. Stack
name can contain a maximum of 128 characters.

* VPC: From the drop down choose the VPC created. (Choose the VPC created for STC)

e Database subnet-a: From the drop down choose subnet created

e Database subnet-b: From the drop down choose secondary subnet created.

e STCSecurityGroup: Select the security group created by STC launch or select the security
group created for AV CE launch

* Allowed Remote Access CIDR: Allowed CIDR block for external access.

e Administrator login public key: <choose the previously created key pair>

e Remote desktop access CIDR: Allowed CIDR block for accessing web server using RDP

client.

e WebAccessCIDR: Allowed CIDR block for web URL access

¢ S3 Bucket for webserver to uploads data files from database: AV CE launch will create the

S3 bucket for uploading the data files from the database for user to access. Bucket name
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should not contain uppercase characters.

e DBUser : The DBA account username. This refers to the Database user’s account name.
This is required during the AV Install and is case sensitive.

e Database administrator password: The password for the DBUSer. The database
administrator account password. Password must be at least 8 characters in length. Should
contain at least one lowercase, at least one upper case, at least one numeric and do not
contain special characters. This is required during the AV Install and is case sensitive.

e ConfirmDBPassword: Re-confirm the password.

Databiae canfiguration

Figure 18: Specify Details Page in Stack Creation

2. Once the entries are filled, click on Next.

Options

The settings in this page are optional.
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® CloudFormation v  Stacks > Create Stack

Options

1AM Role

» Advanced

Figure 19: Options Page in Stack Creation

Click NEXT, which navigates to the REVIEW page.

Review
This navigates to the “Review” page. Please review the entries and click on the checkbox at the end
of the sheet(highlighted) and click on “Create Stack”(highlighted).
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Review Ramya-AV

¢y tempiata

Stack policy

Rollback configuration

Figure 20: Review Page in Stack Creation

e On clicking on the CREATE tab, the CloudFormation Management Console screen appears.
o Click refresh button on top right corner to view the stack.

e The stack status will be “CREATE IN_PROGRESS”. This process of the stack creation takes
several minutes (estimated time 20 mins). On a successful create; the stack status will change
to “CREATE_COMPLETE” and this entry will be visible in the first row.
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Ramya-AV vetete | [ updare | [ stack actions v | [ createstack ¥
sackinfo | events | mesouces | Ouputs | parameters | Templote | Change sets
View nested e —
'
Events (35)
o Y ®

Timestamp Logical ID Status Status reason

CREATE_COMPLETE

CREATE_COMPLETE

EATE_IN_PROGRES Resource creation Initiated

WebServerinstance CREATE_IN_PROGRES

EATE_COMPLETE

AVPublicDNSE IPAssoc
EATE_COMPLETE

AVPUBlcDnSEIPASsE CREATE_IN_PROGRES Resource creation Initiated

AVPUBIICDRSEIPASSOC EATE_IN_PROCRES

@ Feedback @ English (US)

) Toomn barn 40 cnnech

Figure 21 : Stack Creation
Note:

o If the stack detects an internal failure during creation, the cloud formation template
terminates the stack.

o If the stack creation is successful, the console displays a success message.

o |If stack fails to create in 30 mins, it will be rolled back.

The Output tab displays the information of AV Stack that was launched with Cloud Formation

4.2 AV CE Stack Properties

e Once the stack is created (“ CREATE-COMPLETE” is observed), Please select the “Outputs”
tab(highlighted) and the Database URL value is required during AV Installation.

- Ramya-AV
Q Stsckinfo | ven = . — "
o | &=
@

Figure 22 : Outputs tab for the Stack Created
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e This completes the AccessView cloud formation and database creation.
e The details of the database created can be fetched by navigating as below(highlighted)

Sarvices v  Resource Groups ~ % [\  prbhus@newnet.com @ 3036.. ~ SdoPaul ~  Support

CloudFormation > Stacks » Ramya-AV
Ramya—AV Delete H Update H Stack actions w H Create stack w
& Stacks (3)
a Stack info Events Resources | Outputs | Parameters | Template Change sets

View nested
e v | O Viewr

Resources (11)

Ranya-AV

o Q @
Logical ID & PhysicallD v Type v Status v Stausreason v
AVPublicDnsEIPAssoc cipassoc-0eBab21 76ced 75900 AWSHEC2:EIPAssociation @ CREATE_COMPLETE
DEOptionGroup Ranya-AV-DBOptionGroup-18Z14KES3YOTR AWS:RDS:OptionGroup @ CREATE_COMPLETE
DESubnetGroup ramya-av-dbsubnetgroup-1nbca7edpkB2: [ AWS:RDS:DBSUbNetGroUp © CREATE_COMPLETE
Database ramya-av-db [4 AWS:RDS:DBInstance © CREATE_COMPLETE

DatabaseS31AMRole AMRole-TMETXC3JOWHLO [ AWS:IAM:Role @ CREATE_COMPLETE

DatabaseSecurityGroup AWSECZ:SeaurityGroup © CREATE_COMPLETE
ElasticelP 18.229.17.149 (2 AWSZEC2Z:EIP © CREATE_COMPLETE
S3Bucket s3bucketname [4 AWS:S3::Bucket @ CREATE_COMPLETE
WebServerinstance AWS:EC2:Instance @ CREATE_COMPLETE
WebServerSG AWSEC2:SequrityGroup © CREATE_COMPLETE
WebServerXface eni-019d22be22cd87d87 [ AWS:-EC2:Networkinterface @ CREATE_COMPLETE

Figure 23: Resources Details for the stack created
e C(Click on the Resources tab in the cloudFormation sheet. Now click on the PhysicallD (highlighted, in
the screenshot above) against the entry Database(highlighted).
e This navigates to the RDS database page where the created database can be found.

| Sttt

nmm
I : H e =

Figure 24 : Database Details

Follow the post install procedure as mentioned in Section 3.6.1. and assign the IAM Role.
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5 Launching the AV CE Instance

Follow the procedure as mentioned in Section 3.3 for logging into the instance as Administrator
user.
Ensure to have the details before proceeding.

e RemoteDesktop Details; the RDP client, the username and decrypted password

e Database URL

e Database admin username

e Database password.

e Obtain the AV License key from Newnet Services team.

5.1 AccessView Application installation

1. AVinstaller is available at C:\AccessViewSoftware\AV_2.3.2\AV_2.3.2.01_Installer.jar Double click
on the installer or alternatively user can run from command prompt. java -jar
AV_2.3.2.01_Installer.jar

[~ sl Aav2320 - )
« v N » ThisPC » Local Disk (C:) » AccessViewSoftware » AV 23201 v &

A Name
s Quick access

[ Deskiop
& Downloads.

[ Documents

[£) AV_2.3.201_Installer
(3 tomeat_server

& Pictures

I This PC

[ Deskiop

[E Documents
& Downloads.
D Music

&= Pictures

B videos

‘i Local Disk (€)

AccessViewSof

2. Click on “Next”

F13 1zPack - Installation of AccessView - m] x

T Welcome to the installation of AccessView 2.3.2.01!
() This software is developed by:

- Newnet Communication Technologies <www.newnet.com>
(M) The homepage is at: http:/fuww.newnet.com/

Aceess View

(Made with [zFack - hitp://izpack.org)

3. After reading the license choose the “l accept the terms of this license” and click on “Next”
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T 1zPack - Installation of AccessView - m] b

L} Please read the following license agreement carefully:

HewNet Access View ~
(C) NewNet Communication Technologies LLC.

TC OBTAIN A LICENSE KEY:

Please complete the information that is requested in the
Access View License Information Request Form which was provided
with your order, and email it to FeatureKeys@newnet.com with a
subject of "Access View". If you did not receive this form, please
request a copy from FeatureKeys@newnet.com.

Software End- User License Agreement and Warranty

LICENSE
NewNet Access View (TM)

IMPORTANT: ¥OU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND
CONDITIONS BEFCRE USING THE NEWNET ACCESS VIEW SOFTHARE PROVIDED
BY NEWNET FOR USE UNDER THIS LICENSE. THE SOFTWARE IS LICENSED BY
NEWNET COMMUNICATION TECHNOLOGIES LLC TG ITS CUSTOMERS FOR THEIR v
(@) I accept the terms of this license agreement.

AceessView

() I do not accept the terms of this license agreement.

(Made with 1zPack - hitp:/izpack.org/)

& Previous @ quit

4. Select the Installation path or retain the prompted path and click on “Next”. This prompts for the

directory to be created for AV install if not present. Click on “OK”

3¢ of e - O X
o

> Message X
@ [E select the instalation path| The target directory will be created:
@ C:\Accessview ClAccessView B Browse...
@ Cancel

(Made with IzPack - htp://izpack ora/}

@ Previous it

5. Click on “Next”. Wait for a few minutes for all the modules to be installed.

F 1zPack - Installation of AccessView — O *
Select the packs you want to install:
Q Mote: Grayed packs are required.
B Accountin 19.13 MB
OradeClient 99.66 MB
@ Database Configuration 26.34 MB|
Tomcat 6.96 MB
o
OpenD] 37.53MB
Provisioning Server 25.05MB
Uninstaller 15,11 KB
@ Description
@ Accounting Server Installation
ﬂ Total space required: 215,18 MB
Available space: 12.12GB

{Made with IzPack - http://izpack.org/)

-@ Previous @ Quit
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Once this is complete, u see the below screen, click on “Next”
7] 1zPack - Installation of AccessView - [m] X
[ | —
@ % Pack installation progress:
@ @ overall installation progress:
@D =
(Made with |zPack - hitp://izpack.org/)
o Previous @ quit
6. Enter the below values and click on “Next”
!:] IzPack - Installation of AccessView = O x
Database configuration.
[N = =t sl ) )) (CONNECT _DATA =(SERVICE_NAME =cwbes)))

Installer Admin credentials

Admin Username:

Admin Password:

Application DE user credentials

Utsacct Password:

Cwecom Password:

Database Action
(@) Initial
(") Upgrade

Access\iew

{Made with |zP.ack - http://izpack.ong’)

@ Previous @ Quit

DB Connect String: Edit the connect string replacing the Host value with “DatabaseURL". (Provided
from CloudFormation).

(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOST="Database URL”)(PORT=1521))
)(CONNECT_DATA=(SERVICE_NAME=cwbes)))

Admin Username: The Database user that was created while launching the AV CE Instance launch
(Provided from CloudFormation)

Admin Password: The Database password that is given during the AV CE Instance launch (Provided
from CloudFormation)
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Utsacct password: Key in the desired password for DB user “utsacct” that will created for
AccessView application.
Cmcom password: Key in the desired password for DB user “cwcom” that will created for
AccessView application.

Database Action: Select “Initial” as this is a fresh installation. Click on “Next”

encrypted by the application.

7.

Key in the values as mentioned and click on “Next”

3 1zPack - Installation of AccessView — ] by

Provisioning Server Configuration (1/2)

Tomeat Keystore Password: ||
Source keystore Password:

Source Keystore Fie: Browse...

PGUI license :

Aceess View

{Made with IzPack - hitp://izpack orgl)

< Previous © quit

The tomcat Keystore is already generated and placed in the instance and the password for the same is
newnet.

e Tomcat Keystore Password: Key in “newnet”; the password for the keystore file for the

tomcat web server.

e Source keystore Password: Key in “newnet”; the password for the source keystore for the

Tomcat Server.
e Source Keystore File: The self-signed keystore file is present at
“C:\AccessViewSoftware\AV_2.3.2.01\tomcat_server.p12”

PGUI License: AVCE.

Click on “Next” This will take few minutes as it will create the DB users and the Tables spaces in DB

This is the AV Application Installation progress window. Once complete, You will notice
“AccessView product Registered” at the end of the screen. Click Next.
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5 lzPack - Installation of AccessView

AccessView

Processing

5/5

Initializing default login credentials
Starting LDAF...

Installing OpenDJ as service
Successfully installed CpenDJ service
Installing tomecat...

Copying tomcat package...

Updating tomcat configuration files
Installing Tomcat Service...
Configuring Tomcat Serwvice...

Updating keystore files

Updating license

Configuring webserver to auto Start
web server installation Done...
Staring AV windows services
Provisioning server installation successful
Registering AccessView Product..
AccessView Product Registered

<

{Made with |1zPack - hitp://izpack.org/)

ﬁ Previous

9. Click “Done”

K1 IzPack - Installation of AccessView -

Acsess View \

Installation has completed successfully,

[ [ Generate an automatic installation script |

(Made with [zPack - hitp://izpack.org/)

€ quit

4 Done

This completes the AccessView application installation.
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10. Login to the pGUI of the AccessView application to configure and view the radius packets.
URL: https://<IP>:8443/pqui

Username: admin

Password: besgroup (user can change the password after logging in)
Click on submit.
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Access View

5.2 AccessView configuration from pGUI
1. Login to the pGUI of the AccessView application to configure and view the radius packets.
URL: https://<IP>:8443/pqui
Username: admin
Password: <password>
Click on submit.

2. Navigate to AG/STGi tab on the top of the page.

p=//20.10331:8443 pou ~ @ Cenficate error & | Search...

rovisioning .

Access View

Home | AG/STGiIP | STGA / STGi-Dial | Download CDRs Change Password | Log out

Access View Provisioning Server 2.3.2.01
Accounting AND
[Network Statistic: a -
View All he ork Statistic
[Run Time Table
Structure
[Configuration

Customer
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3. Click on AccessGuard in the left navigation pane. Click on “Add AccessGuard.”
Add AG (STC IP) and secret (same as configured in the STC)

4. Reboot the AV Instance.
5.3 Verifying the AccessView functionality

The Access View server installs the following services during installation and enables them for the

functioning.
1. AcctServer
2. AVTomcat
3. OpenDJ

On ensuring the above services are in enabled state and the configurations are present as mentioned in
section 5.2, the user can test by receiving a few CDRs from the STC application.

The AccessView pGUI will display these CDRs. These CDRs received from the STC application are stored in
the database created.

Logs for the application are available in the following path
1. Accounting server logs are at <AccessView Install path\AS\logs>

2. Tomcat logs are available at < AccessView Install path\tomcat\logs>
3. OpenDlJ logs are available at AccessView Install path\opendj\logs>
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6 Application Overview

6.1 Application

The following resources are created as a part of Accessview Deployment.

e Windows Instance on which the AccessView software will be installed.
o The AccessView Application installation takes about approximately 10 mins for the
complete installation.
e Oracle RDS database
e S3 bucket
o The Access View application writes the CDRs to the S3 bucket, and this can be viewed only
by the account owner and is not public.
o The S3 bucket created is with permission “Block public and cross-account access to buckets
and objects through any public bucket or access point policies.”

6.2 Application Redundancy

AccessView application is always installed in conjunction with the Secure Transaction Cloud(STC)
instance. It is recommended that AV CE be operated in redundancy mode where two instances of the
Access View are launched. STC handles the CDR distribution to the 2 x AccessView instances in a
manner to ensure there is suitable redundancy to avoid loss of transmitted CDR data.

Based on the configuration in STC, the CDRs can be mirrored to the second AV CE, or can be configured
to accept CDRs in case the first AV CE instance fails.

In active-backup scenario where the primary AV CE goes down, STC can be configured to route the
transactions to the secondary AV CE that is setup. Once the primary AV CE is up again, the instance can
resume operations for normal functions, and the database will be replicated for synchronization of data.

6.3 Data Backup and Recovery

Data backup can be achieved via means where there are 2 instances of the AccessView operational, and
they are both configured to receive the data. This ensures both the databases will have all the data
received. In the case of active-backup mode, when the failed instance returns to service after downtime,
database will be replicated for synchronization of data.

The database snapshot can be generated and later used to retrieve the data as per the documentation
of AWS

Create Snapshot :
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER CreateSnapshot.html

Restore from Snapshot :
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER RestoreFromSnapshot.html
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7 Troubleshooting

1. During the Stack Creation process, the process can fail for certain reasons. In such
conditions, the stack creation process will roll back and all resources of AWS that was
created as part of the process shall be deleted. Some of the reasons for rollback can be.

Non-Availability of EIPs to allocate in a region
Not having satisfied the pre-requisite conditions of VPC and subnet creations

2. Incase of an application failure, once the instance is up login to the instance and verify if the
AcctServer, AVTomcat, OpenD)J services are enabled. If they are not enabled, try enabling
them by a rightclick on the service and setting it to “start” and check the status. If the services
donot start, refer to the logs for the specific service in the installation folder.

3. If the webpage fails to login, check if the port 8443 is allowed in Security group. Also, verify
if the tomcat service is enabled and has not popped out any error in the logs.

4. |If pgui displays a database issue, check if the RDS is active.

5. Incases where the AcctServer service fails to start even on a manual start, look for the logs
for license expiry. Contact Newnet support.

6. The recovery of the application is user driven. In case of failure of the AccessView

application, the user logs into the system and troubleshoots the system. Contact Newnet
support.
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8 Update Procedure

1. Double click on the new version of the AV jar file provided.

2. Follow all the steps as mentioned in Section 5.1.1 except for a minor change in
Step 6. Choose the option as “Upgrade”.

3. Follow the remaining steps as mentioned.
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9 Customer Support
Urgent issues will be prioritized for response within 24 hours and Email queries will be answered
within 2 days.

The NewNet Support team can be reached via the link below

https://newnet.com/business-units/secure-transactions/support/support-contact/
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10 Best Practices

10.1Configuring AWS CloudTrail

This is an optional configuration left to the discretion of the user. It’'s recommended to configure
CloudTrail for better traceability.

This helps to enable governance, compliance, and operational and risk auditing of the AWS
account.
With AWS CloudTrail user can:

e view event history of their AWS account activity, including AWS Management Console

actions, AWS SDKs, CLI and other AWS services.

e identify who or what took which action, what resources, when the event occurred.
This event history will help simplify security analysis, resource change tracking, and
troubleshooting.

For further information, please refer
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-getting-started.html

To enable AWS CloudTrail on all production AWS accounts and in every region refer,
https://aws.amazon.com/about-aws/whats-new/2015/12/turn-on-cloudtrail-across-all-regions-
and-support-for-multiple-trails/

10.2 Key Rotation

User-Keys are generated to access the systems. These keys provide access to the Access View
systems. Access keys rotation on a regular schedule is a well-known security best practice because
it shortens the period an access key is active and therefore reduces the business impact if they are
compromised. For Access Key rotation please refer,

https://docs.aws.amazon.com/I1AM/latest/UserGuide/id credentials access-
keys.html#Using RotateAccessKey
https://aws.amazon.com/blogs/security/how-to-rotate-access-keys-for-iam-users/

10.3 IAM Best Practices

To help secure AWS resources, there are some recommendations from AWS for AWS Identity and
Access Management (IAM) service.

Please refer the link
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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