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Security and risk management leaders should implement
these 10 security projects to address the changing needs of
cybersecurity and reduce risk.

When George took over as the GISO of a retail company, 1T security was relatively
simple. But as the organization has grown — adding online ordering, more employees and
a host of cloud-based platforms and technology to support digital business across the
organization — so have the security vulnerabilities. Plus, increased attacks and phishing
attempts make it difficult to know what security projects to focus on and where to get

the most RO

“For new security projects, focus on those that can address a
high degree of business impact”

“BSecurity and risk management leaders are constantly bombarded with both maintaining
existing security projects and bringing forward new projects,” says Brian Reed, Senior
Director Analyst, Gartner. “As priorities for new security projects, focus on those that
can address a high degree of business impact and also have an ability to reduce a high

amount of risks ™

Gartner has identified 10 security projects — in no particular order — for organizations

that have already adopted all basic security measures.

Project 1: Privileged access management (PAM)

Privileged accounts [or administrative or highly empowered accounts) are attractive

targets for attackers. A PAM project will highlight necessary controls to apply to protect
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