NCW PRIVACY POLICY 2024-2025

[image: ]
[image: ]Strengthening Safety Through Shared Knowledge
introduction
The Neighbourhood Crime Watchers - Community Intelligence (NCW-CI) is a community-driven, not-for-profit network committed to improving neighbourhood safety. We respect your right to privacy and are committed to safeguarding personal information shared with us through our website, patrol activities, reporting systems, and community engagement platforms. This Privacy Policy outlines how NCW-CI collects, uses, stores, and discloses personal information in accordance with the Privacy Act 1988 (Cth), the Information Privacy Act 2009 (Qld), and relevant Queensland legislation. Residents and visitors involved with NCW should be aware of the Criminal Code Act 1899 (Qld), which outlines key criminal offences including false reporting, assault, and property crime, the Police Powers and Responsibilities Act 2000 (Qld), which governs the powers of police and the limits of civilian involvement, the Weapons Act 1990 (Qld), prohibiting the possession or use of weapons without lawful authority, the Peace and Good Behaviour Act 1982 (Qld), which provides protection against harassment or threats, the Invasion of Privacy Act 1971 (Qld), which regulates the use of surveillance and recordings, the Information Privacy Act 2009 (Qld), which sets rules for collecting and handling personal information, the Defamation Act 2005 (Qld), which prevents reputational harm from false public statements, the Domestic and Family Violence Protection Act 2012 (Qld), which provides protection orders in domestic situations, the Summary Offences Act 2005 (Qld), which deals with public nuisance, trespass, and minor offences, and the Human Rights Act 2019 (Qld), which ensures all actions respect the rights, safety, and dignity of individuals.

We may collect:  
· Personal details: name, contact information, address, photographs, vehicle details.
· Incident reports: times, dates, locations, and descriptions of observed activity.
· Evidence submissions: CCTV, images, video, dashcam footage, or other media voluntarily provided to NCW.

For the collection of information, the NCW, its volunteers, partners and stakeholders, evoke the protection under Section 226 – False or Misleading Information (1) A person must not provide any misleading information that they know to be false.

Note: That in accordance with Section 226, individuals who knowingly provide false or misleading information are solely responsible for the accuracy and integrity of that information. The Neighbourhood Crime Watchers (NCW) and its volunteers cannot be held liable for any misleading or false material that is submitted by an informant (a. intelligence provider/3rd party). There, responsibility remains with the individual who breaches Section 226 by failing to provide truthful information.


Confidential intelligence: information shared with us for escalation to police or partner agencies, website interactions: IP addresses, device identifiers, cookies, and site usage data.

Note: Sensitive information, including details related to criminal behaviour, domestic violence, or vulnerable individuals, will only be accessed, when necessary, handled with strict confidentiality, and managed with a strong focus on protecting and supporting victims.

Personal Data We Collect
Types and Purpose of Information Collection
 NCW only collects personal details that you provide, such as names, contact information, and location/report data to facilitate timely crime alerts and community updates. This information is gathered through newsletter sign-ups and community reports to support accurate communication and enhance neighbourhood safety. The NCW may at times be given your private information by a third party. In the event of this occurring, the NCW reserve the right to use this information if deemed beneficial to community stakeholders by the NCW Committee, QPS, AFP, News Corp.

Protecting Your Privacy, Strengthening Our Community
NCW’s Commitment to Safeguarding Personal and Community Data
NCW prioritises the confidentiality of personal information and community data. We collect details responsibly to support crime monitoring and communication, ensuring data is handled securely and used solely to enhance neighbourhood safety and trust.

We are obligated to deliver full disclosure
Disclosure of information
We reserve the right to disclose information:
· To Queensland Police Service (QPS) or other lawful authorities, where appropriate.
· To NCW- executive and authorised branch coordinators on a need-to-know basis.
· To service providers assisting in website, data storage, or communications support (bound by confidentiality obligations).
· When legally compelled under Queensland law, or where disclosure is necessary to prevent serious harm, by subpoena or to assist with investigations that involve a child under the age of 18 years old.

Prioritising privacy in Community Intelligence
images, footage & confidential information
· Any images, video, or audio footage submitted may be shared with QPS, but NCW may also publicly release these images without explicit consent or lawful requirement in good faith.
· Confidential intelligence is securely stored and only shared with law enforcement or trusted liaisons.
· Members are reminded that sharing images or footage online outside NCW-CI channels may breach privacy or defamation laws. NCW-CI accepts no liability for unauthorised public distribution by individuals or other/3rd parties.
· Members are also reminded that in the event of a crime (past or present), the NCW reserves the right to publish images of suspects, offenders, persons and vehicles of interest. This may include images of a person under 18 captured on CCTV-committing any offence under the Criminal Code Act 1899. 

The NCW are guided by Sapna Goundanthe at Sprintlaw for the following acts: Invasion of Privacy Act 1971 (Qld), Privacy Act 1988 (Cth), Telecommunications (Interception and Access) Act 1979 (Cth), Office of the Australian Information Commissioner (OAIC) Guidelines and the National Baseline on Data Security-guided by the Australian Privacy Principles & CCTV Usage. 

Prioritising Cybersafety in Community Monitoring Cybersafety
We maintain our website and online channels with cyber-safety at the forefront. However:
· Communications over the internet carry inherent risks; the NCW cannot guarantee absolute security.
· We encourage community members to apply discretion when submitting information online.
· Abuse, harassment, or misuse of NCW-CI’s digital platforms may be referred to QPS under the Criminal Code Act 1899 (Qld) and Cybercrime Act 2001 (Cth).

Protecting Your Data with Advanced Security
How We Safeguard Your Personal Information
The NCW employs multiple layers of security protocols, including encrypted data storage and restricted access controls, to prevent unauthorized access. Our systems undergo regular audits and updates to maintain robust protection of community data.

NCW Disclaimers on Community Intelligence
NCW Disclaimers
· NCW is a community-based intelligence network, not a law enforcement agency. All urgent matters should be reported directly to 000 or Policelink (131 444).
· While NCW takes all reasonable steps to safeguard personal information, we cannot guarantee complete security of electronic communications or third-party platforms.
· Submissions to NCW may be subject to Queensland evidence and disclosure laws if relied upon in criminal investigations.
· NCW reserves the right to update this Privacy Policy at any time, with changes published on our website.
Safeguarding Your Information: Security Comes First.
Data Security & Retention
· Data is stored securely in compliance with Queensland and Australian data protection requirements.
· Access is restricted to authorised NCW Volunteers and vetted liaisons & professionals.
· Information is retained only as long as necessary for operational or legal purposes, after which it is securely destroyed or anonymised.
Know Your Rights
Understand Your Rights Under Queensland Law
Under Queensland law, you may:
Request access to personal information we hold about you. Request correction of inaccuracies. Withdraw consent (where applicable). Raise complaints with NCW-CI’s Privacy Officer or escalate to the Office of the Information Commissioner Queensland if unsatisfied.

Strengthening Safety Through Shared Knowledge
How NCW Uses Data to Support Community Safety and Communication
NCW analyses collected information to identify crime patterns and emerging risks, enabling timely alerts to residents. This data-driven approach fosters informed discussions and coordinated responses, enhancing neighbourhood vigilance. By sharing verified updates, NCW helps build trust and encourages active participation in crime prevention efforts where Information collected is used to:
· Assess and escalate community reports to Queensland Police Service (QPS) liaisons.
· Identify crime trends and share aggregated intelligence across NCW branches.
· Support patrol operations and risk assessments.
· Maintain communication with members and the broader community.
· Improve the safety and functionality of our website and reporting tools.
The NCW do not sell, rent, or trade personal information.


NCW - Private Camera Network

Last Updated: 19.10.2025
1. Purpose
This policy outlines how NCW Watchhouse and the Private Camera Network manage video surveillance to enhance community safety while complying with applicable Queensland and federal laws regarding privacy and data protection.
2. Scope
This policy applies to all surveillance cameras, footage, systems, and users affiliated with the Private Camera Network, including contributors and recipients of recorded material.
3. Legal Compliance
This network operates in accordance with the following legislation:
· Criminal Code Act 1899 (Qld) — Section 227A
· Invasion of Privacy Act 1971 (Qld)
· Information Privacy Act 2009 (Qld)
· Privacy Act 1988 (Cth) (where applicable)
· Guidelines from the Office of the Information Commissioner (QLD)
4. Collection of Footage
Cameras are positioned to monitor public or semi-public spaces only.
Private places (e.g., inside homes, bathrooms, bedrooms, change rooms) are not recorded, in accordance with s 227A of the QLD Criminal Code. The NCW refutes any misconduct that goes against these codes.
Cameras are placed to minimise intrusion into private property or areas where individuals have a reasonable expectation of privacy.

5. Signage & Notification
All areas under surveillance are marked with visible signs stating:
“CCTV in operation. Footage may be shared with law enforcement or community members for safety purposes.”
Additional signage is provided where applicable, and information is available via [your website link].

6. Use of Footage
Footage collected is used only for the following purposes:
· Monitoring local safety issues and suspicious activity.
· Assisting law enforcement in investigations.
· Community reporting through NCW and
· Preventing and investigating crimes affecting the local area and informing both com law and federal law PCBU's.

7. Storage & Retention
All footage is stored on secure servers with restricted access. Footage is retained for a maximum of 1 year, unless required for legal or investigative purposes. After expiry, footage is permanently deleted or de-identified.

8. Access & Disclosure
· Access to footage is limited to:
· Authorised NCW administrators.
· Law enforcement (upon formal request).
· Community members submitting valid access requests (reviewed on a case-by-case basis).
· Access requests can be made via email. Disclosure decisions will consider:
· Relevance to crime prevention or resolution
· Impact on privacy of other individuals
· Legal or regulatory obligations
9. Security Measures
Footage is encrypted and stored on protected infrastructure.
User access is logged and audited regularly.
Physical access to recording equipment is restricted.

10. Audio Recording (if applicable)
The Private Camera Network does not record audio, except where explicitly allowed under the Invasion of Privacy Act 1971 (Qld) and with adequate signage or consent.

11. Disposal & Deletion
Footage is destroyed in accordance with secure deletion standards when no longer required. No backups are retained beyond the legal or policy period.

12. Your Rights
If you appear in any footage and wish to request access or raise a privacy concern, you may contact:
NCW Privacy Contact:
https://ourncw.com

Requests for information will be assessed in line with Queensland’s privacy laws.
13. Policy Review
This policy is reviewed annually, or whenever there are significant legal or operational changes. Updates will be published on our website and shared with registered users.

14. Disclaimer
This network operates as a community initiative. While every effort is made to comply with applicable privacy legislation, use of the system is at your own discretion, and NCW Watchhouse accepts no liability for misuse by third parties.




Surveillance & Privacy Compliance Policy disclaimer

NCW–CIU Weapons & Physical Evidence Policy
Title: Handling, Discovery and Reporting of Weapons & Physical Evidence
Applies To: All NCW Watchers, Coordinators & Volunteers
Effective Date: [Insert Date]
Authorised By: NCW–CIU Executive Board & Chair-holders
1. Purpose
This policy outlines the lawful and safe procedures for NCW Watchers when discovering weapons, dangerous objects or potential physical evidence during observation, patrol, or community reporting duties.  Its intent is to preserve safety, ensure compliance with Queensland legislation, and maintain the integrity of evidence for Queensland Police Service (QPS) investigations.

2. Legislative Compliance
All NCW personnel must act in full compliance with the following laws and principles:
· Weapons Act 1990 (Qld) – governing possession, handling and reporting of weapons.
· Work Health and Safety Act 2011 (Qld) – ensuring personal and public safety in all NCW operations.
· Criminal Code 1899 (Qld) – prohibiting interference with active investigations or evidence.
· Duty of Care – Watchers must act reasonably to protect themselves, others and the community from harm.
No NCW member is authorised to carry, use, or retain a weapon or any form of physical evidence unless under explicit direction from police.

3. Definitions
Weapon:
Any firearm, knife, replica, explosive, or object intended or likely to cause harm or intimidation.
Physical Evidence:
Any item or material that may assist QPS in a criminal investigation, including but not limited to:
· Clothing, tools, or personal items left at a scene.
· Abandoned vehicles or property.
· Documents, devices, or identification.
· Blood, substances, or biological material.
· Digital or recorded evidence (CCTV, dashcam, audio, photos).


4. Immediate Actions from Watchers in an event.
When a Watcher locates or observes a weapon or physical evidence:
1. Do not touch, move or disturb the item without permission.
2. Ensure safety first — if the environment is unsafe, retreat and call Triple 000.
3. Record essential details:
4. Exact location and landmarks
5. Date and time of discovery
6. Brief description of the item
7. Take photos only if safe and without altering or repositioning anything.
8. Notify QPS immediately:
9. Triple 000 if there is immediate risk to life.
10. Policelink 131 444 for non-urgent reporting.
11. Do not post or share information publicly before police assessment.
12. Contact your NCW Coordinator once police have been notified.
13. Submit a formal NCW Incident Report via Watchline or the secure portal within 24 hours.
5. Handling of Weapons
If a weapon poses an immediate danger to the public (e.g. knife on a footpath near children):
· Use protective gloves to carefully remove the item only if necessary.
· Place it into a non-metallic container or evidence bag without cleaning or wiping.
· Notify police immediately and await instruction for safe handover.
Firearms, ammunition or explosives must never be touched or moved.
Maintain a visual perimeter and keep others away until QPS arrives.

6. Preservation of Evidence

· Do not alter, reposition, or cover the item.
· If possible, cordon the area using tape, markers, or available barriers.
· Avoid walking over or near the object to prevent contamination.
· Maintain detailed notes or timestamped video (if safe) to assist police.
· Do not discuss publicly or share images until cleared by NCW Leadership or QPS.

7. Data Management & Privacy

All photographs, digital recordings and written reports are to be:
· Stored securely under NCW CrowSec Privacy & Data Framework.
· Shared only with authorised NCW Intelligence Officers and QPS.
· Deleted or archived following police confirmation and NCW data-retention policy.

8. Prohibited Conduct

NCW Watchers must never:
· Carry or conceal any weapon, firearm, or replica while on duty.
· Retain any found weapon or evidence at home or NCW premises.
· Interfere with a crime scene or suspected offender.
· Conduct independent tests, cleaning, or examination of any evidence.


NOTE: Any breach may result in immediate suspension, internal investigation, and referral to QPS.

9. Training and Review
· All Watchers must complete NCW’s Field Safety & Evidence Awareness induction before engaging in community patrols.

· This policy will be reviewed annually or immediately following any incident involving weapons or significant evidence.

10. Reporting Protocol (Structured Incident Report)
Every weapon or evidence find must be documented using the NCW standard report format:
Reported Incident: [Weapon / Physical Evidence Found]
Location: [Exact location or coordinates]
Date/Time: [Time of discovery]
QP Reference Number: [Once issued by QPS]
Details: [Brief description, how found, action taken]
Description: [Visual notes or image ref]
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Approved by:
Damion Douglass – Chair, NCW-CIU
Date: 03/11/2024 
Reviewed: 02/11/2025
Next Review: 01/11/2025 or in the event of a suspension occurring, whichever comes first.

The information provided in this article is information only and is no substitute for legal advice. If you would like advice about your situation, you should consult a lawyer.
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Resources and further reading
· The Common Law and the Protection of Human Rights (PDF), Chief Justice Robert French, 4 September 2009, Sydney
· Protecting Human Rights Without a Bill of Rights (PDF)Chief Justice Robert French, 26 January 2010
· The Common Law principle of legality in the Age Of Rights (PDF): D. Meagher, Melbourne University Law Review 2011
· Common Law v Human Rights: Which Better Protects Freedoms? J.Southalan, Australian Lawyers for Human Rights 2011
· Law Council of Australia Rule of Law Principles page
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