
Firewall Rules - Revised 2024 
• SIP	ALG	needs	to	be	DISABLED
• Make	sure	that	NAT	timeout	or	UDP	timeout	is	set	to	60	seconds

__________________________________________________________________________________________________ 
IP	Blocks: 

• 64.94.196.0/23

• 198.58.40.0/21

• 206.166.216.0/22

Ports	Required	for	LPS	Services: 

• SIP Ports: 5060 – 5080

• RTP Ports: 10000 - 65353 UDP

Provisioning	Server	IPs: 

• 184.169.138.90

• 23.21.130.170

• 23.23.252.206

• 23.23.89.246

• 54.234.135.90

• 54.208.136.177

Ports	Used	for	Provisioning: 

• FTP: 21; 1024 - 1536 TCP (Passive FTP)

• HTTP: 80 TCP

• HTTPS: 443 TCP

• HTTP: 8080 TCP

• HTTPS: 8443 TCP

Whitelist	The	Following	IPs	And	Emails	If	Using	Hosted	Fax	Products: 

• 216.187.65.178

• 216.187.65.179

• 168.75.50.130

• 168.75.50.131

• 35.227.166.44

https://www.lpsav.com/lpsconnect


• 4.53.194.121 

• 4.53.194.122 

• messages@receive.faxhd.com 

• no-reply@notifications.faxhd.com 

SMTP	Email	Settings	for	Send	and	Receive: 

• 206.166.216.90 

• 206.166.218.192 

• 206.166.219.42 

• 206.166.217.153 

• 206.166.216.218 

• 206.166.218.133 

• 204.236.248.254 




