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Vehicle Mitigation

Rated by calculating the impact rating of a barrier to stop a vehicle

Calculation uses the weight of the vehicle, the speed at which the vehicle is traveling,
and the distance traveled

Types of barriers

o Passive Barriers (fixed)
o Fixed Bollards
o Planters / Landscaping

o Concrete Barriers

o Active Barriers (Operable / Temporary)
o Bollards that raise or lower into the ground
o Gates
o Drop Arm Barriers
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Traffic Mitigation
Designed to manage traffic flow and secure areas by not allowing
unauthorized vehicles

Ratings: Don't always need a vehicle mitigation rating

Types of barriers

- Water filled barriers

- Type 1,2, or 3 barriers
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Emergency Response

- Create Emergency Response
Plans for both event times as
well as all other times that don't
include events

- Work closely with local and a
federal emergency responders G l'\ |FMA
to create the procedures N

- Command Center

o A fully operational Command
Centeris run 24 hours a day

o Who operates within that
Command Center is determined
by event time vs nonevent time
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Security & Safety
Staffing for Events

. Internal Security department
‘ Event Security staffing department

‘ Event Safety department

‘ Law Enforcement

‘ Bomb Dog vender
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Access control

systems

Rachel Slotnick,
ETG Systems



What is;: ACCESS CONTROL
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Industry and technology trends
‘What is hot in the industry
*Use cases

*|ssues facing facility and
security managers

Future decisions you'll
have to make

«Common vulnerabilities

“~rk.com + 1746408842
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Key takeaways:

e Ask for as-builts ¢ Plan for maintenance and * Find someone you trust and build
e Have regular backups upgrades, 7-10 yrs lifespan relationships
e Maintain key system, biting matrix, * Mechanical locks need lubrication ¢ Not all systems are created equal,
records and adjustments ask for details, various scenarios
e Don’t be held hostage, open e Batteries need replacing, like fire ¢ Ask about ongoing fees or other
platform or keep in mind potential systems “hidden” charges
migration e Log into it periodically, learn to use ¢ Online costs for equipment is
it misleading (turnkey is not
wholesale)

e Ask your peers if you suspect price
gouging or other issues
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Thank Youl!
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Risk Mitigation and Security =g 8%
During Turbulent Times e 4 N/

Practical Preparedness for the Unpredictable

Chris Harms, Allied Universal




Why is Risk Mitigation & Security Important?

Legal Duty: Colorado Premises Liability Act —
C.R.S. § 13-21-115

Real estate owners and facility managers owe a duty of care to
individuals on their property, categorized as invitees, licensees,
or trespassers...managers must exercise reasonable care to
protect against dangers they knew or should have known about.
This includes maintaining safe conditions and addressing known
hazards promptly.

Legal Definitions:

» Invitee: Someone who is invited onto the property for
business (e.q., a customer).

» Licensee: Someone allowed on the property for non-business |
reasons (e.qg., a social guest).

» Trespasser: Someone who enters or remains on the land
without the landowner’s consent.
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Physical Security - Active & Passive

Environmental Design Intrusion Detection

« Warning signs « Motion sensors, door/window

« Fencing contacts, etc.

- Bollards, barriers, and posts Video Monitoring

* Eliminate hiding places « Might not catch someone “in the act”
» Site lighting » Video can help identify the person(s)
« Vehicle height restrictions responsible

Access Control

» Keypads
» Access cards/fobs/apps
» Biometrics

Source: Erik Beutler, Green is Greater
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Physical Security Patrols
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One Size Does Not Fit All

OFFICE SUITES

BUILDING ENTRANCE / LOBBY

Risks are Typically Most Effectively j ——
Mitigated by Integrated Solutions ‘ Yo

People + Process + Technology

MARLROOM : - PARKING LOT

ko] acl x| : [se]Psfxs]ac]
-

Which risk? Which control? S —

s Ps ac|vs]
E3 Security Professionals [E Executive Protection

[ Patrol Services [Z Risk Advisory & Consulting
[ Canine Detection Team @ Intelligence

R e [ Access Control Fire-Life Safety
@ Video Surveillance 2 Monitoring Services

Rl o Jus] s | Ed SmartTech Remote X-ray [l Janitorial Services
[@ Landscaping Services
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Functions of Countermeasures and Controls

There are seven things that a security control can hope to achieve

Deter Control Access Detect
Make asset a less attractive target. Keep the asset out of reach. Discover a harmful event happening.

D O

Delay Assess Respond Record

Slow progress or impact. Identify needed action. Interrupt or reduce impact. For incident for follow-up.

T »
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Functions of Countermeasures and Controls

Q"O"O"O

Respond

Detect
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Intelligence and
Awareness

Video Surveillance
Identity Based Access
Al and Analytics

Humans

Advance Planning
Training
Supporting
Infrastructure

Humans

Control Access Delay
* Physical Barriers * Physical Barriers
» Access Control * Rapid / Mobile
Technology Deployment
» Automation (Lock- * Humans
down)
* Humans
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Visitor Management?

* Flipper Zero

y

Flipper Zero is a portable multi-tool for pentesters and geeks in a toy-like body.
It loves hacking digital stuff, such as radio protocols, access control systems,
hardware, and more. It's fully open-source and customizable, so you can
extend it in whatever way you like.

Sources: https:/flipperzero.one/, https:/en.wikipedia.org/wiki/Flipper_Zero
https://counterespionage.com/flipper-zero-corporate-security/
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Visitor Management?

« Handheld ID Copier

Handheld ID Copier 125khz RFID
Reader Writer Duplicator Handheld
RFID Copier Used for T5577 or

o Copy Any Key _ Handheld RFID writer EM4305 6 pcs T5577+ 6 T5577
Cards

Visit the ZGAGFZ Store
4.2 %dkkvrv (8) | Search this page
400+ bought in past month

Eg

BiF B
R
POWER PASS BUSY

(The kiosks enable users with
low-frequency RFID keys—such as
access cards for offices, parking
lots or apartment buildings—to
create copies of their RFID
cards...the duplicate will then be
shipped to the individual’'s home
within two or three business
days.)

~18% #17%
List Price: $21-99 @

prime Two-Day
FREE Returns v

S No better price found

¢ The card and in the combination are the default empty
command products. If it is necessary to test readings and
writing Then please use the replicator to read the

Sources:
https://www.rfidjournal.com/news/key-printing-kiosks-automate-rfid-card-copying/68955/
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172
prime Two-Day
FREE Returns v

FREE delivery Wednesday, May
14 to 80124. Order within 6 hrs
44 mins

In Stock
Quantity: 1 v
Add to Cart
Buy Now
Ships from  Amazon

Sold by Heekgoo

Returns 30-day
refund/replacement

Gift options  Ayailable at checkout
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Threat Assessments

SITE NAME: 4465 NORTHPARK DR

ADDRESS: 9879918, COLORADO SPRINGS, CO 80907 CR I M ECABéII
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« CRIMECAST® Reports indicate the
likelihood of crime and loss occurring at any :’°°°
address s

® s00
[ ] ] . ] .
» This site is 3.25 times the National average @
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Cybersecurity Breaches

Cybersecurity breaches expected to increase = Ransomware/malware/data breaches (abuse
worldwide in all sectors of valid credentials) most common attacks

Energy, finance, technology and Manufacturing sector most targeted
manufacturing are high-risk targets

Projected increases in cloud environment
intrusions/cloud-conscious cases

Increase in Generative Al-related attacks
around KPI logistics

: ?ﬁ\ -
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Personal Cybersecurity Best Practices

Use a passphrase:
IAdelynisMySw33tLittlePrincess42!

A personal hotspot is much safer than public
Enabling two-factor authentication (2FA) Wi-Fi (coffee shops, airports, hotels)

Avoid introducing yourself to unknown callers.

Lie on security questions:
“Hello?” instead of “Hello this is Chris.”

» Where did you go to high school?
Farmville

» In what city was your first job?
Cleveland

¢ :
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Risk Mitigation Strategies

Copyright © 2023

Implement Surveillance Systems: Install security cameras around the property to deter
criminal activity and assist in investigations if incidents occur.

Enhance Lighting: Ensure that parking lots and building entrances are well-lit to discourage
unauthorized access during nighttime hours.

Access Control: Utilize keycard systems or security personnel to monitor and control entry
points to the building.

Community Engagement: Participate in local neighborhood watch programs and maintain
open communication with local Police Department for updates on crime trends and safety
resources.

Employee Training: Provide training for staff on safety protocols, emergency procedures, and
how to report suspicious activities.
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Thank You

Chris Harms

@ Business Development Manager
chris.harms@aus.com

"We must not allow the clock and the calendar to blind us to the fact that each moment of life is a miracle and

1
mystery.
-’ @ |_®_|

GUARDING INTEGRATED RISK AND CANINE EXECUTIVE ACTIVE LAW WEAPONS AND

TECHNOLOGY VULNERABILITY SECURITY PROTECTION AND ENFORCEMENT EXPLOSIVE

CONSULTING INTELLIGENCE SCREENING
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EVENTS INVESTIGATIONS CASH SOLUTIONS ELECTRONIC DISASTER AND WORKFORCE FACILITIES

SECURITY MONITORING EMERGENCY SOLUTIONS MANAGEMENT
RESPONSE
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Panel Discussion
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